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Preface

Communities are groupings of distributed objects that communicate, directly
or indirectly, through the medium of a shared context. This conference brought
together researchers interested in the technical issues of supporting communities.

DCW 2002 was held in Sydney, Australia, and was hosted by the Software
Engineering Research Group and the School of Computer Science and Engineer-
ing at the University of New South Wales. It was the fourth in the DCW series,
the previous conferences having taken place in Québec (2000, LNCS 1830) and
in Rostock (1998 and 1999, University of Rostock Press).

The program committee selected 25 papers from 59 submissions from around
the world. Each submission was fully refereed by at least three reviewers, either
members of the program committee or other external referees. Reviewers were
selected to ensure they had the required expertise for the papers’ topics. Special
care was taken to avoid conflicts of interest by ensuring that if a program com-
mittee member was co-author of one of the submissions, then the paper would
be reviewed by program committee members or additional reviewers who were
not close collaborators of the submitting authors.

In addition to these papers, the proceedings begin with a fully refereed sum-
mary chapter, entitled Open Problems in Distributed Communities, which gives
an overview of the field.

This year, we were pleased to welcome as the invited speaker Philippe van
Nedervelde, CEO of E-SPACES (Belgium) and X3D Technologies (USA), who
gave us a fascinating presentation on Virtual 3D World Communities.

We would like to thank the members of the program committee and the
additional reviewers for the thorough reviews of the submitted papers, the au-
thors for submitting their contributions, and the authors of accepted papers for
their collaboration in preparing these proceedings. Special thanks goes to Blanca
Mancilla, the local arrangements chair, for all the work she did before, during,
and after the conference.

We are convinced that this conference series is very timely, and meets the
needs of many researchers interested in building networked communities. We
hope that you find the proceedings interesting and stimulating, and hope that
you will join us in Ulm in Spring 2004 for the next DCW conference.

September 2002 John Plaice
Peter Kropf

Peter Schulthess

Jacob Slonim
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Open Problems in Distributed Communities

John Plaice!, Paul Swoboda!, Jacob Slonim?, and Michael McAllister?

1 School of Computer Science and Engineering
UNSW SYDNEY NSW 2052, Australia
{plaice, pswoboda}@cse.unsw.edu.au
2 Faculty of Computer Science, Dalhousie University,
Halifax, NS, Canada
jacob.slonim@dal.ca, mcallist@cs.dal.ca

Abstract. The usefulness of the notion of distributed computation as a
mere collection of self-sufficient individuals, sharing little more than the
data on which they operate, is drawing to a close. With the introduction
of myriad differing platforms, wireless devices and interactive protocols,
the level of cooperation between participants must increase, in order for
work to be organized and effected, on the fly. Distributed communities,
literally groupings of individuals sharing a pervasive context, are a neces-
sary mechanism for resolving the general problem of the lack of efficiency
inherent in the rigid and atomic mode of cooperation which is the norm
in distributed systems today.

1 Introduction

Distributed communities are evolving associations of participants, be they peo-
ple, physical devices or software entities, mediated by a shared context. Having
such a context enables much richer and much more varied forms of interaction
than does point-to-point communication; as a result, distributed communities
form a new topology of networked computing that subsumes different compet-
ing topologies, such as client-server, Web-based and peer-to-peer.

The community-centric approach to computing is increasingly desirable. In
the last few years, there have been numerous conferences, workshops and journal
special issues on ubiquitous, pervasive, context-aware, location-aware, mobile and
adaptive computing. Communities offer an approach that answers many of the
general questions raised by all of these disciplines.

A community is a medium of collaboration that completely transforms the
participants involved; it is not simply a space for the random interaction of indi-
viduals. Through interaction with a structured community, instead of restricted
interaction between individuals, the processes of acquiring and disseminating
information are made simpler, more fluid, and ultimately, more efficient.

As an example, if the notion of distributed community is applied to the
software driving the devices used for automatic navigation of an automobile
down a highway, then the focus of a component’s operation changes: it is no
longer attempting to build a complete world view for itself; rather, the world
view is built collectively by the different components.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 1-B, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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This paper proposes that distributed communities are consequently neces-
sary; they adapt and support ways in which we naturally communicate, rather
than having individuals adapt to the operation of individual technologies. For
inspiration, we begin with a brief discussion of communities from outside the
computing world. We then elaborate on three key aspects of community com-
puting: interactive context, persistence of interactions, and associated network-
ing issues. For each, we attempt to raise open questions that are still not fully
resolved yet, and suggest ways in which they can be approached. In addition,
we give a brief overview of the papers to be found in this volume, and show how
the research described therein is relevant to the problems outlined in this paper.

2 Distributed Communities in the Real World

Communities as a mechanism of efficiency are a naturally occurring phenomenon.
The eukaryotes, complex bacteria with internal division of labor (mitochondria,
nucleus, etc.), came to being billions of years ago through the creation of com-
munities of prokaryotes, simple bacteria. This development allowed for a much
more efficient use of energy and ultimately led to the development of multi-celled
individuals, literally cell communities, which are themselves more efficient in en-
ergy use and production than their precursors. On a grander scale still, we see
that the phenomenon of community has recapitulated as entire species of ani-
mals now naturally organize themselves into packs or herds as a simple matter
of survival.

This trend, with communities formed of cooperating individuals being more
efficient than the previous collection of randomly interacting isolated individuals,
has continued to today. For example, if we look at the development of the factory
in the last hundred years, it has progressed from the completely atomized world
of the Taylorist assembly line to the team work of Toyota’s car assembly line.
In the Taylorist model, caricatured in Charlie Chaplin’s Modern Times, each
worker on the assembly line has exactly one task, and when the line breaks at
some point, a new group of workers comes in to fix the line. In the Japanese
model, workers are grouped in teams and work together on much larger entities
(for example a motor rather than simply one or two bolts), and all are capable of
doing each other’s work; furthermore, if the assembly line breaks at their point of
production, they are responsible for fixing it. Factories using the Japanese model
of production are typically much more productive than the Taylorist model,
because they benefit not just just from the workers’ hands, but also from their
intellectual capacity, as manifested through their interactions and discussions.

3 Communities in Software Engineering

In the world of software engineering, the trend of increasing productivity through
the use of communities has been taken one step further with the open-source
concept. Thirty to fifty years ago, we focused on proprietary software for stand-
alone computers and on special-purpose programs such as operating systems
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and compilers. Now there are hundreds of open-source activities, including the
huge GNU, Linux, Gnome, KDE and Mozilla free software projects, which have
brought together thousands of programmers, documentation writers, Web site
designers, and others, to produce industrial-quality software whose bugs can be
corrected far more rapidly than using any other approach: both the projects and
the resulting programs are more flexible.

This concept can be extended further, from the cooperation of individuals
developing software, to the operation of distributed software itself. If we as indi-
viduals can reap benefit from interaction and cooperation, it seems only natural
that our software should be able to do so as well. Already, huge benefits have
been realized by employing effective communities such as networks of computers,
shared memories and multi-process distributed systems. Additionally, in mov-
ing from distributed objects to distributed (operational) components, more and
more meta-information is being added to enable the seamless integration and in-
teraction of components. We have reached a point where distributed community-
centric computing becomes feasible.

But just what is it that makes the community more attractive? Quite simply
it is the existence of a context, itself dynamic, shared by the members of the
community. The context is the set of shared rules and mannerisms, implicit or
explicit, common history, and so on, that mean that the members do not have to
continually rediscuss the most trivial details of interaction. For computing ob-
jects, the context can initially be considered to be a dictionary and/or universal
catalog, a set of attribute-value pairs shared by the members of the community.
As these values change, either through outside forces or through the actions of
the members themselves, all of the members can sense the change of context and
adapt their behavior accordingly with the dynamics of the interaction.

4 The Role of Distributed Context

A shared context is, in a nutshell, a framework for the creation and development
of communities. In other words, a community can be thought of simply as an
abstract logical association, based on interaction through a shared context.

One key element in the development of community is the idea that com-
munications must not be guarded, focused on a single protocol, and without
the potential for multiple participation. Many systems such as commercially
available publish/subscribe middleware systems approach this problem through
distributed messaging, but often end up (or actively seek to become) the only
means of interaction and the technology dictates the interactions. A shared con-
text must reverse this scenario and allow the interactions to dictate its content
or behaviour. The shared context must be used as a medium that directs and
negotiates for further communications.

In a sense, a context is the mutual state, the “present moment” shared by a
community, but, as with the universe at large, is clearly the result of an accumula-
tion of such moments. The context can act as both an object of the community’s
manipulation, and as a means of interaction. Thus, as members communicate,
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the context of their interactions grows, as does the community as a whole. Fur-
ther, if the context is used as a means of facilitating other communications
between participants, it is a given that structures for improved communications
will evolve within the context, making it a powerful, if not essential tool for the
coordination of general transactions within the community. In a grander sense,
the community’s entire mode of behavior (its culture), will evolve in the context.
This is perfectly analogous to the physical world, since our notion of culture is
generally that which is manifested through our interactions with one another.

Nowhere is a need for shared context more obvious than in wireless appli-
cations. In the wireless domain, the interaction of mobile devices with fixed or
other mobile services will inevitably require shared context, with well-known and
understood dimensions. Currently, this functionality is built into local transport
mechanisms, mostly notably in Bluetooth’s service discovery layer, but this is a
myopic approach to a context protocol that must have a near-ubiquitous scope.
The context should permeate not only the realm of interaction between devices,
but every layer of implementation within the service infrastructure, and certainly
within device software.

But wireless applications are by no means the only domain of application.
In the corporate, administrative and military worlds, the use of context can
be directly extended for the purposes of security: When the passive-protocol
approach is inverted, giving control over participants to the context between
them, bandwidth-intensive activities such as constant authentication become
much more efficient.

The emergence of communities from shared context can be thought of in
the same manner as the early communities of the Internet. These evolved not
just from the net, per se, but through specific services and protocols on the net.
These include the communities of Usenet, Gopher, MUDs, etc. In a shared con-
text, the same notion of communities would arise not from the context-sharing
protocol/network, but in the contexts shared by the network, and the applica-
tions that used them. Implicit in this idea is the notion that many communities
could exist within the same global context, their individual sub-contexts possibly
overlapping, or completely distinct.

While shared context is obviously essential to distributed communities, there
remains the question of how best to use it. While it is possible to have partici-
pant systems constructed entirely from context-sensitive languages, this is not a
necessity. Similarly, there is no requirement that participants use the context as
a primary means of interaction; the context simply provides for a useful medium
of cooperation or for developing further cooperation. Otherwise, we fall back
into the trap of protocol-focused behavior.

5 Common Infrastructure

In the presence of shared information, there is the question of managing this
information. This is no less true of communities or contexts. The management
goals of communities and contexts are different, though related. To be effective,
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all management must contribute to keeping the community centred on its self-
stated purpose and should be transparent.

Community management focuses on the individuals or devices that form the
community and how they can interact with each other or with the shared con-
text. One aspect is thus the management of the community membership, which
includes awareness of the community and individuals within the community,
ways to join and leave the community, ways (or expectations) to contribute to
the community, and respect for the privacy of individuals and their data in
the community. Membership management must also introduce new community
members to the existing context.

Another important aspect of community management is the interactions that
are possible that must be integrated into the context, whether facilitated by the
context or developed outside the context. These interactions can be between
communities (or sub-communities), between the community as a whole, between
individuals in the community, or with individuals outside any community. Dif-
ferent interactions can have different purposes that are best served by alternate
communication styles; they may be collaborative, informational, or social. At the
level of an individual in the community, the mechanisms used for the interactions
should be transparent. The individual should not be concerned with the devices
or capabilities of devices, or with the location or structure of the information in
the interaction.

Few, if any, communities remain static, and community management must
allow for evolution. The evolution may be based in the shared context of the
community or may occur independently of the context. The infrastructure that
supports the community should allow for these changes and provide ways for the
community to integrate the evolution back into the shared context or to adapt
the infrastructure easily. As with peer-to-peer systems, it may also be desirable
for individuals, sub-communities, or related communities to isolate themselves
from some aspects of the community’s evolution; this would need to be another
aspect provided by the infrastructure that supports the community.

In contrast to community management, context management focuses more
on the information that the community uses. This information can be from the
community as a group, from individuals who are willing to provide advice or
services based on their private information, or from legacy systems. Depending
on the community’s goals, protecting the privacy and access to the data may be
of vital importance to context management. Moreover, access to the data and
any such restrictions should remain as transparent as possible to the individuals
within the community.

Context management must deal with membership issues. In the case of con-
text, membership relates to deciphering what data or type of data is relevant to
the context and can be added to the context, and how the new data is presented
to or from the context. It could even be desirable for the infrastructure behind
the context to present the context in different ways according to the individual,
device, or relate context within the community, such as multimedia sources or
multimodal inputs. For this reason we consider the context to be pervasive.
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No successful digital community can exist without history. History, for exam-
ple, is what makes Usenet so useful, allowing the revisitation of content posted
since its inception. History is also one reason why the Web is best not classified as
a community, but as an infrastructural window to communities with persistence,
ranging from chat rooms to Web logs to Usenet portals.

With shared context, the current state is always accessible as the aggregation
of all dimensions with values. It is completely unreasonable to demand of a vast,
distributed context network that absolute persistence of all context changes be
maintained at all times. The performance limitations imposed by the overhead
of collecting, serializing and archiving this data would destroy the utility of
the network. Instead, in keeping with the independence proffered by peer-to-
peer systems, the onus of context persistence could be placed on the specific
community, and the community itself need not archive all of its own context
changes. Indeed, changes to the value of certain dimensions could be monitored
as indicators that a snapshot of some subset of dimensions be recorded. Certainly,
different communities would need to archive history in different ways.

With shared context comes the necessity to be able to secure and protect
the context. The notion of “security” often encompasses three separate aspects.
First, basic security covers the mechanisms used to keep information private such
as encryption algorithms or protocols. Second, privacy encompasses the policy
end, knowing what data can be shared based on the user’s desires. Third, trust
entails having the users of the system believe that their stated wishes are handled
appropriately or that the context information that they are presented with is
correct. These three issues are separate, and each has a role to play within a
community.

The technical aspects of context management will delve into mechanisms,
protocols, and formats for exchanging information between individuals to facil-
itate their interactions. Of critical importance for the shared information is an
understanding of if, how, or where this information is replicated. On one hand,
replication improves access and persistence. On the other hand, replication re-
quires consistency control. These issues are part of the concerns of distributed
database and multidatabase research, but each one presupposes the existence of
a transaction manager. With a dynamic environment such as the community,
centralized or well-known transaction managers may not always be accessible.

As communities evolve, so must their contexts. When a community evolves
outside of its context, the community is responsible for drawing the changes
back into the context, and systems that support communities should account for
this. When a community evolves within or through its context, changes to the
context may originate with the individuals, with a particular interaction that
characterises the evolution, or even with self-adaptations that are derived from
sequences of interactions.
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6 The Significance of DCW2002 Contributions

During the DCW2002 conference, several of the above research themes were
addressed, either explicitly or implicitly. In this section, we examine some of the
papers and relate them to the above discussion.

6.1 Position Papers

The position papers session was, as planned, very lively, with intense discussion.
It was intended that the authors present strongly held views, even if the technical
issues had not been fully resolved.

Bill WADGE (p. 10), with his paper ¢ “The Medium” is the Message’, presents
the views that most closely correspond to this work’s theme: what defines a
community is the pervasive shared context or medium; in his paper, he shows
that to properly address this theme will not be easy, since both mathematics
and software engineering have, through the years, done their utmost to empty
the medium.

Gavin BREBNER et al.(p. 15) address the problem of how to access user
profiles, while securing privacy, to configure devices that are not continuously
connected to a single, centralized server. This is a special case of a much more
general problem with real communities, which are, in practice, never fully nor
permanently connected.

Holger CHRISTEIN et al.(p. 24) and Rima SALIBA et al.(p. 35) develop adap-
tive models for two key issues for all communities, respectively, presence aware-
ness and security. We believe that the context should inform both of these, and
that the behavior of each of them should depend on the context.

6.2 Adaptive Networks

Adaptive networks are a special case of community-based computing, a self-
configuring medium of interaction. In this section, several papers show that
having adaptive networking substantially increases the overall throughput.

Xueyi WANG et al.(p. 42) present a Site-based Reliable Communication Pro-
tocol, where the member sites of a collaborative system dynamically choose how
to communicate with their neighbours. Yoon-Jung RHEE et al. present two algo-
rithms for differentiated Web service; one is based on high- or low-grade service
(p. 54), the other on Web server logs (p. 64); in both cases the throughput is
increased. Shui YU et al.(p. 74) focus on application-layer anycasting for IPv6,
and show that a requirement-based probing algorithm improves results. These
are just a few examples that show that if we can consider the activities of a com-
munity’s participants, then the entire community’s actions can be optimized.

Jean VAUCHER et al.(p. 84) take a different approach. They examine the
possibility of using a free peer-to-peer distributed system as the basis for an
informal distributed community. Their experimental results are negative, which
continues to suggest that only by using an explicit context can communities be
formed and held together.
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6.3 Collaborative Systems

Collaboration is at the heart of the community-based approach. The papers in
this section, although they do not all use an explicit context, give a number of
examples of comprehensive views of a distributed system developed and shared
by the participants of the system itself.

Tim MOORS (p. 100) presents a mechanism to enhance interactive group
audio with a control channel, used for speaker identification, feedback and turn
taking. Alberto MORAN et al.(p. 113) show how the use of collaborative spaces,
with specific services tied to these, facilitates collaborative writing. Both of these
examples use a context to bind the community of speakers or writers together,
as well as to enhance their interaction.

The other papers focus on the technical means for ensuring compatibility
of the differing views of the participants in a system. Liyin XUE and Mehmet
ORGUN present two papers (p. 125 and 138) on the intricacies of managing
inconsistency in the actions of the participants, and how to reconcile the differ-
ences.

Two papers give rule-driven approaches to defining software agents. MURTHY
and ABEYDEERA (p. 151) present a specific algorithm for e-marketing negotia-
tion; Morad BENYOUCEF et al.(p. 165) give an experimental study of different
negotiation strategies, simply by modifying the interactions between the agents.

Finally, Theodore CHIASSON et al.(p. 182) present an approach to managing
distributed information in a process-oriented peer-to-peer environment without
relying on a centralized transaction manager.

6.4 Languages for the Web

Language — and communication in general — is the most fundamental com-
ponent of community, since how we can express things transforms what is ex-
pressed. At the same time, the act of communication alters the participant, and
the community’s context transforms communication. One would therefore expect
language development to focus both on content and context.

Two papers focus on improving Web-based 3D support. Guillaume POTARD
and Ian BURNETT (p. 193) define a markup language for encoding 3D interac-
tive audio scenes. Boon-Hee KIM et al.(p. 204), take a different tack, extending
VRML to a real programming language, with database support, for program-
ming Web-based 3D-objects.

Dieter FENSEL (p. 215) relates the history of developing a logical metadata
framework for defining the Semantic Web; this turns out to be have been an
arduous task, since it is difficult to express anything without referring to the
context. Ioannis KAssios and Monica SCHRAEFEL (p. 228) take the opposite
approach, and focus explicitly on the context, presenting a new language for
defining context-aware hypertexts.
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6.5 Adaptive Distributed Systems

Any successful community must be able to adapt to changes in working condi-
tions. This section’s papers give examples of distributed systems that adapt to
a number of different kinds of change.

Tim MANSFIELD et al.(p. 240) present a Social Portal, a series of Web pages
— along with the related infrastructure — that are presented in a different order
depending on the recommendations of the people viewing them. Till SCHUMMER
(p. 253) looks at a similar problem, this time for building communities at Web
shops, while Seng Wai LOKE (p. 266) focuses on the services that might be
enabled as a user is moving from one location-based e-community to another.

On another level, Anthony HOWE and Mantis CHENG (p. 278) show that
several redundant video sources can be used to ensure quality of service to
many users, even under serious network perturbations. Finally, Peter RIGOLE et
al.(p. 291) look at integrating a number of devices in an automated home, so
that the result is coherent.

7 Conclusions

Distributed communities are the next natural step in the development of dis-
tributed computing. Supported by an active and pervasive context, the partici-
pants are able to interact in much more efficient ways than they could using a
simple atomistic view of computation.

However, for distributed communities to become widely accepted, much work
will have to be undertaken, at all levels. At the conceptual and implementation
levels, it may well be that a few ideas and primitives suffice to enable an im-
pressive infrastructure; consider, for example, how just HIT'TP and HTML were
sufficient for the development of the Web. However, at the social level, in the
sense of our interactions with computing devices and with each other, the im-
plications are still difficult to grasp.
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Abstract. It is our position (following Plaice and Kropf) that mathe-
matics and software engineering does not provide a very good basis for
understanding communities. These formalisms are necessarily influenced
by a mechanical, atomistic outlook which sees collections as arbitrary
assemblages of self sufficient individuals communicating point to point
in a vacuum.

I suggest instead that ideas of Marshall McLuhan provide a much better
starting point because they give a central role to the medium by which
the members of a community communicate. Furthermore, I argue that
the phrase “the medium” should also be interpreted in the sense used in
(say) biology, as a nurturing extended substance (a plenum) which fills
the space between the individuals and to some degree permeates their
interiors.

Finally, I argue Swoboda’s context server project can be understand
as realizing Plaice/Kropf “intensional communities” by formalizing and
implementing a nurturing medium which permeates the (software used
by) each community member.

1 What Is a Community?

It goes without saying that DCW work requires an understanding of what exactly
is a community. However, this question is not one that can be settled formally,
because communities inherently involve people. A Web community is a kind
of embedded system, but with people rather than processors on the inside. To
understand communities on the Web means some understanding of pre-Web
communities, which can be traced back to the very origins of mankind.

If DCW ever decides to adopt a patron saint, I nominate Marshall McLuhan,
the late Canadian media theorist [1]. It was McLuhan, of course, who coined the
term (electronic) “global village”. It’s easy to forget that when he introduced the
concept, in the sixties, the Internet did not exist, the first few communication
satellites had only just been launched, and most television was still black and
white. It was only thirty years late, with the arrival of the Web, that we can
understand just how well he grasped the true community-building nature of
electronic media.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 10-[I4, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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But more generally, he was among the first to understand the real importance
of media in general, to state clearly that media are not just passive conveyers of
messages. He argued convincingly that the media can play a vital role in deter-
mining the nature of society. McLuhan had communication media in mind, but
the principle is equally valid for more solid forms of exchange, such as physical
transportation.

The development of the automobile industry throughout the twentieth cen-
tury provides a striking confirmation of McLuhan’s theories. They were originally
introduced as an alternative to the horse and buggy, and the first customers were
typically well-off doctors. Then farmers used trucks to bring produce to market.
A few decades later the auto industry was central to the economy and the net-
work of paved roads permeated the whole continent. During WWII internal
combustion engines made possible the large scale destruction of cities, and then
caused them to be rebuilt along new designs (suburbia, freeways, shopping malls
etc). The very nature of modern society is embodied just as much in the car/road
system as in the presumably more important homes, schools, and factories which
this system connects.

2 Communities in Mathematics and Engineering

It’s useful to contrast the McLuhanite view of community with analogous con-
cepts in mathematics and engineering.

The corresponding mathematical concept is the set. Sets seem simple to us
now, but the current notion took many centuries to evolve. A modern set is an ar-
bitrary collection of mathematical objects, and it is the very arbitrariness which
proved difficult to master. The elements of a set may have nothing in common,
other than the fact of being ... elements of the set in question. Furthermore,
there is nothing which holds them together, other than the curly parentheses
which fence them in. This may sound more like social science than mathematics,
but in fact many serious (and precisely formalizable) foundational issues can be
understood as symptoms of the ‘unnaturality’ of the arbitrary set. The Axiom of
Choice is the main formal assumption which assures the existence of such an ar-
bitrary set, and it proved to have many surprising and unpleasant consequences.
Tarski and Banach, for example, used it to prove that a sphere can be divided
into a finite number of parts that can then be reassembled into two spheres - of
the same size [6].

Of course, I accept that mathematics is indispensable in the effort to build
and understand Web communities. But mathematics alone is not a reliable source
of insight into the real nature of communities. It only works because, over cen-
turies, it’s been purged of these aspects.

Computer scientists have also produced notions analogous to community, in
several application — in particular, the OO paradigm and in abstract approaches
to concurrency. These artificial communities are more realistic than the abstract
sets of mathematics, because they are dynamic — they carry out computation
and communication. But they still share with mathematics the basic atomistic
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assumption that a community is the sum of isolated individuals. Plaice and
Kropf [4] point out that the OO paradigm involves atomic, self sufficient in-
dividuals sending atomic messages in a vacuum — that “there is no context;
outside the objects there is nothing”.

The current concurrency models make exactly the same atomistic assump-
tions. Robin Milner, in his Turing Award lecture [2], admits shared memories
(a rudimentary form of context). But they are treated as just another process,
so that the model is strictly peer-to-peer. He thereby excludes an all-pervading
medium (a plenum) with properties essentially different from those of an atom.

3 Humans as a Paradigm

Where can we find paradigms for human communities on the Web? The best
source is off- or pre-Web human communities, and McLuhan’s work is an excel-
lent starting point. But there is another paradigm, literally under our noses: the
human body itself.

I invite any reader who knows even a little of both anatomy and software
engineering to reflect on the design of the human body. The body’s design,
by traditional engineering standards, is very poor indeed. To some extent, it
is modular - the body is composed of organs - but in many ways it violates
information hiding and separation of concerns. An individual organ may have
several distinct purposes (like the bones, which provide the basic framework but
also generate the blood supply). Some tasks are shared by a number of organs,
and others (such has heat regulation) are distributed throughout the body and
are not the responsibility of any particular organ.

More significantly, every organ in the body is permeated by at least one of the
body’s many systems. The blood supply enters every single organ and even (via
cell membranes) inside individual cells. The nervous system also spreads through
most of the organs. In a sense, if we regard the body’s organs as modules, their
interfaces are anything but narrow.

The body is literally much more than the sum of its parts, because these
systems are not really separate parts. They are media which weld the parts to-
gether, nourish them and allow them to communicate. The body is a community
of organs and the nerves and blood vessels are its highways and Internet.

Moreover, the human body itself has evolved to function as part of larger
communities. Human languages allow much more effective communication and
sharing than anything found in the animal world. But all man’s other senses
are well adapted to communal activity. In the words of McLuhan’s teacher and
collaborator, Walter Ong [3, p.325]:

The openness of living things is most spectacularly evident in man.
Through his respiratory, transpiratory, and digestive organs as well as
through his senses, man interacts, as do lower forms of animal life, with a
great deal of the world around him. But man’s interaction goes infinitely
further. Through his intellect, man is open to absolutely everything,
though he may have trouble making contact with it all, and indeed will



“The Medium” Is the Message 13

always be far from such an ultimate achievement. Man is the most open
system we know of.

Humans are most of all open, in the final analysis, to other humans; but, for
the most part, not directly. They are open to the various media (the air, food,
sound, speech, vision, ideas) which hold human communities together.

4 Contexts as Media

My position is that one of the main challenges facing the engineers who build
infrastructure for communities is to design machines (computers, software, net-
works etc.) which further the members-in-a-medium model. The challenge lies
in the fact that machines are, by default, mechanical: they are the sum of their
isolated parts. The task is not impossible; for example, the Internet has evolved
(and not mainly by design) to resemble more and more the blood and nervous
system of the human body. The tendrils of the Internet are rapidly penetrat-
ing every area of human activity. With the emergence of wireless networks, the
Internet will literally physically permeate human society and even the human
body.

For those producing software to support distributed communities, the goal
is to make the applications as far as possible open/permeable like the people
who use them. This, I suggest, is the best way to understand Plaice and Kropf’s
“intensional communities” and the related tools.

Programs in an intensional language (such as ISE) execute in a context (pos-
sible world) which originates outside the program yet, by default, permeates all
the components of the program and is available on demand at any point. Inside
ISE, components can alter the context and so use it as a kind of bloodstream to
coordinate widely separated activities.

The aether server project of Swoboda, Plaice et al [5] (still under develop-
ment) can be understood as supporting the same kind of intensional medium
outside any particular program or machine. (In my experience, the technical
details of [B] are clear enough but people have trouble understanding the real
purpose. I hope this paper helps.) The aether server is essential infrastructure
for supporting the intensional model. In fact, if McLuhan is correct, this medium
is the real message of the intensional communities project.
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Abstract. This position paper outlines our vision for a world of user
devices not continuously connected to the Internet. Our first concern is
to ease the usage of these devices by adapting their services to the user
with data from a local profile. Maintaining the privacy of these user data
is a major requirement that impacts all the work we do around collecting
and exploiting these data. A major problem is to ensure the visibility of
these data in a volatile environment.

1 Introduction

As Internet users, we provide personal information to a growing number of ser-
vice providers with little or no control over its usage, and no means to properly
track subsequent access of this information. Some companies have recently made
announcements proposing to handle our personal information centrally, offering
the possibility of a unified repository [I], but raising additional trust and privacy
concerns [2]. We have chosen to investigate an alternative to this trend by stor-
ing personal information on client devices, increasing the possibility of putting
the user in control of his or her personal information.

HP Laboratories Grenoble is working on communities of end-user devices
that are not continuously connected to the Internet. A community of end-user
devices denotes appliances that are able to aggregate spontaneously to offer
personalized services to the user. In this paper, we identify some of the problems
that arise from using multiple devices to help end-users. We propose a layered
software approach to remove complexity from the user and we identify the data
availability and privacy issues caused by the volatility and mobility of such a
community of end-user devices.

2 Position — Constructing the Vision

We work towards a vision of a human being who is helped by client devices
that act as interfaces into the digital world. These devices collaborate with each
other, and use dynamic aggregation to maximize the functionalities available to
the user, while keeping the user experience as natural as possible. We meet two
difficulties in trying to insure this desired simplicity: First, the environment of

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 15-[23, 2002.
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these devices is fundamentally dynamic: devices arrive in a community, inter-
act with others, and leave. Second, personalized services require an important
amount of information about the user and its environment. There is therefore a
certain amount of work to do to create the desired illusion of simplicity for the
user.

The notion of context is fundamental to our vision: it permits actions to take
place with only minimal user interaction, and without the user being required to
be knowledgeable of all aspects of a system. An important aspect of simplicity
is reducing the amount of information a user needs to know. The context data
is basically composed of all the information gathered to compensate the illusion
of simplicity for the user in order to enable personalized services.

Personalization is still very much seen as a vertical, application driven, ac-
tivity. Efforts towards more horizontal distribution of information, a.k.a. “inter-
mediatory services” have led to centralized, web-based information services. In
contrast, our main concern is to make the contextual data available to chosen
devices that are mobile and volatile. This guarantee on availability is not the
only constraint: we must also guarantee privacy and some kind of consistency
on these data.

Section B] presents the model that drives our vision. Section [4 details the
architecture we are proposing to implement the problem. Section [ presents the
issues we are facing regarding contextual data management. Finally, Section
presents relevant experiments we did that give us confidence in our vision.

3 Model — The Personal Data Store

We present contextual data as a single complex data structure managed auto-
matically by the user devices regarding change in the environment. The figure 1
illustrates the model centered on user.

Fig. 1. Personal Data Store
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Contextual data is kept in a personal distributed data store running on user
devices. Three components interacts with this data store:

Sensors: produce raw data on user and environment
Agents: compute inferred data on behalf the user
Services: access user data to help improve user experiences

Inferred data are calculated from raw data: agents installed on one or more
devices are capable of analyzing the raw data, and transforming it into infor-
mation and knowledge. Raw GPS coordinates, for example, can be stored, and
then used by a specialized agent to generate information about the likely envi-
ronment (at work, at home) providing the agent is available. We envisage the
generation of such information as being a permanent, dynamic process, with any
data changes being reflected as quickly as possible by updates to the generated
information. We see the role of information generation as being done by agents
rather than services, as it will often require detailed local knowledge of the envi-
ronment, and be a highly personal, and therefore private operation. These agents
may, of course, be supplied by a service, and / or make use of local services as
appropriate.

Our vision differs from Microsoft’s .NET, where all such data is stored on
a central remote web service. However, we expect to work in parallel with such
systems by linking data in remote data stores with that in the local personal data
store, and by permitting services direct access to the personal data store where
possible. We see access to personal data without passing through a centralized
web service as a critical privacy protection measure. It is also vital if data is to be
available even when a permanent high-performance connection to the Internet
is not available; as we envisage locally available services and applications, this
is important.

The Personal Data Store has several responsibilities towards context data:

Unified view: It presents a common input / output interface for data. Thus,
“sensors” that can interact with the appropriate API can be easily integrated
into a (potentially) complex system.

Compartmentalization: The personal data store acts as an enabler for the
distribution of data, if this is appropriate for the particular application.
Parts of the system outside of the data store do not need to be aware of
distribution.

Storage management: The personal data store is an ideal place to cache data.
Caching may be required for performance, or simply to cope with intermit-
tent connectivity.

Access control: Personal data must be protected from abuse. The use of a
common store is an enabler for the application of privacy protecting tech-
nologies.

Trust management: As devices are there to help the user, it is important to
build a relation of trust with him or her, and for the device to have all the
data necessary to be useful. In turn, Devices will have relationships with
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other devices. We qualify these relationships with trust levels. Friends can
be considered trusted entities that will collaborate fairly with the device,
relations will be descended from the same source, and may share certain
basic characteristics e.g. adherence to certain protocols.

The personal data kept in the data store can be used in a number of ways to
enhance the user experience. We envisage two solutions here: standalone agents
located on client side on one hand, and adapted services, located remotely, on
the other hand.

3.1 Personal Assistant Agents

Our agents guide a user by providing hints and assistance. Access to relevant
knowledge of the local environment is key; such agents need to know the mean-
ing behind terms such as “here”, “at home”, “my PC”. We envisage such agents
being located on any device appropriate for the task in hand, or being made avail-
able on the fly by other devices or services. Examples of the use of personal assis-
tants are proxies for e-commerce, information searches, device trouble-shooting,
and messaging.

3.2 Services That Use Personal Data to Be More Effective

More conventional web services will exist. These services may be available across
in the Internet, or may be available more locally on a device accessible within
the local ad-hoc network. These services will have means of accessing personal
data on users to be more effective; the client device may provide information
when calling the service, or the service may in turn ask for information from an
information source. That source may be the calling device. Web services will be
able to offer the advantages arising from the centralization of multiple requests,
but at the expense of reduced user privacy, as data is exposed to a third party.
Web services and personal assistants may well inter-operate, with the personal
assistant acting as a front end to a service, guiding the user in the choice of
service, and limiting the exposure of data.

4 Proposal — A Layered Software Approach

We have structured the problem in three layers. Each layer implements several
mechanisms with explicit responsibilities. The figure 2 illustrates this architec-
ture:

We call the lower level that sits on top of the transport layer, the “Aggrega-
tion and Connection” layer. This layer ensures communication between remote
“objects”, i.e. executables, services, etc. Our intention is that this layer frees
the layer above from the burden of managing references: for example, it avoids
blocking when accessing a data from a resource that just moved. We also imple-
ment in this layer fallback mechanisms that define alternatives when a resource
fails.
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Fig. 2. Multi-layer application model

The intermediate layer called here “Context Data” layer implements the basic
mechanisms for accessing consistently the context data. It provides a unified
view to the data, and standard handles to access and modify it. It implements
compartmentalisation, access control, and privacy protection. It provides storage
facility, such as caching.

The upper layer, namely the “Context-Aware Application” layer, is respon-
sible for using the data, for example for improving accessibility for the user. It
may be implemented by applications facing the end-user, or by stand-alone ser-
vice used by other “simple applications” through the aggregation and connection
layer.

In the remainder of this document, we detail the functionalities and imple-
mentation challenges that derive from this architecture.

5 Context Data — Availability and Privacy

The contextual data is heterogeneous by essence; it may have multiple different
repositories (i.e. local on device, local in the community or remote from a web
service). The interface to the proposed middleware does not make this explicitly
visible, although meta-data may be used to influence the distribution of data.
Figure 3 depicts several types of data to illustrate situations.

Due to the ad-hoc nature of the device community, and the likelihood of fre-
quent disconnections, the contextual data updates introduce tough consistency
issues [3]. We face a well-known problem of trade-off between consistency and
availability. In presence of network isolation, it is not possible to enforce strong
consistency between operations on data. We need basically to relax some of those
idealistic requirements: anytime availability with strong consistency. A loose co-
herence, such as proposed in the shared memory system Munin [4] is a good
example of how to tackle this issue for migratory objects.

The “Context Data” layer is responsible of this issue. It relies on the proper-
ties offered by the infrastructure middleware: We have chosen to consider initially
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that it offers a strictly coherent model for distribution across multiple-clients,
and have taken an approach to trust that restricts the permitted location of
data items based on data sensitivity, device capabilities, and a user-specified
trust policy. This allows us to deal with the heterogeneity of device security ca-
pabilities. The implementation of these models uses a coherence protocol based
on a write invalidate protocol with dynamic and conditional caching rights.

The “Aggregation and Connection” layer provides an abstraction for remote
data access and invocation of remote objects. In other words, it considers all
remote objects as abstract references that are always connected and identifiable.
In order to implement it, we rely on classical “object brokering” mechanisms
to abstract references to data and executables. The necessary infrastructure to
implement these mechanisms is fully decentralized to cope with the volatility of
our network of personal devices: the community implements a kind of collab-
orative and dynamic assignment of infrastructure functions. This connectivity
middleware provides also a limited support for resilience: in case of a failure,
it will be able to detect the alea using failure detectors and use a fallback as
an alternative for the missing function, according to a fallback policy. The in-
frastructure present on all devices will transparently manage these “fallbacks”
according to events, and relieve the layer above of this task.

6 Previous Experiments

We have recently prototyped pieces of the vision that helped us have confidence
with the whole picture.

A first project called VAL (Virtual Assistant on-Line) [6] aims at simplifying
the PC user experience to get in touch with PC related web services such as
an accessory service or driver service. Basically, the application runs on a PC
as a local web service. It makes use of two sensors: a PC sniffer that provides
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information about the local system and a service manager that maintain the
list of available services. Users can submit requests in natural language to this
Assistant application. The Assistant interprets the request and manages to put
the user in touch with the relevant service using data exposed by theses sensors.
This is a good example of client side personalization that simplifies the user
experience.

browser

Remote
SETVICES

PC
profile

Fig. 4. VAL architecture

A second project called ICE (Instant Conferencing Enabler) aims at sim-
plifying document sharing for the mobile worker visiting conference rooms and
colleague desks. Mobile users devices such as PDA make use of two sensors from
the HPL Cooltown project [5]: a beacon listener that gathers location signals
(URL of a place web page), and a presence manager that exposes entities pro-
file (URL of a user web page). A Service Broker application on the corporate
Intranet has some information about the corporate environment of multimedia
devices. When visiting a place, the mobile user device detects the location sig-
nal. A client application running on the mobile user device, namely the Place
Walker, is able to submit queries to the infrastructure Service Broker. These
requests automatically include contextual data (the user profile URL and the
location URL).

The Service Broker makes use of this information (listed in the web pages) to
respond to the queries with the relevant personalized service agent. This is a good
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example of context-based service brokering that simplifies the user experience
as well.

Regarding the model, VAL and ICE personalized services do not use a com-
mon data store to get contextual information, but rather directly make use of
well known sensors. The impact of these service was huge on users that loved
simplicity. These experiments showed us confidence about the vision and the
architecture we are proposing centered on a unified context data layer to enable
simplicity both for user and service providers.

7 Conclusion

We have outlined our vision for user-centered device communities, indicating
the direction of our current research towards this vision. We have prototyped
applications that make use of context data to improve the user experience, while
guaranteeing privacy through a sandbox model. On the data layer, we have
prototyped a component that enables transparent access to profile data, as well
as caching. We are planning to integrate these components into a distributed
environment based on a lightweight and implementation of CORBA to be able
to cope with the problems of mobility and disconnection.

We still are improving our consistency model: strict consistency is not envis-
aged, and we still work on finding a good relaxed consistency model. The other
difficult issue for us to solve is the integration of a trust mechanism in our data
manipulation: we look for a trust model which is both powerful enough to handle
everyday problems for the user and still simple enough to be compatible with
our disconnection and consistency issues.
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Abstract. A wide range of distributed application scenarios require
presence awareness. Examples include computer-supported collaborative
work (CSCW), collaborative browsing, chat-/audio-/video-conferencing
Systems, e-commerce, tele-teaching, to name only a few. Presence aware-
ness provides information like the location, idendity, activities and the
neighbours of someone or something who or which is present somewhere.
In this paper we introduce the entities involved in a general purpose
model for presence awareness. The goal is to provide the necessary ser-
vices to the various applications that make use of presence information.

1 Introduction

Currently there are already a lot of applications which need presence aware-
ness information and in the near future there will be more. Well known today’s
application areas are messengers like from AOL, Yahoo or Microsoft, CSCW ap-
plications or virtual 3D communities like Activeworlds. Future use cases could
be location based services in the area of mobile phones like friend finder or appli-
cations which coordinate a fleet of vehicles [I]. Other examples are collaborative
browsing environments [2] or e-shops enriched with presence awareness informa-
tion [3] to name only a few. What all these application scenarios have in common
is that they are in need of presence awareness. But up to today there is no general
purpose service available which delivers such kind of information. Each applica-
tion implements its own proprietary solution which extends the time necessary
to develop such kind of software and raises the costs. In this paper we introduce
a general purpose model for presence awareness which might be the basis for
development of a belonging general purpose presence awareness service.

2 Entities Involved in the Model

We will give a short definition of the entities involved in our model. The en-
tities presentity and watcher have initially been defined by the IETF [4]. Our
definitions may differ in details from those in [4].
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2.1 Location

A location is a virtual or a real place where someone or something is located at
or is present. Examples of locations in the virtual world are documents (HTML
pages, text documents, ...) or hosts. In the case of a document, being present
might mean that someone has opened a document. Locations can be specified
here by using e.g. URLs. In case of hosts, being present could mean someone
is logged on to the host. Locations in this case can be specified by using IP
addresses, maybe augmented by a port number. A higher-level abstraction with
location flavor might be a chat room. Examples of locations in the real world
are postal addresses or GPS coordinates.

2.2 Presentity

A presentity is present at a location. Each presentity has a unique identifier. In
the real world a unique identifier could be the postal address of someone. In the
virtual world a unique identifier could be of the form user@domain. A presentity
needs not to be of flesh and blood but may also be a running program, maybe
a bot or a user agent. Like locations a presentity provides presence information.
It is represented as a tuple in the following way:

PI:{PDaL7S}
PD:{PaD}

Whereby P is the presentity to which the presence information is associated. D is
a discriminator between multiple instances of the same presentity. A Example
of use could be a user who logs on simultaneously to a CSCW Application or has
several browser windows opened. In this cases the term session or user session
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is often used. So Pp can be interpreted as a user in its session. L is the location
where the presentity is present. S is the current state of the presentity. Exam-
ples of state information of a presentity are “online”, “busy”, “idle”, “reading”,
“locking line 10 of document”. Being present somewhere does not necessarily
imply being available. Someone may participating in a meeting and do not want
to be disturbed maybe by a phone call or by a secretary. Thus this person is
present in a meeting but not available for people not participating. The state of
a presentity might provide information if a presentity is available or not. Many
application scenarios need not only presence information but also the informa-
tion whether a presentity is available [5]. State information of a presentity may
change very frequently, so it is transient. State information can be a tuple itself,
e.g. S = {“do not disturb”, “sleeping”}.

We define the following relationships between presentity, discriminator, ac-
tivity and location (to simplify matters we omit the discriminator in the textual
explanations ):

— States are always bound to a presentities present at locations. It means that
only a presentity present at a location can have a state.

— multipresence and multilocality: A certain presentity can be present at more
than one location at the same time and at a certain location there can be
more that one Presentity present at the same time:

(Pp)t <~ m:m— Ly

— multistate: A presentity at a location can take more than one state at the
same time and a certain state can be taken by more than one presentity,
present at a location at the same time:

(PD,L)tFan—)St

This means that a certain state can be taken by different presentities present
at the same location at the same time as well as a certain state can be taken
by the same presentity present at different locations at the same time.

In addition to presence information associated with each presentity it may
have properties assigned. In contrast to state information which is transient,
properties are persistent even across sessions. Examples of properties could be
the e-mail address of a user, the endpoint of a users video conferencing system
or a video codec which a workstation is capable to receive.

2.3 Watcher

A watcher is interested in presence information. There are different ways a
watcher can get this information: First a watcher can fetch presence information
once. In this case it gets a snapshot of current presence information. Second a
watcher can poll presence information at regular intervals. Third a watcher can



A General Purpose Model for Presence Awareness 27

subscribe to presence information . In contrast to the prementioned possibilities
it only gets notification (and each time) presence information changes.

A watcher can take the role of a presentity at the same time and vice versa.
In many scenarios this is the normal case. Like for instance in a collaborative
browsing application where each participant is present at some web page (or web
site) and at the same time interested in who else is present there.

2.4 Vicinity

A vicinity is a set of locations which are adjacent in terms of awareness. It means
that each two presentities which occupy any two locations within a vicinity
are always aware of each others. Presentities (or actually presentities who take
also the role of a watcher) are only aware of each others if they are within
the same vicinity. Note that a vicinity need not be symmetric meaning that if
“presentity p; is aware of presentity po” this does not imply that “ps is aware
of p1”. (See further discussion below.)

The vicinity metric calculates the distance between locations and specifies
whether presentities occupying a location are within the same vicinity or not.

Much like presentities, vicinities provide presence information. It means that
a vicinity tells which presentities are present there and which state they have.
For example a CSCW application provides the information who has opened a
shared document (of course this is not the only information that is offered by a
CSCW application).

A vicinity is specified by a selected location within it. For example the vicinity
of a of a web site could be specified by its root document.

Classification. Vicinities are classified whether they are static or dynamic [6],
whether they are disjunctive or not, whether they are symmetric or not and
finally whether they are singleton or not.

Static vs. Dynamic Vicinities. Static vicinities are specified by a fixed set of
locations. Dynamic vicinities in contrast can grow and shrink. An example of a
static vicinity might be a office which is bordered by its four walls. A vicinity
metric could be defined here the following way: The distance between identical
locations (maybe two people sitting at the same chair) is zero. The distance be-
tween two different locations within the same office equals 1. Finally the distance
between two locations which are not within the same office equals co. In this
case people who are in the same office (not necessarily sitting at the same chair)
thus whose distance is lesser than oo are within the same vicinity and are aware
of each other. This scenario matches our workaday experience.

An example for a dynamic vicinity could be people who are aware of each
other while taking a walk. Here the distance could be determined by simply
measuring the distance in meters between two people (more formally the distance
between the locations where people are at a certain moment in time have to be
measured). The difficulty here is to define beyond which distance people are no
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longer aware of each other. It depends not only on the pure distance but also
on the surroundings. If something is in between the direct way of two people,
maybe a building or plants or a knoll, so that they can not see each other then
the distance between them can be set to co and they are not aware of each other.

Disjunctive vs. Non Disjunctive Vicinities. If two vicinities v; and vy are dis-
junctive a presentity p; of v is not aware of a presentity py of vy and vice
versa and that holds for all (p1, p—2) of (v1,v2). The “office” vicinity mentioned
above is an example of disjunctive vicinities: People in different offices typically
are unaware of each other, if awareness is in terms of “they can not see each
other” (at least if doors are closed). The “take a walk” vicinity is an example of
non disjunctive vicinities: A walker Marc sees (or is aware of) a walker Mikhail
and Mikhail sees Holger but Holger can’t see Marc (and vice versa) because in
between them there is a building (see Figure[T]). So there are two non disjunctive
vicinities: one build up by the current locations of Marc and Mikhail and one
build up by the current locations of Mikhail and Holger. The current location of
Mikhail is in the intersection of both vicinities.

icinity of Holger and
Mikhail
Wicinity of Marc an
Mikhail

Fig. 1. Who can see whom

Symmetric vs. Non Symmetric Vicinities. A vicinity is symmetric, if the fact
that a presentity p; is aware of a presentity po implies that po is aware of p;. The
vicinity examples we have given so far are symmetric. Non symmetric vicinities
might be such which consist of locations specified by document keywords. Doc-
ument keywords can be combined by using logical operators or by placing the
keywords in quotation marks to denote that a corresponding document contains
a exact phrase. Such a combination of keywords is the location specification here.

A vicinity metric could look like this: The distance between documents with
the same location specification equals 0. For example the distance between all
documents which contains the phrase “little red riding hood” equals 0. The
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distance between documents where one location specification “encloses” another
equals 1. The distance between documents where one location specification “fore-
closes” another equals co. To continue in our example the distance between all
documents which contains the keywords “little” and “red” and “riding” and
“hood” and all documents which contains the phrase “little red riding hood and
the big bad wolf” equals 1 but vice versa the distance equals co. That is be-
cause documents which contain the phrase “little red riding hood and the big
bad wolf” surely also contain the keywords “little” and “red” and “riding” and
“hood”. But on the opposite documents which contain the keywords “little” and
“red” and “riding” and “hood” need not to contain the phrase “little red riding
hood and the big bad wolf”. To make things more descriptive, people who have
opened or who are interested in documents which contain the keywords “little”
and “red” and “riding” and “hood” are also interested or want to be aware of
people who are interested in documents which contain the phrase “little red
riding hood and the big bad wolf”. But not so vice versa because maybe “the
big bad wolf” doesn’t appear in documents containing the keywords “little” and
“red” and “riding” and “hood” or the keywords “little” and “red” and “riding”
and “hood” have nothing to do with the well known fairytale characters.

Singleton vs. Non Singleton Vicinities. Finally a vicinity may be categorized
whether it is singleton or not. A singleton vicinity consists of only a single
location whereas non singleton vicinities consists of multiple locations. This dis-
tinction makes only sense in case of static vicinities because dynamic vicinities
can crow and shrink as described above. Singleton vicinities have relevance in
practice: In a CSCW application a user often wants to know what happens at
only a single shared resource (e.g. a document or a single paragraph). Therefore
she or he subscribes to a vicinity which contains only that document.

3 Kinds of Presence Awareness

Based on the entities discussed so far, we will now describe the different types
of presence which can be modelled by using them.

3.1 Presentity Based Presence Awareness

This kind of presence awareness lets a watcher recognize if a presentity is cur-
rently present or not and if so at which location. Additional state information
may be provided. Informations like history of visited locations or forecasts where
a presentity will be in future, in our opinion doesn’t pertain presence awareness
because, as this phrase implies, it is about the presence not the past or the fu-
ture. The negation of the question if a presentity is present conflicts with the
definition of a presentity given above: If a presentity isn’t present it can not be
at a location and can therefore not be a presentity. Persistent presence means
that a presentity is always present even it is not available. (maybe on vacations
or sleeping or shut down or whatever) In case of the “not being present” state of
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a presentity its substitute persistently provides presence and property informa-
tion. Presence information in this case could be “I am nowhere and my state is
unavailable”. Another possibility is to provide simply no answer to the presence
information question. No answer could be interpreted again as “I am nowhere
and my state is unavailable”.

Current examples where such kind of presence awareness is partially used are
the buddy lists of messengers like from AOL, Microsoft or Yahoo.

3.2 Vicinity Based Presence Awareness

This kind of presence awareness provides information which presentites are
within a certain vicinity as well as their exact locations. State information on
each presentity is provided.

To revert to the “office” example above, a watcher (or someone who is looking
into the office) might get the information that e.g. a colleague is sitting at his
desk and another colleague is standing in front. The state of both could be
“talking”. A collaborative browsing environment could provide the information
who is browsing at a certain web site. Here the web site is the vicinity. The
exact web page which each user or presentity has opened as well as his state
(e.g. “ready to chat”) is also provided. Note that a watcher of a vicinity need
not be a presentity of that vicinity.

In contrast to presentity based presence awareness, vicinity based presence
awareness enables meetings and encounters. While sitting in a pub in the real
world one encounters close friends, buddies but also complete strangers. In a
noffice building one meets colleagues. Maybe somebody is browsing a web site
advertising a tourist country. It would be very helpful to talk with cobrowsers
about that country to get more detailed information about it. Those people who
are around are surely exactly the right ones to answer questions.

4 Presence Awareness Services

Typically presence awareness services provide presence information to watchers.
To be able to provide presence information a presence awareness service must ob-
tain presence information from presentities and/or from vicinities. Because there
are two entities who provide presence information (presentities and vicinities)
and two kinds of presence awareness (presentity and vicinity based presence
awareness) there are also two kinds of presence awareness services. These are
explained in detail in the following.

4.1 Presentity Based Presence Awareness Service

The information this kind of service provides is described in Section Bl This
presence service maintains information where a presentity is currently residing.
The presence information is posted to the service by presentities. Watchers can
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fetch or poll presence information. If they have subscribed to presence informa-
tion they get a notification each time presence information changes, thus each
time the location or state of a Presentity changes. Figure [2] illustrates the flow
of information.

watcher

presence inform ation:
s location
*  status

presence information:
+ location

*  status A
ol (T
presentity presentity based presence awareness

service

Fig. 2. Flow of information in a presentity based presence awareness service

4.2 Vicinity Based Presence Awareness Service

The information this kind of service provides is described in Section B2 This
service maintains information which presentities are currently within a certain
vicinity. Conceptualy the presence information is posted to the service by the
vicinities. (in a real implementation the service could group locations into vicini-
ties respective to a certain location specification and the vicinity metric used.)
Watcher can again fetch or poll for presence information. If they have subscribed
to presence information they get a notification each time a presentity enters or
leaves a vicinity or each time a presentity of that vicinity changes its state.
Figure [ illustrates the flow of information.

5 Current Work

We have prototyped a presence awareness service which embodies the entities
described in the previous sections of this paper. (especially the presentity resp.
vicinity based presence awareness) It has a client/server architecture with a lean
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watcher

presence inform ation:
e location of each presentity
presence informati on: *  status of each presentity
e location of each presentity
e status of each presentity

T
e—t.N

vicinity based presence awareness
SErvice

ity

Fig. 3. Flow of information in a vicinity based presence awareness service

client side API. We use Java as a programming language to ensure that our
service can be installed on every platform that provides a Java virtual machine.
Our service deals with various underlying database systems like SQL databases,
LDAP directory services or proprietary solutions and with arbitrary database
schemes to store the persistent properties of a presentity. Furthermore the ser-
vice uses the standard Java event listener mechanism to notify watchers about
changes of presence information or properties.

For those clients who do not want to use the client side Java API we will offer
soon a variant of the SIMPLE [8] protocol which will be spoken by the server side
of the service. SIP [9] (Session Initiation Protocol) is an IETF standard signaling
protocol for initiating interactive user sessions that involves multimedia elements
such as voice, video or simply chat. SIMPLE (SIP for Instant Messaging and
Presence Leveraging) is an extension of SIP which adds instant messaging and
presence support.

Currently we develop an Java applets based collaborative browsing environ-
ment based on our service. Further it is a part of a CSCW application likewise
currently implemented within the application research program of the Giga-
Port [10] project.

6 Security and Privacy

To ensure privacy as well as security in terms of authentication and encryption
is of high importance for any service offering presence awareness. Few people will
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tolerate an observer while doing e.g. home banking. An employee only wants to
be seen by his colleagues but typically not by the rest of the world. Publishing
a phone number to everybody may also not be wished by some. Especially with
aid of services which implement presentity based presence awareness it is very
easy to record the visited locations of a presentity. This would violate privacy
rights of users exceedingly.

Privacy settings specify access rights of a watcher to presence information
as well as on properties (normally only read permission). Role-Based Access
Control [T1] means that access rights are assigned to roles instead of to single
watchers. A watcher who takes a role, is assigned the access rights of that role.
Doing so eases maintenance of access rights because roles are much more static
than single users (a secretary may dismiss but her role “secretary” remains) .

An example of use could be the seven dwarfs creating a group “friends-of-us”
and specifying that members of this group are allowed to read all their presence
and property information. Next they assign only snow-white to this group. The
result is that only snow-white knows where the dwarfs are and above all the
jealous witch will never know when the dwarfs are not at home.

Privacy settings may transform an actual symmetric vicinity to a non sym-
metric one because a presentity with stronger privacy settings is able to see other
presentities with weaker settings but not vice versa.

7 Future Work

Security and privacy is of a high importance. We will add security and privacy
components to our service.

Currently the only kind of locations our service handles are URLs. We in-
tend to add locations specified by GPS coordinates, and locations specified by
document keywords together with corresponding vicinity metrics.

Another very important part of our future work is to implement a distributed
variant of our service to make it scalable. Currently we have only a single server
to which all users are connected. It means if two servers are running and two
users are at the same location but logged on at different servers they are not
aware of each other because currently the servers do not communicate.

It is important to note that making our service distributed is not only a
matter of communication but also of distributed vicinity calculation. Each pro-
cess needs to know which part of a distributed vicinity is in its scope and which
other processes are involved in vicinity calculation and needs to be notified if
something has changed in its part.
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Abstract. The proliferation of incompatible e-commerce systems ap-
plying different security technologies imposes difficult choices on all the
concerned parties. In this context, the purpose of this research is to
provide the necessary background to develop a security advisor (SecAd-
vise), which will make it possible to integrate the security mechanisms
and the dynamic selection of the various mechanisms between several
parties wishing to conduct business transactions safely. Such an advisor
aims multiple goals: overcoming compatibility and interoperability prob-
lems, evaluating and reducing technological security risks, and enhancing
trust.

1 Introduction

The Internet is becoming an increasingly important channel for e-commerce
where complex business interactions involve multiple parties. Clearly, the safety
of the transactions using electronic means is of capital importance. Several se-
curity systems have been implemented [[1J4]9] and are operational in many e-
commerce applications. The mechanisms employed, the security services, the
cryptographic algorithms, the amount of money involved in a transaction, the
parties concerned, etc, distinguish these security systems. In this context, the
purpose of this research project is to analyze the various types of security threats,
mechanisms and services in e-commerce applications, to evaluate them, qualify
them, and develop sound methods to select the most appropriate and effective
mechanisms and services in a given business and technology context. The re-
sults of these investigations will provide the necessary background to develop a
security advisor, which will make it possible to integrate the mechanisms and
the dynamic selection of the various mechanisms between several parties wish-
ing to conduct business transactions safely. Such an advisor aims multiple goals:
overcoming compatibility and interoperability problems, reducing technological
security risks, and enhancing trust. The rest of the paper is structured as fol-
lows. In Section[Z, an introduction to security threats, services and mechanisms
is given. This analysis should provide us with a basic understanding of the re-
lationship between risks, services, and mechanisms. We also try to understand
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the link between security services, mechanisms and the layers of the OSI (Open
Systems Interconnection) reference model [2]. Section [3 describes a trust man-
agement model developed in [8]. Our advisor is introduced in Section[d. Finally,
Section Bl contains some conclusions and future research directions.

2 Security Issues

In [5], Vesna Hassler has identified three principal issues of security: security
threats, security services, and security mechanisms. Attacks on systems can be
classified in several types:

— FEavesdropping. Intercepting and reading messages intended for other princi-
ples.

— Masquerading. Sending /receiving messages using another principal’s identity.

— Message tampering. Intercepting and altering messages intended for other
principals.

— Replaying. Using previously sent messages to gain another principal’s privi-
leges.

— Infiltration. Abusing a principal’s authority in order to run hostile or mali-
cious programs.

— Traffic analysis. Observing the traffic to/from a principal.

— Denial-of-service. Preventing authorized principals from accessing various
resources.

This classification leads to a thorough analysis of the most probable threats
and of the system’s vulnerabilities to these threats. On the basis of the risk
analysis results, we can define a security policy that clearly specifies what must
be secured. The functions that enforce the security policy are referred to as
security services.

We mention the basic security services defined by the International Organi-
zation for Standardization. Whenever possible, we also identify in which layer
of the OSI reference model [2] these services may be applied. This relationship
between services and OSI reference model layers has already been established
in [5], on which we base this classification.

— Authentication. Different authentication services are available. Peer entity
authentication ensures that a communicating party is really what he claims
to be (network layer). Data origin authentication delivers proofs that a piece
of information originates from a certain source (network layer).

— Access control. Access control ensures that only authorized principals can
gain access to protected resources.

— Data confidentiality. Data confidentiality can be of different types. To ensure
confidentiality between two communicating parties that establish a commu-
nication channel, a connection confidentiality service is employed (physical
layer). If the communication channel is only logical, the service is referred
to as connectionless confidentiality (data link layer). If only certain parts
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of messages to be exchanged must be protected, a selective field confiden-
tiality service is used (application layer). Traffic flow confidentiality protects
against traffic analysis (physical layer).

Data integrity. Similar to data confidentiality services, data integrity ser-
vices are different for connection-oriented and connectionless protocols. For
connection oriented protocols they may provide message recovery (transport
layer). Data integrity services can also protect selected fields of messages
only.

Non-repudiation. According to the ISO, non-repudiation services can pre-
vent denial-of-origin of data or guaranty the delivery of data. There are two
additional possibilities: non-repudiation of submission and non-repudiation
of receipt (application layer).

Security services are built using combinations of security mechanisms. These

mechanisms are in turn realized by cryptographic algorithms and secure pro-
tocols. Here is a summary of the security mechanisms available, as described
in [5].

Encryption. Encryption mechanisms protect the confidentiality of data. We
distinguish two types of mechanisms: symmetric mechanisms (e.g., Data En-
cryption Standard — DES; Advanced Encryption Standard — AES) and public
key mechanisms (e.g., RSA).

Digital signature. A digital signature can be generated by a special digital
signature mechanism as well as by a combination of encryption mechanisms.
Authentication exchange. Authentication can be based on an encryption
mechanism, symmetric or public. Therefore, several mechanisms have been
developed whose only purpose is authentication exchange (for example, zero-
knowledge protocols and Kerberos, a key distribution system).

Access control. Access control mechanisms are closely related to authentica-
tion. They deal with controlling access of the subjects to the divers resources.
Data integrity. Data integrity mechanisms protect data from unauthorized
modification. One way to protect data integrity is to use an encryption mech-
anism. In this way, data integrity and data confidentiality are ensured. An-
other way to ensure integrity is to use a digital signature mechanism. In
this case, integrity and non-repudiation are ensured. If integrity is required
without confidentiality or non-repudiation, message digests computed by a
cryptographic hash function can be used (e.g., SHA-1, MD5). The message
authentication code (MAC) can ensure authentication and data integrity.
Traffic padding. Traffic padding mechanisms keep traffic approximately con-
stant, so that no one can gain information by observing it.

Routing control. Routing control mechanism makes it possible to choose a
specific path for sending data through a network, hence avoiding undesirable
nodes.

Notarization. Notarization mechanisms are provided by a third party notary
that must be trusted by all the participants.

Key management. For the public key encryption, key management and cer-
tification authorities are a must.
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As is the case with security services, security mechanisms may also be used
at different layers of the OSI reference model. To illustrate this, we give a short
list of well-known security mechanisms and the corresponding layer to which

they apply.

— Application layer: S/MIME, S-HTTP, Secure TELNET.
— Presentation layer: Secure RPC, SASL, SSH.

— Transport layer: SSL, TLS.

— Network layer: IP AH, IP ESP.

— Data link layer: Link encryption, MAC address filtering.

The list of services and mechanisms above is not exhautive. In fact, specific
contexts require the development of specialized security services. To illustrate
this point, we present here some security services developed for electronic pay-
ment. Note that most of these services are provided at the OSI reference model
application layer.

— User anonymity and location untraceability. These services guaranty that al-
thought the merchant received payment for the goods sold, he cannot iden-
tify the buyer. These services may be provided, for example, by chains of
mixes [3] and blind signature mechanisms. Another form of this service is
the payer anonymity service provided in FV (First Virtual) [7].

— Non-repudiation of payment transactions. This service ensures that a payer

cannot deny having made de the payment. An example of this service is

found in the 3KP payment protocol, using digital signatures [9].

Confidentiality of payment transaction. This service prevents eavesdropping

on payment data. This type of service is provided by SET (Secure Electronic

Transaction) citeSher0Oa.

— Freshness of payment transaction. This service prevents replay attacks on
payment transactions. One approach to provide this service is the use of
time stamps such as in the 1KP model [9].

When the payment instrument is digital money, the list of services includes
protection against double spending, protection against forging of coins, and pro-
tection against steeling of coins. When electronic checks are the payment instru-
ment, other types of services are necessary. For instance, payment authorization
transfer (proxy) makes it possible to transfer a payment authorization from one
authorized principal to another.

3 A Trust Management Model

Several initiatives, such as Semper [6], tried to have the various electronic pay-
ment systems converge in order to work out a common operating platform and
assure interoperability between them. Robles et al. [§] propose a trust model
for agent-oriented electronic business applications. This trust model outlines a
methodology to define trust requirements and to associate safeguards with them
to increase the protection and trust of electronic business frameworks. It suggests
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the definition of a trust problem space (TPS) as a set of all possible situations
in the system, in which the e-commerce agents can have trust problems about
each other or about the environment (a set of the threats and risks mentioned
in Section ). This space includes various types of attacks, and vulnerabilities
due to cheating or misuse of system resources. This TPS is related to a col-
lection of interrelated mechanisms, trust units (TU), to provide safeguards to
protect systems and sub-systems, and to increase the trust in the systems or sub-
systems. A TU is a trust logical unit representing a partial or complete solution
or countermeasure to any of those problem subspaces presented in the definition
of the trust problem space. It may involve cryptographic protocols (RSA, DSE),
control mechanisms or infrastructures.

4 Secadvise Definitions

We intend to develop an optimization model, enabled by a security advisor, to

1. identify and specify the Trust Problem Space (TPS) and the Trust Units
(TU) available in the context of a communication to be secured, and

2. make the optimal association between TPS and TU to actually secure that
communication.

We provide here a preliminary version of the optimization model:

c transaction to secure. It is the business context/transaction that is per-

formed and that need security.

U  the set of all trust units (TU). A trust unit may be a security mechanism,

a security protocol or a security infrastructure.

a trust unit (v € U).

the set of all non-decomposable security risks, such that Vr € R,Vu € U,

either u covers r entirely or u does not cover r at all.

a non-decomposable security risk (r € R).

the set of all potential participants in secured communications.

a participant (p € P).

the set of security risks covered by trust unit u (R, € P(R)).

the set of security risks that need to be covered in transaction/context ¢

(Rc € P(R)). These are the Trust Problem Spaces (TPS) defined above.

the set of all participants directly communicating in transaction/context ¢

(P. € P(P)), e.g., host A wants to communicate with hosts B.

u,p the set of participants, trusted by participant p, that can act as third party
authority in conducting trust unit v (v € U, p € P, A, , € P(P)), e.g.,
the set of certification authorities trusted by a participant. If the trust
unit does not require such trusted third party, A,, = P to simplify the
matching process between trust units.

U, the set of trust units available to a participant p € P (U, € P(U)).

Up the set of trust units available to all participants ¥p € P (Up € P(U))
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U.  the minimal set of units to cover the security risks of transaction/context c
(U € P(U))

U.=UcPUp R. C R, A|U|l= min ||U]].
(Up,) | ULGJU U] U,GP(UPC)II I

The set R is defined as the set of non-decomposable risks. Clearly, defining
that set is not a simple task. However, we argue that R may be constructed.
Assuming that we find a trust unit u such that risk r is partially covered by wu,
we can always define risks 7’ and r”, with v’ Ur” = r and ' Nr" = ), such that
r’ is covered entirely by u and 7" is not covered at all by u.

This said, in order to avoid such ad hoc decompositions, we intend to provide
a preliminary multidimensional classification of risks. Two of the dimensions
would be the set of risks identified in Section [2 and the seven layers of the OSI
reference model [2].

5 Conclusion and Future Work

The proposed model is an interoperable architecture for the various e-commerce
security systems. The advisor will choose the best subspace solution for a given
security context, depending on the available mechanisms. Regardless of the kind
of the mechanisms, the advisor will assess minimum and acceptable security
for the transactions between the various parties wishing to conduct safe busi-
ness transactions. In addition, the advisor should facilitate the assessment of
the trustworthiness of security mechanisms and services, providing a systematic
evaluation framework based on the multidimensional risk classification. In the
foreseeable future, a detailed classification of the mechanisms will be available
which will conduct the trustworthiness of these mechanisms. This classification
will help to demonstrate the applicability of the approach. Moreover we will
choose a number of mechanisms to test the architecture/advisor. We will also
define standard scenarios to implement and test the system.
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Abstract. Real-time collaborative designing systems allow users to
view and design the same document from geographically distributed
sites connected by web. In these systems, each action should be
transferred to other sites correctly, timely and orderly. While a lot
of researches focus mainly on providing reliable network environment
to support collaborative works, we propose a new kind of reliable
communication architecture for collaborative group. This architecture is
based on UDP protocol for end-to-end transmission, and adopts a new
Site-based Reliable Communication Protocol (SRCP) that depends on
collaborative site itself to choose reliable communication channel and
provide reliable transmission. Each site checks the connection status
and chooses reliable path to transfer actions dynamically. Lost actions
can be detected and retransferred faster when comparing to other ar-
chitectures. The protocol and algorithms are given in detail in this paper.

Keywords: CSCW, real-time collaborative design, reliable communica-
tion architecture, Site-based Reliable Communication Protocol (SRCP)

1 Introduction

Real-time collaborative designing system is a subclass of Computer-Supported
Collaborative Work (CSCW) system. It has many applications such as textile
pattern design, architectural design, and collaborative documentation design in
order to shorten the time, reduce the cost, and improve the quality. Comparing
to other collaborative systems, real-time collaborative designing system has some
differences. For example, videoconference system requires transferring video and
audio data timely and allows losing some data, and electric commerce system
allows losing no data and transfers data only between client and server. Here we
give basic characteristics of real-time collaborative designing system.

Reliable. Actions of each site should be transferred to other sites correctly
and orderly. Since communication on the web is unreliable, it is required to
construct reliable communication architecture.
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Real-time. Response for local actions should be quickly and latency for re-
mote actions should be low. Since latency may cause conflict and ambiguity,
system will not work smoothly if the latency for some actions is long.

The goal of this paper is to design reliable communication architecture to
promise reliable transmission and reduce communication latency for actions. We
regard collaborative sites as a virtual direct-connected network in which each
site directly connects with other sites. As long as these sites are connected,
actions can be transferred reliably and timely and lost actions can be detected
and retransferred quickly.

This architecture has implemented in the CoDesign prototype system. The
CoDesign system is a multi-level collaborative graphics designing system [2/3].
The architecture is as follows: Project — Document — Layer — Object. A project
has one or more document(s), a document has one or more layer(s), and a layer
has one or more object(s). The object is the minimum operable cell. An object
has many attributes, like position, color, angle, etc. Actions include creating
objects and modifying object attributes.

The rest of this paper is organized as follows. Background and motivation for
our architecture are represented in Section 2l The new reliable communication
architecture with corresponding protocol and algorithms are given in Section Bl
Analysis of our architecture and comparison are discussed in Section [l Conclu-
sion and further work are given in Section

2 Background and Motivation

2.1 Previous Work

A lot of researches have been done to achieve reliable communication for group-
ware. These works mainly adopt enhanced communication protocols to provide
reliable network environment for exchanging data on the web [4]. These proto-
cols can be classified into two categories: multicast routing protocols and reliable
transmission protocols, discussed as follows.

Several multicast routing protocols such as Mbone, which is based on the
model established by Deering [5], have been used in the Internet. The multi-
cast routing protocols aim at constructing distribution tree through the network
graph. Several algorithms have been proposed to construct multicast trees, such
as Core-based tree [6]. But designing an efficient multicast route requires the
knowledge of numerous parameters that are not easy to quantify, such as the
topology of the network, the dynamics of the group, the location of the group
members, and other routing algorithms already used in the network. Also the
dynamic behavior of the group is a problem in designing multicast route.

Collaborative designing system requires reliable communication. Several reli-
able transmission protocols like SRM [7] have been tested on the Mbone. These
protocols mainly use a negative acknowledgement mechanism (NASK) with a
retransmission request, while point-to-point transport protocols use a positive
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acknowledgment mechanism (ACK) to guarantee reliability. In the NASK mech-
anism, a site transmits packets without waiting for ACK’s, and error detection is
performed by destinations using the packet’s sequence number. The philosophy
is to avoid sending state messages (e.g., ACK’s) when everything is normal, so
as to improve the communication efficiency. When the communication of two
sites is delayed or blocked, both sites can transfer actions to each other again
only if the communication is recovered. This mechanism may waste communi-
cation efficiency when using it in collaborative system, because other sites in
the collaborative group may be communicable with these two sites and can be
regarded as middle-sites to transfer actions.

2.2 Motivation

Real-time collaborative designing system can work when we combine the two
categories of protocols together: multicast routing protocols for real-time trans-
mission, and reliable transmission protocols for reliable transmission. But each
site has only fixed communication channels to send and receive actions with
other sites in this system. If these channels are broken, it may cost a lot of time
to find other communication channels even when this site connects well with
some other sites in the group, and the collaborative work will not be smoothly.

‘We propose a new kind of reliable communication architecture to improve this
situation in Section Bl Here we first analysis the requirements for implementing
the real-time collaborative designing system.

Small group. A group of collaborative designing system allows about 10 peo-
ples to work together [10].

Reliable communication. Actions should be transferred to other sites with-
out error.

Orderly execution. All actions can be executed orderly through comparing
State Vector (SV) [IT12].

Low latency. Collaboration is a real-time and highly reactive multi-user pro-
cess where users interact with each other’s actions and reactions. It has been
suggested that good collaboration environments must have an end-to-end
delay of no more than 100ms for transferring actions [8]. Other studies have
loosened this requirement to 200ms as acceptable delay [9].

As we can see, collaborative designing system allows working in small group,
requires low latency and has difficulty in constructing and maintaining multicast
communication protocols. Next we propose the reliable communication architec-
ture, which is based on UDP for end-to-end transmission control, to achieve
those requirements.

3 Architecture

3.1 Framework of Real-Time Collaborative Designing System

We first propose the framework of real-time collaborative designing system with
the reliable communication architecture. This framework consists of four com-
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ponents (Figure[dl): Communication Module, User Interface, Designing Software
and Database. We discuss these components as follows:

Communication module communicates with designing software and other
sites’ communication modules. It has the following functions:

Broadcast local actions. Local actions are executed and broadcasted to other
sites immediately.

Detect and retransfer lost actions. Communication module detects whether ac-
tions are lost, and asks other sites for retransferring lost actions.

Check and choose right communication route. Communication module collects
the network connection graph, detects network connection status and chooses
the fastest path to transfer actions dynamically.

Communicate with designing software. Designing software delivers local actions
to communication module for transferring, and communication module de-
livers the received executable actions to designing software.

User Communication Communication User
Intetface M odule M odule Interface
Designing Software g Designing Software
Database Database
User Interface Commuication

Module
Dresigning Joftwate
Database

Fig. 1. The framework of collaborative designing system

Database communicates with designing software. It preserves actions for
collaborative work and users’ information for management. All actions are repli-
cated in each site. After designing software executes an action, the action is
preserved in the database.

Designing software communicates with database, user interface and com-
munication module. It manages the local site and has following functions:

Process actions. Designing software executes local and remote actions and dis-
poses conflict situation to make collaborative work smoothly and keep doc-
ument consistency in all sites.

Manage the database. When joining a collaborative group, designing software
reads previous actions from database and asks other sites for new actions.
When user generates an action, designing software executes it in local site,
stores it into database and asks the communication module for broadcasting.
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Communicate with user interface. It accepts user’s actions from and delivers the
actions and messages to the user interface.

Communicate with communication module. Designing software delivers local ac-
tions to communication module for broadcast, and executes remote actions
received from communication module.

User interface communicates with designing software and user. It delivers
user’s actions to designing software and shows actions and messages to user.

These four components are typical for the real-time collaborative designing
system and the CoDesign system is constructed by these components. The com-
munication modules of all sites combine the reliable communication architecture.
Next we discuss it in detail.

3.2 Reliable Communication Architecture

In the reliable communication architecture, we devise Site-based Reliable Com-
munication Protocol (SRCP), which is based on UDP protocol for end-to-end
communication, to achieve reliable and real-time communication for collabo-
rative group. This protocol adopts the receiver-based transmission control ap-
proach.

Site-based Reliable Communication Protocol. In this protocol, we use
State Vector structure (SV) [I1I12] to identify actions, and each site keeps the
last executed action’s SV. State Vector is a one-dimension array kept in each site,
denoted as SV[N] (assume there are N sites in the group, denoted as 0,1,..., N —
1). Initially, SV[i] = 0, for all ¢ € {0,..., N — 1}. If site i generates an action,
then site i’s SV[i] = SVJi] + 1, and site i broadcast the action with new SV to
other sites. If site i receives an action from site j, then site ¢’s SV[j] = SV[j] + 1
and compares it with received action’s SV. If site i’s SV > received action’s SV,
action is executed; else some actions must be lost and this action is blocked. We
can get unique action sequence and find the lost actions by using this structure.

For example, assume there are three sites in the group. If site 1’s State Vector
SV1 = [2,1,3], it means site 1 has executed one action from site 2, three actions
from site 3 and two actions from local site. After site 1 generates a new action,
its SV should be [3,1,3]. Site 1 can only execute actions whose SVs are [2,2,3]
and [2,1,4] from site 2 and 3, and if site 1 receives an action with SV [2,3,6] from
site 3, two action from site 2 and two actions from site3 must be lost.

We keep five arrays for communication at each site in this protocol, as shown
in Table [l The performatives for this protocol are shown in Table

The functions for communication module can be divided into two categories:
transferring actions and choosing route. Here we give the algorithms for these
functions in details.

Transferring actions algorithm. The actions are divided as local site actions,
received actions and lost actions.
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Table 1. Arrays for Communication

Array Name

Meaning

ConnectArray[N, N]

Uses to test network connection status with other sites.

ReplaceArray[N]

If local site receives site i’s actions from site j, then Re-
placeArray[i]=j. ReplaceArray[i]=0 means local site does
not yet choose other sites to transfer site i’s actions.

BroadcastArray[N,N]

If broadcasting site 7’s action to site j, then BroadcastAr-
ray[i,jj]=1.If no broadcasting, BroadcastArray][i,j]=0.

LostActionList

List of lost actions.

ActionBufferList

mediately.

List of actions that received but cannot be executed im-

Table 2. Performatives for Site-based Reliable Communication Protocol

Performative Meaning Remark

Action Sends action to other|Followed by action contents, SV
sites and timestamp.

Connect Tests network connec-|Send to all other sites. Followed by
tion status. local site’s current SV and connec-

tion status with other sites.

RequestTransfer|Asks a site for trans-|Followed by another site’s identi-
ferring another site’s|fication and local site’s recent SV
actions

ReplyTransfer |Agrees to transfer an-|Followed by another site’s identi-
other site’s actions  |fication

CancelTransfer |Asks a site for stop-|Followed by another site’s identi-
ping transferring an-|fication
other site’s actions

RequestAction |Asks for lost action |Followed by action’s SV

Block Cannot transfer an- |Followed by another site’s identi-
other site’s actions |fication

47

. When generating an action, local site broadcasts Action performative with
the action to other sites.
. When receiving Action or Connect performative, local site checks whether
exists lost actions by comparing local site’s SV with received one.

a) If Action performative is received and no actions are lost, site delivers
the received action with other executable actions in ActionBufferList to
designing software and sends it to other sites according to Broadcas-
tArray. The corresponding items are deleted from LostActionList and
ActionBufferList if exists.

b) If there exists lost action, site records it into LostActionList, sends Re-
questAction performative to sender, stores the received action into Ac-
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tionBufferList, and deletes corresponding item from LostActionList if
exists.

3. At each interval, local site sends RequestAction performative for each lost
action in LostActionList according to ReplaceArray.

4. Local site discards received action if it is redundant.

5. Local site sends CancelTransfer performative to action sender if the following
conditions are satisfied: sender is not the origin site, the corresponding item
in ReplaceArray is not zero, and sender is not the corresponding item in
ReplaceArray.

For example, suppose there are 3 collaborative sites. For site 1, ReplaceArray
is [1,2,3], current SV is [1,1,1], and it receives an action from site 2 with SV
[1,4,2], which means one site 1’s actions and three site 2’s actions and two site 3’s
actions have been executed before site 2 generates this action. When comparing
SV [1,4,2] to site 1’s SV [1,1,1], obviously two site 2’s actions and one site 3’s
action are lost. So site 1 will send two RequestAction performative to site 2 with
SV [0,2,0], [0,3,0] and one RequestAction performative to site 3 with SV [0,0,2].
Then site 1 records [0,2,0], [0,3,0] and [0,0,2] into LostActionList, and records
the action with SV [1,4,2] into ActionBufferList.

It should be noted that we use the receiver-based transmission control ap-
proach to achieve reliable communication. Sender never cares for whether the
action can be received. Site can find lost actions through comparing SV that
contains in Action and Connect performatives.

The selecting routing algorithm has two parts, first we propose a method to
achieving sites’ connection graph, and then we give the algorithm in detail.

Achieving sites’ connection graph method

1. Each row of ConnectArray represents the connection status from a certain
site to other sites. The row that represents local site to other sites is modified
at local site. Other rows are changed when site receives Connect performa-
tive, which contains the communication status from that site to other sites.
Local site keeps the latest timestamp received from other sites. If the latest
received Connect performative’s timestamp is older than the previous one,
site will not change the ConnectArray.

2. When site refreshes at regular interval (INV), Connect performative is broad-
casted and all cells in local site row are added by an increment (A;). All cells
in local site row are subtracted by another increment (As) when receiving
the Connect performative. Note that As > Ay, for Connect performative
may be lost.

3. Each cell has same minimum value (MIN) and maximum value (MAX). If
the value is MIN, the connection status is the best, else if the value is MAX,
the connection is blocked.

4. The Connect performative is broadcasted at regular interval (INV). The
parameters MAX, MIN, INV, A; and A; can be chosen by users to achieve
best performance for collaborative work.
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For example, we suppose MIN=0, MAX=6, A; =1, Ay = 2 and INV=20ms.
The time for a communication status from MIN to MAX is 6 intervals (120ms)
if connection is blocked, and the time for a communication status from MAX to
MIN is 120ms if no Connect performative lost.

Note that we adopt Connect performative to test network connection sta-
tus. It should be pointed out that only the connection values from local site
to other sites are reliable, other connection values are unreliable because Con-
nect performative may also be delayed. We overcome this defect in the following
algorithm.

Selecting Routing Algorithm

1. When the collaborative work begins, all sites receive actions from origin site.
And the origin site always broadcast actions to other sites no matter they
are connected or not.

2. If sum of the connection values of the path from local site to site i is un-
der a door value (DOOR), local site calculates new minimum path from
him to i in ConnectArray. After calculating the new path, the site sends Re-
questTransfer performative to the first site in the path, sends Cancel Transfer
performative to former site, sends Block performative to the sites that re-
ceive site i’s actions from local site, and sets value of the corresponding cell
in ReplaceArray as 0.

3. In choosing minimum path, if there exists two or more paths whose values
are at close range, local site choose the one that needs the middle-site least.

4. At each interval, if finding value of certain site is 0 in ReplaceArray, local
site recalculates the new minimum path from him to that site and sends
RequestTransfer performative to the first site in the path.

5. If receiving RequestTransfer performative (asks for transferring site i’s ac-
tions) and the corresponding value in the ReplaceArray is not 0 (means
the local site can transfer site i’s actions to sender), the local site sends
ReplyTransfer performative to source site, sets the corresponding value in
BroadcastArray and calculates the new minimum path if possible.

6. When receiving RequestTransfer performative and the corresponding value
in the ReplaceArray is 0, the local site sends Block performative to source
site.

7. When receiving ReplyTransfer performative, the local site sets the corre-
sponding value in ReplaceArray.

8. When receiving CancelTransfer performative, the local site removes the cor-
responding value in BroadcastArray.

It should be noted that the local site does not specify the path when sending
the RequestTransfer performative, because connection status except those from
local site to other sites may not be the latest. And the next site will choose the
right path to obtain the actions. Moreover, the more sites attended in the path,
the longer transferring time will be, and generally the transferring path will only
need one or two sites as middle-site, so the communication cost will be reduced.
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For example, suppose there are 4 sites, ConnectArray in site 1 is [[0,1,5,1],
[1,0,2,2], [5,2,0,3], [1,2,3,0]], MIN=0, MAX=6, A; = 1, Ay = 2, INV=20ms,
DOOR=4, and ReplaceArray in site 1 is [1,2,3,4]. Since the connection value from
site 1 to site 3 is bigger that DOOR value and the new minimum path is 1-2-3, site
1 sends RequestTransfer performative to site 2 and sets the ReplaceArray[3] to 0.
When site 2 receives the RequestTransfer performative, it sends ReplyTransfer
performative to site 1 and sets BroadcastArray[3,1] to 1. When site 1 receives
ReplyTransfer performative, it sets ReplaceArray[3] to 2. The example is shown
as Figure[2l.

Site 1 Site 2 Site 1 B Site 2

. v

Site 4 Site 3 Site 4 Site 3

Before select routing After select routing

Fig. 2. Example of selecting routing algorithm

4 Comparison to Related Work

Most existing collaborative designing systems have adopted enhanced commu-
nication protocols to achieve reliable communication, such as GroupKit [14],
CrystalBoard [15], REDUCE [13]. In those systems, reliability is promised by
network protocols. The collaborative software needs not care about network com-
munication. If communication is delayed or blocked, it is the router that detects
and chooses new transferring path. A typical network structure is Mbone, which
is based on UDP for end-to-end transmission control, IGMP for group manage-
ment, DVMRP for routing. Because of the complexity of the web, designing an
efficient multicast route and dynamic behavior of the group will be problems.

Comparing to other multipoint communication architectures, the reliable
communication architecture proposed in this paper can provide a reliable and
efficient approach for collaborative designing work.

— Collaborative sites are regarded working in a virtual direct-connected net-
work. When the connection of two sites is blocked, these sites can find new
path to deliver actions. Here is the reliability comparison of reliable commu-
nication architecture and point-to-point communication architecture (Ta-
ble B]). When using the reliable communication architecture, the reliability
is ten times higher than the point-to-point communication architecture.
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Table 3. Reliability comparison of point-to-point communication architecture and
ours.

Single connection reli- |Reliable Point-to-point
ability vs. Site number|communication|communication
0.99 | 0.999 |0.99] 0.999
3 $0.999(;0.9999 |0.97| 0.997
4 $0.999(;0.9999 (0.94] 0.994
6 $0.999(,0.9999 [0.86] 0.985
10 $0.999(,0.9999 [0.64| 0.956

Note: We assume the connection channel between any two sites is indepen-
dent from other sites, and the connection channels of the sites in collabora-
tive group form a graph. The point-to-point communication architecture can
work only if the graph is complete. The reliable communication architecture
can work if the graph is connected. For example, when single connection
channel reliability is 0.99, site number is 3, so there are three connection
channels. Point-to-point communication architecture can work only if the
three connection channels work well, so the reliability is 0.99% = 0.9703. Re-
liable communication architecture can work if any two connection channels
work well, so the reliability is 0.99% + 3 x 0.992 x 0.01 = 0.9997.

— Site can detect and receive lost actions faster. In this architecture, local site
can know lost actions by checking other sites’ Connect performative and
receive lost actions from any other site, while the NACK based protocols
can only receive lost actions from origin sites.

— Site can also change communication channel faster. As for three basic mul-
ticast routing algorithms: the source-based routing algorithm uses flooding
approach, the Steiner tree problem is NP-complete and the minimum cost is
O(nLogn) (n is the number of nodes in the network), and choosing a center
in the center-based tree algorithm is also a NP-complete problem [5]. The
maximum cost of the SRCP protocol is O(n2) and the average cost is O(n).

— The latency of transferring actions is low. Since each site broadcasts Connect
performative with current SV to all other sites, the time for detecting and
receiving lost actions is about the same as INV adds the time for network
communication.

The CoDesign system is the first system that adopts this communication
architecture to achieve reliable communication. Other works before has never
addressed the protocol and algorithms in this paper.

5 Conclusion and Future Work

In this paper, we propose a new kind of reliable communication architecture to
provide reliable communication environment for collaborative design. This ar-
chitecture is based on UDP protocol for end-to-end communication and adopts a
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Site-based Reliable Communication Protocol to achieve reliable communication.
Major contributions of our work are the reliable communication architecture and
the SRCP protocol. Comparing to other communication architectures, this ar-
chitecture sufficiently takes the advantage the characteristics of real-time collab-
orative designing system and gets better performance in collaborative designing
work.

The SRCP protocol and corresponding algorithms in this architecture have
been implemented in the CoDesign prototype system. The CoDesign system is
used to test the feasibility of our approach and research for other issues associated
with the collaborative graphics design. Our goal is to construct a robust and
useful system that can be used in real applications.

There are still other issues for achieving reliable collaborative design, such
as version consistency and fault recovery. Now we are working on constructing
a complete reliable architecture for real-time collaborative designing work.
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Abstract. HTTP/1.1 may induce wasting server’s resource when server
maintains connection with the idle-state client that requests no data
for a certain time. This paper proposes the mechanism of a connection
management supported by the client under persistent HTTP. For the
mechanism, we defined finishing time of transmission for HTML page
and all embedded file in it as connection-closing time on client-side. For
the experimental environment, clients ran on 300Mhz Pentium IT PC
with 32MB of physical memory running the windows95 and servers ran
on OpenWin of Solaris 2.4. An experimental evaluation of connection
management policies, conducted using Web server logs, shows that
our policy achieves 15-20% reduction on busy Web server in cost with
respect to the fixed holding-time policy.

Keywords: Web, TCP, HTTP, Connection Management, Hypermedia
Data

1 Introduction

HTTP was designed to be an extremely lightweight stateless protocol on TCP,
which is used in World Wide Web distributed hypermedia system to retrieve dis-
tributed objects. HTTP messages are transported by TCP connections between
clients and servers. Most implementations of HTTP /1.0 [1] use a new TCP con-
nection for each HTTP request/response exchange. Therefore the transmission
of a page with HTML content and embedded object files such as image, sound
and applet involves many short-lived TCP connections.

TCP connections are established with a 3-way handshake; and typically
several additional round trip times (RTT) are needed for TCP to achieve ap-
propriate transmission speed [I7]. Each connection establishment induces user-
perceived latency and processing overhead. Opening a single connection per re-
quest through connection setup and slow-start costs causes problems of perfor-
mance and latency. Thus, persistent connections were proposed [3J4] and are
new a default with the HTTP/1.1 standard [5]. HTTP/1.1 reduces latencies and
overhead from closing and re-establishing connections by supporting persistent
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connections as a default, which encourage multiple transfers of objects over one
connection.

HTTP/1.1, however, must decide when to terminate inactive persistent con-
nections. HTTP /1.1 specifies that connections should remain open until explic-
itly closed, by either party. That is to say HT'TP/1.1 does not define explicitly
when to terminate TCP connection. Current implementation of HTTP /1.1 uses
a certain fixed holding-time model. This model may induce wasting server’s re-
source. Current latency problems are caused by not only network’s problem but
also server’s overloads having limited resource. This paper proposes the mecha-
nism of a connection management on the client-side under persistent HT'TP, in
addition to HTTP/1.1’s fixed holding-time model on server-side. The client ex-
ploits the tag information in transferred HTML page so that decides connection-
closing time.

This paper is structured as follows. In Section Pl we discuss the related works
involved in implementation of persistent connection of HTTP/1.1. Section Bl
contains our proposal of connection management. Section €l reports on experi-
mental results of proposed policy. We finish with a conclusions and future works
in Section [@l

2 Issues and Policies of Persistent Connection
Management

In this section, we discuss persistent connection management issues involved in
using resource. We also describe current implementation policies and its prob-
lems of persistent connection management subsequently.

2.1 Persistent Connection of HTTP /1.1

HTTP/1.1 does not specify explicit connection-closing time but provides only
one example for a policy, suggesting using a timeout value beyond which an
inactive connection should be closed [5]. A connection kept open until the next
HTTP request reduces latency and TCP connection.

An open TCP connection with an idle-state client that requests no data con-
sumes a server’s resource, a socket and buffer space memory. The minimum size
for a socket buffer must exceed the size of the largest TCP packet and many im-
plementations pre-allocate buffers when establishing connections establishment
overhead. The number of available sockets is also limited. Many BSD-based
operational systems have small default or maximum values for the number of
simultaneously-open connections (a typical value of 256) but newer systems are
shipped with higher maximum values. Researches indicate that with current im-
plementations, large numbers of (even idle) connections can have a detrimental
impact on server’s throughput [GI0].

The issues of connection management is to strike a good balance between
benefit and cost of maintaining open connections and to enforce some quality of
service and fairness issues [10].
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2.2 Current Implementation Policies

The current version 1.3 of the Apache HTTP Server [[7] uses a fixed holding-time
for all connections (the default is set to 15 seconds), and a limit on the maximum
allowed number of requests per connection (at most 100). The Apache imple-
mentation is a quick answer to the emerging need for connection management.
The wide applicability and potential benefit of good connection-management
makes it deserving further study.

Persistent connection management is performed at the HTTP-application
layer. Current implementations of Web servers use a holding-time model rather
than a typical caching model.

Using holding-times, a server sets a holding-time for connection when it is es-
tablished or when a request arrives. While the holding-time lasts, the connection
is available for transporting and servicing incoming HTTP requests. The server
resets the holding-time when a new request arrives and closes the connections
when the holding-time expires.

In a caching model there is a fixed limit on the number of simultaneously-
open connections. Connections remains open “cached” until terminated by client
or evicted to accommodate a new connection request.

A holding-time policy is more efficient to deploy due to architectural con-
straints whereas a cache-replacement policy more naturally adapts to varying
server load. Heuristics to adjust the holding-time parameter on server-side were
recently proposed and evaluated on server logs [2[910]. Demanding additional
processing for searching heuristic parameters for every connection, if it was used
on popular busy servers, it may have an inferior effect on server performance, so
consequently deteriorate overall latencies.

3 Client-Based Connection Management Mechanism

In this section, we propose the mechanism of a connection management sup-
ported by client-side under persistent HT'TP, in addition to fixed holding-time
on server-side. It can reduce properly the numbers of connections with clients
on server without increasing latency and improve performance of the Web server
by preventing the resources of the server from being wasted.

3.1 Proposal of Connection Management

When a client does a GET on a URL corresponding to an HTML document,
the server just sends back the contents of the corresponding file. The client then
sends separate requests for each embedded object files such as image, applet,
and sound. Typically, however, most or all of the embedded object files reside on
the same site as the HTML document, and will ultimately come from the same
server.

We define the finishing time of transmission for HTML document and all
embedded object file in it as connection-closing time. For this definition to be
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implemented, we present a mechanism, which both client and server are able
to close the TCP connection. Figure [1l shows time line of proposed connection
management policy.

Embedded Ernbedded Client Server

olject 1 ohject 2 O O

11 TCF
| Connection >
D — Reguest for (k-
r HTML file
- Response for
- Request for HT ML file
object 1
Response for
HTIL file Recuest for ohject 1
onject 2 Response for
object 2
Close
Message

Fig. 1. Operational Time Line of Proposed Mechanism

Following are the mechanism of connection management supported by each
client and server.

— Client-side: After first receiving a requested HTML file, client parse the
HTML document file to find the URLs of the embedded object files and
the file names and request pertinent files to the server subsequently. When
Ending last embedded file’s reception, client close connection with the server.

— Server-side: Server closes connection with client through the fixed holding-
time model that maintains connection for a certain time.

3.2 Prototype Algorithm

We present simple algorithm for implementing prototype for our proposal. Used
methods are limited to GET message for file request and CLOSE message for
closing connection.

The client starts to establish connection with a corresponding server by user’s
ask, requesting GET message for first HTML file to the server. After receiving
HTML document file, client parses tag attribute information (e.g. img, applet,
embed) in it about embedded objects (e.g. image files, java applet class files,
sound files) and request corresponding object files to the server through GET
message. When the last embedded file arrives, client sends CLOSE message to
the server for closing current connection and terminates connection. Server also
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closes connection when server finishes the connection. Figure[2lshows the client’s
algorithm presenting connection management.

Server establishes socket and watches incoming connection request. After Re-
ceived connection request, server establishes connection with the client and sends
repeatedly the file corresponding requested file name. Server send CLOSE mes-
sage to current client for closing connection by the fixed holding-time model that
maintains connection for a certain time and close the connection with the client.
After then, server releases resources, socket and socket buffer memory having
been assigned to the client. Therefore, the next clients requesting connections
to the server are able to receive faster and more fairness service. Figure B shows
the server’s algorithm presenting the proposal connection management.

Client ()
{
get mnew_URL from user
open SERVER.SOCKET with new_URL
send GET with URL.file_name
read HTML_documents stream from server
while (HTML_documents) {
parse TAG_attributes in HTML_documents
if embedded_object exists
then add file_names to request_list
}
while (request_list) {
send GET with file_name
read stream from server
}
send CLOSE to server
close SERVER.SOCKET

Fig. 2. Client algorithm for proposal connection management

4 Experimental Results

In this section, we report on experiments to measure the effect of the new con-
nection management policy on observed latency.
4.1 Experimental Setup and Results

To validate the proposal we implemented prototype clients and servers. The
clients and the servers are implemented in the JAVA programming language.

— Two different kinds of prototype clients:
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Server ()
{
if accept SYN from client {
open CLIENT.SOCKET
start holding_time
while (holding_time) {
read stream
if method in stream is GET {
get file_name from stream
if file exist then response requested_file
else response "file not found"
}
else if method in stream is CLOSE
then close CLIENT.SOCKET and break
restart holding_time
}
send CLOSE to client
close CLIENT.SOCKET
}
}

Fig. 3. Server algorithm for proposal connection management

e One for our client-based connection management (C-CM) policy
e The other for holding-time policy and HTTP/1.0

— Two kinds of prototype servers:
e One for HTTP/1.0

e The other for holding-time policy and C-CM policy

Each client ran on 300Mhz Pentium II PC with 32MB of physical memory
running the windows95. Each server ran on OpenWin of Solaris 2.4. All of the
servers are implemented by thread-based and event-driven feature and collect
CPU and physical memory statistics.

For a busy Web server environment, we assume a process-per-request model,
with pools of processes. Our mechanism of the servers limits resource usage of
processes by limiting concurrency. This is achieved by imposing an upper bound
on the number of processes in the pool [19]. If all processes are busy, additional
incoming transactions of new clients are delayed (in the OS) until a process
becomes available. We measured network retrieval times, not including the time
it took to render images on the display.

In our experiments, we measured the time required to load a document and
all of its embedded images on the clients. We created documents with differ-
ent numbers of embedded images, and with images of 45K bytes sizes. We did
these measurements for the case accessed via a 1.544Mbit/sec T1 link. Also, we
measured the HTTP throughput and CPU utilization of the servers.

Figure Bl shows that load time depends on the number of images retrieved,
using busy Web server environment with the size of processes pool limited to
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20 and 40 clients requesting access to the servers. In this case, C-CM policy
improves latency by about 15-20% than holding-time policy.

18000 +*— holding time

i G- &
16000 &— hittpi1.0 N
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Fig. 4. Latencies for busy Web server environment

In addition, we measured CPU Utilization percentages and latencies accord-
ing as clients requesting access to servers increase when the size of processes pool
was limited to 20 and the number of embedded images in HTML documents was
10.

Figure[@ shows the CPU Utilizations of holding-time policy, C-CM policy and
HTTP/1.0. CPU Utilization of C-CM became lower than that of holding-time
from 20 that the number of clients is the same size of processes pool.
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Figure [l shows the load time for the holding-time policy, the C-CM policy
and HTTP/1.0. Latency of holding-time is slightly lower than C-CM up to 20
clients, but not noticeable. From 20 clients, Latency of C-CM become lower than
holding-time.
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Fig. 6. Latencies according as clients increase

4.2 Discussion of Results

C-CM policy provides significant improvements for busy server transactions. In
this case, C-CM policy reduces latency by about 5% to 20% and CPU Utilization
by about 5% to 15%.

In HTTP/1.0, each HTTP request/response exchange use a new TCP con-
nection. Therefore the transmission of a page with HTML content and embedded
object files involves many short-lived TCP connections. Opening a single con-
nection per request through connection setup increase latency and require more
CPU utilization. In holding-time policy, when the number of clients accessing
to server is low, the performance in the CPU utilization and latency respect is
slight better than C-CM. However, if accesses from clients to a server increase
explosively and then concurrent connections of the server with clients are oc-
cupied, the access requests of new clients to the server should wait until the
holding-time of any idle connections occupied becomes expired and the part of
resources such as CPU, memory and socket buffers available.

In C-CM policy, however, they can receive service without waiting for idle
connections with connected clients being expired. And advantage of C-CM is no
additional overload that is imposed to server and can degrade performance of
server if the connection same mechanism runs on server-side, because it runs on
client-side. In addition, because C-CM policy needs little extra time for counting
the number of embedded objects and gathering the URL of those, there is no
additional delay in HTML displaying on client’s window.
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Our C-CM mechanism was conducted using a small, static set of web pages.
Limitation of our study is that the proposed mechanism may have little effect
if Web servers should offer dynamic content, containing streaming data such as
audio and video that require connection to be kept.

5 Conclusions

We proposed the mechanism of a connection management supported by the
client in addition to fixed holding-time model on server-side, under persistent
HTTP. For the mechanism, we defined finishing time of transmission for HTML
page and all embedded file in it as connection-closing time on client-side. The
client exploits the tag information in transferred HTML page so that decides
connection-closing time. As the Processing for parsing of tag information in
HTML file occurs on client, the mechanism allows server to use server’s resource
more efficiently without decreasing performance of server-side and give services
to clients more fairly. Therefore our mechanism supports a good balance between
benefit and cost of maintaining open connections and to enforce some quality of
service and fairness issues.
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Abstract. The current Web service model treats all requests equiva-
lently, both while being processed by servers and while being transmitted
over the network. For some uses, such as multiple priority schemes,
different levels of service are desirable. We propose application-level
TCP connection management mechanisms of web server to provide two
different levels of Web service, high and low service by setting different
timeout for inactive TCP connection. We evaluated the performance of
the mechanism under heavy and light loading conditions on Web server.
Our experiments show that, though heavy traffic saturates the network,
high level class performance is improved by at most 25-28%. Therefore
this mechanism can effectively provide QoS services even in the absence
of operating system and network support.

Keywords: QoS, Connection Management, Differentiated Service,
WWW, Hypermedia Data, HTTP, TCP

1 Introduction

The World-Wide Web is a typical example of a client/server system: in a web
transaction, clients send requests to servers, servers process them and send cor-
responding responses back to the clients. Concurrent transactions with a server
compete for resources in the network and server and client end systems. Inside
the network, messages contest for network bandwidth and with other messages
flowing between the same end system pair and with other traffic present at the
time. Inside the end systems, transactions compete for local resources while being
processed. Servers implementing the process-per-request (or thread-per-request)
model will allocate one process (or thread) to an incoming request.

The current Web Servers suffer from the increasing resource demands due
to the explosive growth of the Web [TIBJ49]. The Web service model treats all
transactions equally, according to the Internet best-effort service [6]. Neither the
network nor the end systems typically prioritize traffic. However, there are cases
where having multiple levels of service would be desirable. Not all transactions
are equally important to the clients or to the server, and some applications need
to treat them differently. One example is prefetching requests for web pages
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by proxies; such speculative requests should receive lower priority than user-
initiated, non-speculative ones. Another simple example is a web site that wishes
to offer better service to paying subscribers.

Ongoing efforts attempt to provide multiple levels of service, both in the
server operating system (OS) and in the network. Although promising in the long
run, replacing the OS of end systems or upgrading all routers in the network is
often impractical. Instead, we will show that substantial benefit can be achieved
with server-side, application-level-only mechanisms.

HTTP/1.1 [5] standard reduces latencies and overhead from closing and re-
establishing connections by supporting persistent connections as a default, which
encourage multiple transfers of objects over one connection. HTTP /1.1 does not
specify explicit connection-closing time but provides only one example for a pol-
icy, suggesting using a timeout value beyond which an inactive connection should
be closed [8J13]. HTTP/1.1 must decide when to terminate inactive persistent
connections. Current implementation of HTTP /1.1 uses a certain fixed holding-
time model. This model may induce wasting server’s resource. Current latency
problems are caused by not only network’s problem but also server’s overloads
having limited resource. A connection kept open until the next HTTP request
reduces latency and TCP connection.

We propose application-level TCP connection management mechanisms of
Web server to provide two different levels of web service, high and default pri-
ority by setting different timeout for inactive TCP connection. We evaluated
the performance of the mechanism under heavy and light loading conditions on
Web server. Our experiments show that, though heavy traffic saturates the net-
work, high level class performance is improved by at most 25-28%. Therefore this
mechanism can effectively provide QoS services even in the absence of operating
system and network support.

In these two simple examples, external (management) policies control prior-
ity assignments. Depending on the nature of the policy, it may or may not be
acceptable to delay or drop transactions.

2 Issues of Persistent Connection

The Hypertext Transfer Protocol (HTTP) dominates information exchange over
the Internet. HTTP messages are transported by TCP connections between
clients and servers. Most implementations of HTTP/1.0 [4] use a new TCP
connection for each HTTP request/response exchange. Hence, the transmission
of a page with HTML content and embedded images involves many short-lived
TCP connections.

TCP connection is established with a 3-way handshake; and typically several
additional round trip times (RTT) are needed for TCP to achieve appropriate
transmission speed [15]. In addition, Slow-Start mechanism of TCP implemen-
tation adds at least one RTT to the total transaction time [I2/14]. Each con-
nection establishment induces user-perceived latency and processing overhead.
Thus, persistent connections were proposed [II0J12] and are now a default with
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the HTTP/1.1 standard [5]. HTTP /1.1 keeps open and reuses TCP connections
to transmit sequences of request /response messages; hence, reducing the number
of connection establishments and resulting latency and processing overheads.

Persistent connection management is performed at the HTTP-application
layer. Current implementations of Web servers use a holding-time model rather
than a typical caching model. Using holding-times, a server sets a holding time
for a connection when it is established or when a request arrives. While the
holding-time lasts, the connection is available for transporting and servicing
incoming HTTP requests. The server resets the holding-time when a new request
arrives and closes the connections when the holding-time expires. In a caching
model there is a fixed limit on the number of simultaneously-open connections.
Connections remains open (“cached”) until terminated by client or evicted to
accommodate a new connection request. A holding-time policy is more efficient
to deploy due to architectural constraints whereas a cache-replacement policy
more naturally adapts to varying server load. Policies in the two models are
closely related when server load is predictable [7]; a holding-time policy assigning
the same value to all current connections is analogous to the cache-replacement
policy LRU (evict the connection that was Least Recently Used). In fact, under
reasonable assumptions the holding-time value can be adjusted through time as
to emulate LRU under a fixed cache size (and hence adapt to varying server
load) [7].

We propose different levels of web service based on the holding-time model
by setting different timeout for inactive TCP connection to upper and default
classes.

3 Designing Connection Management Mechanism for
QoS Service

Transactions compete for resources inside the network and at the end systems.
Thus, full support for different levels of service for Web transactions would re-
quire both network and end system software (OS and applications) to be ex-
tended. These extensions are still under development; and even when finished,
deployment will take time, because many routers in the network must be up-
dated for the system to be effective. In the meantime, application-level mecha-
nisms promise most of the benefits of an OS/network solution with the additional
advantage of being easy to deploy. Only the application software of the server
needs to be modified to offer different service levels.

Providing differentiated services would require that the incoming requests be
classified into different classes and different levels of service be applied to each
class. In this section, we present our differentiated service mechanism, which
manage TCP connection by means of offer different levels.

3.1 Proposed Differentiated Service Model

We study the case where there are only two levels of quality of service needed.
We classify clients (users) into an upper class (high level of quality of service) for
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membership users who pay the fees, and default class (a low level one) for non-
membership users who may get the service for free, and assign default holding-
time plus additional time to upper class and default holding-time to default class.
The upper class users can reduce processing overheads and network latencies
caused by closing and re-establishing TCP connection and Slow-Start problem
of TCP when holding-time expires, comparing with default class users. Figure [I]
shows operational differences according as different holding times.

Begin Idle Time
Idle Tirme
Default class TCP Close
Client
Default
Hoding Tme  pew Request Holcing Time
Idle Time
Upper class
Client
Upper [ Upper
Huolding Time Holding Time
MNew Request

{(Upper Holding Time = Default Holding Time + 'a")

Fig. 1. Operational differences between upper class client and default class client

3.2 Operational Scenario of Proposed System

In this section, we present operational scenarios of proposed system. Then, we
show its operational time line of our mechanism in Figure Pl

We suggest Class Broker that determines proper holding-time to each client
after establishing TCP connection. The Class Broker can be implemented inside
the Web server or in membership management DB server. The Followings are
roles of Class Broker.

— Manages class table by membership based on membership DB
— Determines proper holding-time of the client when a new client requests
access to the Web server

Client starts to establish connection with pertinent server by user’s request,
and requests HTML file. After receiving connection request from the client,
server establishes TCP connection with the client. Then, the server calls the
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Class Broker when a user from the client logins to the server. The Class Broker
analyzes user’s class based on membership DB, and determines proper holding-
time of the client and returns the value to the server. The Server assigns the
holding-time value returned by Class Broker to the client and sets the holding-
time. The server must keep the TCP connection during the holding-time. If
receiving new requests from the client, the server resets the holding-time. But,
if no request after the elapsed holding-time, the server closes TCP connection
with the client and releases resources, socket and socket buffer memory having
been assigned to the client.
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Fig. 2. Time line of proposed mechanism

4 Implementation and Evaluation

If you wish to include color illustrations in the electronic version in place of or
in addition to any black and white illustrations in the printed version, please
provide the volume editors with the appropriate files.

If you have supplementary material, e.g., executable files, video clips, or audio
recordings, on your server, simply send the volume editors a short description
of the supplementary material and inform them of the URL at which it can be
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found. We will add the description of the supplementary material in the online
version of LNCS and create a link to your server.

In order to measure the server latency, we implement a patch file to be linked
with Apache code that provides routines for measuring time and logging results.
Each process sums the latency for all the requests it handled in each class. Just
before finishing its execution, each process writes per-class statistics — average
latency and total number of requests — in a log file. Calls to the timing routines
were inserted just after a connection is established and just after it is closed, in
order to measure the server latency.

4.1 Experimental Setup

Since in current Web servers, there is no difference among requests in terms
of different level services. We implemented the QoS connection managements
mechanism described above in Apache version 1.3 [2], a popular web server
program, modifying by adding a Class Broker, which decides the holding-time
in which TCP connection last.

The server machine was a 550Mhz Pentium-III PC with 128MB of physical
memory running Linux 2.0.32. In order to obtain effects of simulating busy web
server by restricting server’s resource, we modified the kernel by increasing the
socket listen queue to 30 connections. All of the servers are implemented by
thread-based and event-driven feature and collect CPU and physical memory
statistics.

The server load was generated by a version of Webstone 2.0.1[16], an industry-
standard benchmark for generating HTTP requests. Webstone is a configurable
client-server benchmark that uses workload parameters and client processes to
generate Web requests. This allows a server to be evaluated in a number of
different ways. It makes a number of HT'TP GET requests for specific pages on
a Web server and measures the server performance, from a client standpoint.
In order to generate load for a Web server, client processes request pages after
various idle time we set and flies from the server, as fast as the server can answer
the requests.

WebStone client processes were spawned in 12 machines (5 client processes
per machine) similar to the one used as the server hardware platform. Clients
and server communicate through a dedicated 10Mbps Ethernet network. We
started WebStone benchmarks, configured to spawn 60 client processes to send
requests.

WebStone load is defined by the number of client processes and by the config-
uration file that specifies the number of pages, their size and access probabilities.
In our experiments, we use two different loads, light load causing 20% bottle-
neck resource utilization and heavy load causing 80% utilization. Heavy loads
are representative of the kinds of workload typically found in busy Web Server.
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4.2 Results

This section discusses the results obtained for the proposed mechanism. The
performance metric is the average latency of a request as perceived by the server.
We use 60 client processes and have 30 processes issue requests of upper class
and the rest issue requests of default class. We try to analyze the effectiveness
of our schemes by comparing the average latency for each class of request with
the correspondent latencies when no scheme is used.

In Figures Bl and ] we set idle time for random value, upper-class holding
time for 30 sec and default-class holding time for 15 sec. The graphs show the
average latencies when we vary the number of client processes sending requests
for the two different loads, light load and heavy load. For larger values of client
processes, we note that the performance of upper class is improved by 25% under
light load (Figure B) and 28% under heavy load (Figure[d), while that of default
class falls by 3% and 8% under each load (Figures [3 []), with respect to when
no differentiated QoS policy is used. Thus, we can trade good performance for
upper class with poor performance for default class.

In Figures Bl and B upper-class holding time was set to 10, 20, 30, 40 and
50 sec, and values of idle time is varied from 0 to 60 sec. The two graphs show
that if holding time of upper class is shorter than idle time, average latency
of upper class is degraded rapidly. The experiment shows that according as
holding time increase performance of upper class is improved, because of no
need for TCP closing and re-establishing latency overheads. Thus, upper class
clients are provided with more reliable service than default class clients, when
packets between clients and web server are delayed due to network problems.

4.3 Discussion of Results

In this section, we will summarize the experimental results for our mechanism.
An important result of our experiments is that substantial benefits can be pro-
vided with user-level changes. Even the very simple approach of assigning more
holding time of HTTP/1.1’s persistent connection to high level user works well
in both case: Web server with light load and one of heavy load.

Our experiments were conducted using a small, static set of web pages. Cur-
rent Web servers should offer dynamic content, containing large size of multi-
media data such as audio, video and image that require reliable service. The
server, however, will become difficult to meet the needs within default holding
time, when packets between clients and Web server are delayed due to network
problems. Our experiments show that proposed mechanisms would be effective
in this case by extending open time of TCP connection.

Limitation of our study is that proposed mechanism may degrade server’s per-
formance when connections with upper class clients increase rapidly, therefore,
all resources get preempted to the existing connections, and requests from new
clients would be delayed. To overcome this problem, efficient service scheduling
between the existing clients and new clients of upper class needs to be imple-
mented.
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Table 1 shows results of comparison between HTTP /1.0, current Web service
of HTTP/1.1, upper class and default class of the differentiated QoS mechanism
we proposed, in terms of QoS service, minimization of latency, reliable service,
and efficient resources management.
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Fig. 3. Average latencies in case of varying the number of client processes (Light load)
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Fig. 4. Average latencies in case of varying the number of client processes (Heavy load)

5 Conclusions

It is impossible for Web server with limited resources to process all of requests
from clients by high quality of service when requests increase rapidly. It is an
important issue that the Web servers provide different levels of quality of service
to members and non-members. We propose application-level TCP connection
management mechanisms of Web server to provide two different levels of Web
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Table 1. Comparison between HTTP/1.0, HTTP/1.1 and Proposed Mechanism
(High: O Low: L None: X).

HTTP/1.0 Current Web Default Class|Upper Class
Service (HTTP/1.1)

QoS Service X X X O
Minimization X L L O

of Latency

Reliable Service X L L O
Efficient 0] L L L
Resources

Management
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service, a high and a low service by setting different timeout for inactive TCP
connection. We evaluated the performance of the mechanism under heavy and
light loading conditions on Web server. Our experiments show that, though
heavy traffic saturates the network, high level class performance is improved by
at most 25-28%. Therefore this mechanism can effectively provide QoS services
even in the absence of operating system and network support.
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Abstract. Anycasting communication is proposed in IPv6, and it is
designed to support server replication by allowing applications to se-
lect and communicate with the “best” server, according to some perfor-
mance or policy criteria, among the replicated servers. Originally any-
cast researchers focus on network layer. In this paper we pay more at-
tention to application-layer anycasting, because at application layer we
can obtain more flexibility and scalability. First of all, we describe the
application-layer anycast model, and then summarize the previous work
in application-layer anycasting, especially the periodical probing algo-
rithms for updating the database of anycast resolver. After that, we
present our algorithm, the requirement-based probing algorithm, an effi-
cient and practical algorithm. In the end, we analyse the algorithms using
the queuing theory and the statistics characteristics of Internet traffic.
The results show that the requirement-base probing algorithm has better
performance not only in the average waiting time for all anycast queries,
but also in the average time used for an anycast query.

1 Introduction

An anycast message is the one that should be delivered to one member in a
group of designated recipients [12]. Anycasting is an extension of the traditional
unicast message, in which there is only one server in the recipient group. With
the dramatic development of Internet, more and more applications demand any-
cast services, for example, when there are a number of mirrored web sites on
Internet, user can access the “best” one transparently by anycast service. As
the result, in the latest version of IP specification, IPv6, anycasting has been
defined as a standard services [B]. Generally speaking, there are two categories
of anycasting related problems: procedures and protocols at network layer for
routing and addressing anycast messages, and management methodologies at
application layer for using anycast services [7].

Some research has been carried out on routing anycast messages [IOITTILT].
These work are very important for the next generation of IP, and the researchers
also obtain some excellent achievements. To the various practical applications of
current Internet, however, network layer anycasting has some inevitable disad-
vantages, which are summed up as following:

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 74-[83, 2002.
© Springer-Verlag Berlin Heidelberg 2002



An Efficient Algorithm for Application-Layer Anycasting 75

— Routing of network layer anycasting needs support of routers. The origi-
nal routers for IPv4 do not support anycasting, therefore we must upgrade
routers, and make them recognize anycast addresses and forward packets
properly, furthermore, routers must coordinate with each other to complete
the delivery of anycast packets correctly. As a result, anycasting services in
network layer need a long and expensive transitional period.

— Network layer anycasting is not flexible. Routing of anycast packets are de-
cided by previous fixed routing algorithms entirely within the network, there
is no possibility for users or developers to change the algorithms to meet their
own special requirements.

— Network layer anycasting can not satisfy the various metrics of Internet ap-
plications. The current network layer anycasting algorithms focus on shortest
path metric, such as hop count. It is efficient to determine the shortest path,
but only for this purpose. It can not handle a variety of other metrics, such
as network performance, server throughput, response time, etc.

On the other hand, some research has been carried out on application layer
anycasting [I2J8/T5]. Those work try to implement the functionalities of anycast-
ing in application layer, which can avoid the disadvantages outlined previously.

Internet is complicated and dynamic, but it has its own rules actually. There
are lots of work have been done about this topic [4[13l14/16]. In this paper,
we explore the algorithms on application-layer anycasting from the views of
statistics and stochastic.

The rest of the paper is organized as follows. Section ] discusses the related
work on application-layer anycasting, and also the statistics features of Internet.
In Section B] after describing the previous work, we present our novel algorithm
on application-layer anycasting. We compare the performance of the application-
layer anycasting algorithms in Section[. Finally, in Section B} remarks and future
work are presented.

2 Related Work and Background

2.1 Characteristics of Internet Traffic

Network traffic properties have been intensely studied for a quite long time.
Examples of analysis of typical traffic behaviors can be found in [3/13].

Traffic variables on an uncongested Internet wire exhibit a pervasive non-
stationarity. As the rate of new TCP connections increases, arrival processes
(packet and connection) tend locally toward Poisson, and time series variables
(packet sizes, transferred file sizes, and connection round-trip times) tend locally
toward independent [4]. Here the Poisson arrivals are given by

)\k
P(X:k)zﬁe—k, k=0,1,2,... (1)
The analysis later in this paper is based on Poisson arrival, which is described
by this formula.
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The statistical properties of the Internet congestion reveal long-tailed (log-
normal) distribution of latencies [16]. Here latency times T}, are given by

1 ( (111 TL)2>
———exp |~
TroV2rw 20
Where o represents the load of the network. Latencies are measured by per-

forming a series of experiments in which the round-trip times of ping packets
are averaged over many sent messages between two given nodes.

P(Ty) = (2)

2.2 The Application-Layer Anycasting Model

The research of application-layer anycasting is a topic started recently [12],
but the idea began with the server or resource finding problem about 10 years
ago. Initially, with low to moderate server loads, the problem was how to find
the desired resource over the network knowing only its name or property. More
recently, the Service Location Working Group of the IETF is considering the
design of the Service Location Protocol, which allows a user to specify a set
of service attributes, which can be bound to a server’s network address in a
dynamic fashion [2].

With the eruptive development of Internet, users have to face more and more
disadvantages of Internet, and now, users have to constantly to find the “best”
service from among many content-equivalent servers. There are several outstand-
ing studies in this area: 1) Partridge, Mendez and Milliken [12] proposed the idea
of anycasting at the network layer. 2) A study by Guyton and Schwartz [6] which
addresses the problem of locating the nearest server. 3) Dong Xuan, Weijia Jia,
Wei Zhao and Hongwen Zhu [T7] presented a simple and practical routing pro-
tocol for anycast message at the network layer. And 4) Ellen W. Zegura and the
research group [1J2] analysed the limitations of network layer anycasting and
offered an idea about application layer anycasting, which will be discussed more
in the rest of this section.

The architecture of application-layer anycasting is shown in Figure[ll A client
tries to find a service from the replicated servers on the Internet. First of all,
the client sends an anycast query to the anycast resolver to decide which server
among the replicated servers is the “best”. Then an anycast response is obtained,
which consists of the “best” service server’s website name or an IP address. The
rest of the transaction is the traditional unicast operations.

Anycast resolver is the kernel of the whole architecture, it makes use of the
anycast domain names (ADNs). The function of an application-layer anycast
service is to map an anycast domain name into one or more (unicast or multicast)
IP addresses.



An Efficient Algorithm for Application-Layer Anycasting 7

//Arg/mm Anyrast

Client |y, Fesolver

by IISE/

Iowd Foouter

CEVEr BErVEr . HErVED

Fig. 1. Architecture of application-layer Anycasting

3 Algorithms for Application-Layer Anycasting

3.1 Periodical Probing Algorithm

The critical problem of application-layer anycasting is how to map an anycast
query into one or more IP addresses. [2] presents 4 metrics about how anycasting
performs: 1) server response time, 2) server-to-user throughput, 3) server load,
and 4) processor load. The paper identified four possible approaches to maintain
replicated server performance information in the anycast servers’ database:

1. Remote Server Performance Probing: By this methodology, probing agents
query the replicated servers periodically to determine the performance that
will be experienced if a client were to actually request service.

2. Server Push: The replicated server sends (or pushes) the relevant local per-
formance information onto anycast resolvers.

3. Probing for Locally-Maintained Server Performance: Each replicated server
maintains its own locally monitored performance metrics in a globally read-
able file, remote probing locations can then read the information in the file
to obtain the desired message.

4. User Experience: This technique is to collect information about past expe-
rience, and then offers a coarse method of maintaining server performance.

As we found that in [2], the foundation of anycast resolver algorithms is the
remote server performance probing based on periodical probing, called the peri-
odical probing algorithm. [2] mixed the different methods together in practical
applications. There are several disadvantages for periodical probing:

— Accuracy problem. We suppose that the period of probing is AT, then during
AT time, the anycast resolver makes all its decisions based on the result of
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last probing. As we know that the Internet changes quickly, therefore the
longer the AT is, the worse the accuracy.

— Network load problem. In order to improve accuracy, the AT should be as
short as possible, but, on the other hand, there must get too much probing
packets, this will generate a heavy network load.

— Completeness problem. Periodical probing can represent the performance of
the servers, but it can not tell resolvers the performance of current network
circumstance, which is also an important element for the whole performance.

— Resolver server load problem. The periodical probing algorithm probes for
all anycast groups, including the anycast groups which are not used in the
coming period. This part of job is not necessary, and it can degrade the
resolver’s performance.

3.2 Requirement Based Probing Algorithm

In this paper, we present an algorithm, called requirement based probing algo-
rithm, which can overcome all the disadvantages of the periodical probing algo-
rithm, which are mentioned in Section Bl The main idea of requirement-based
probing algorithm is described below.

When an anycast query is received by an anycast resolver, the resolver will
send probing packets, such as ping, to each member in the anycast service group,
respectively. In this case, the probed servers should respond for the ping require-
ments, respectively. If a server’s load is heavy or performance is bad, then the
respond must last longer than a server whose load is light or performance is
good. Therefore the probing packets can not only probe the servers’ load or per-
formance at that short period, but also the network load at the same period.
Based on the analysis, we define that the first responsive server is the best one
among the anycast service group, because the responsive time represents the
network performance and server performance as well, then the anycast resolver
will submit the IP address of the server to the client via the anycast response.
The client then tries to find the server using the traditional IPv4 procedures.

The advantages of our algorithm include higher accuracy, better system per-
formance, and less load for both network and resolvers than the periodical prob-
ing algorithm. It is also practical and easy to implement. In Section Hl we will
present the performance comparison of the application-layer anycast algorithms.

4 Performance Comparison of Anycast Algorithms

In this section, we compare the two algorithms based on previous research on
statistics characteristics of Internet traffic and queuing theory. There are some
assumptions for the calculations:

1. Customer arrivals are Poisson arrival.
2. The time unit for both algorithms is 1.
3. During the time unit of 1, there are N customers for both algorithms.
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4. There is one server in the system acting as the resolver, and the service
velocity, p, can be obtained from Equation

u=%=eé (3)

There are two important parameters to measure the performance of a system.
One is the average time used in the system for a customer, denoted as Tj.
Another one is the average waiting time for all customers, denoted as T,,. For
both algorithms, we will calculate these two parameters respectively.

4.1 System Performance of the Periodical Probing Algorithm

For this algorithm, we make the following two reasonable assumptions:

1. There are two segments in one period, p and 1 —p, shown in Figure 2l During
time points 0 and p, there is no customer arrival; during time points p and 1,
there are IV customer arrivals, and the rule is Poisson arrival.

2. During time points 0 and p, anycast resolver provides service to client, and
during time points p to 1, there is no service for clients. In this duration, the
anycast resovler updates its database.

M arrivals,
0 attival P
A=0 1-p
P l
| Ly,
] F 1

Fig. 2. Time segments assumption for periodical probing algorithm.

We can obtain the following results using queuing theory.
During time points p to 1:
The Poisson arrival velocity A,

N N
= = )
AT 1-»p
Combine Equations B and [, we can obtain p, ratio of usage.
A N 2

= —_- = e% 5
oA g (5)
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Further,
1 _g2
1 %
Typr = —— = (6)
qp 1— p 1— 1N e%
-p
N e0'2
1-p
Twp2 - qu2 - N o2 (7)
1-— q@T

During time points 0 to p: A = 0, then p = 0, and further,

Typ1 =0 (8)

Twp1 =0 (9)

Then the weighted average for T, and T, are:

_ (1-—ple=
Top = PTgp1 + (1 = p)Typ2 = N 22 (10)
1-— 7}) 2
Ne“”
e
Twp = pTwpl + (1 - p)Twp2 = N o2 (11)
-

4.2 System Performance of Requirement-Based Probing Algorithm

For the requirement-based probing algorithm, the Poisson arrival velocity is,

N N
A=-——=—=N 12
AT ~ 1 (12)

The service velocity is the same one described by Equation Bl then

p:i:NeUQQ (13)
u
Further,
1 22
Tpp= 2= =~ (14)

Now, we can derive two conclusions.
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T'lP

Fig. 3. Comparison of Ty, and Ty..

Conclusion 1. T, < Ty, t € (0, P.).
Based on Equations [[0] and [I4], we can get the curves shown in Figure Bl
where

02
1 —2Nez
- 2

P, ~
1— Ne=

(16)

Figure[d shows that: if p locates in (0, P.) then, and if p locates in (P, 1] then
Tyr < Typ. That means when the network load becomes heavy (o 1), or there
are more customers (N 1), or both of these events happen, then P, becomes
smaller. That is when the above situation(s) happen, in a system’s view, Ty, is
less than T, but in practice, we hope that P, is close to time point 1, that
means we hope the resolver’s database update period is only a small part of the
whole time unit, because during [P, 1], resolver will focus on database updating,
therefore the performance of the service is poor. Based on the analysis, generally
speaking, in most of the time unit, (0, P,.), the performance of the requirement-
based probing algorithm is better than that of periodical probing algorithm; only
in a very small part of the time unit, (Pe, 1), the former performance will be
worse than the later.

Conclusion 2. Ty, < Tyyp.
If p =0 then T, = T,y. This is easily obtained.
If p > 0 then Ty < Ty
Proof:

p>0=-—-p<0

=1-p<l1
1
=>1<—
1-p
1
= -1>—-——
1-p
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o2 N 2
=1—Nez >1-— ez
1-p
1 1
= o2 < o2
1— Ne= 1*%67
Neo’ Neo”
: (72 < (7'2
1— Ne= 17%67
= T‘wr < Twp

This shows that T, is always less than or equal to T},,, namely the average
waiting time of the requirement-based probing algorithm is always less than or
equal to that of the period probing algorithm.

5 Remarks and Future Work

With the dramatic development of the Internet, anycasting will become an im-
portant part of forthcoming applications. Initially, anycasting was presented in
the network layer, and application-layer anycasting is a practical choice for many
current applications.

In this paper, we described the application-layer anycast model and the cur-
rent algorithms for the critical part of anycasting, namely how to decide the
“best” service server. We provided our requirement-based probing algorithm.
The analysis shows that: 1) The average waiting time for all anycast queries
of requirement-based probing algorithm is better than that of the periodical
probing algorithm. 2) Generally speaking, in normal network situations, the av-
erage time used in system for an anycast query of the requirement-based probing
algorithm is better than that of the periodical algorithm, except that the net-
work load is very heavy, or there are too many anycast queries, or both of them
happen.

Our next step is to perform simulations for both of the algorithms and try
to obtain further confirmations about the advantages of the requirement-based
algorithm. We will also try to explore the situations of multiple anycast resolvers
and the synchronizations among the resolvers.
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Abstract. Computer networks or distributed systems in general may
be regarded as communities where the individual components, be they
entire systems, application software or users, interact in a shared en-
vironment. Such communities dynamically evolve with components or
nodes joining and leaving the system. Their own individual activities
affect the community’s behavior and vice versa. This paper discusses
various practical experiments undertaken to investigate the behavior of
a real system, the Gnutella network, which represents such a commu-
nity. Gnutella is a distributed Peer-to-Peer data-sharing system without
any central control. It turns out that most interactions between nodes
do not last long and much of their activity is devoted to finding appro-
priate partners in the network. The experimental results presented have
been obtained from a Java implementation of Gnutella running in the
open Internet environment, and thus in unknown and quickly changing
network structures heavily depending on chance.

1 Introduction

Whenever autonomous individuals act in a shared environment, the emergent
interaction results in manifold relations between the individuals and/or groups
of individuals. Those relations and the associated behavior of individuals and
groups may induce structures to the groups. Such structures are commonly called
communities. The behavior of biological individuals, such as ants or bees, but
also humans has been widely studied in the social sciences [4]. Key findings
include that despite the largely varying (intellectual) capacities of individuals
and groups, a set of common characteristics for acting in a shared environment
still may be observed [9]. However, this usually depends on the specific knowledge
of the individuals and their time already spent within a community. Among the
characteristics identified, we find that,

— each individual can identify a few members of a community and may ex-
change information with them;
— there is no single individual who knows or controls the whole community;

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 84-[99, 2002.
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— some individuals may be more “intelligent” than others and have more
and/or better information;

— communities are often hierarchically structured with one or more outstand-
ing individuals.

Starting with just a few individuals (at least two), communities continuously
evolve. The resulting set of inter-related community members is generally called
the social network of a community. While the number of individuals in a commu-
nity can grow very fast, the single individual needs only little information about
other individuals to still be able to potentially interact with a large number
(or all) of the community members. The siz degrees of separation property [14]
illustrates this in the case of human communities. Moreover, communities are
often characterized by a highly self-organizing behavior. Insect collectives such
as ants or bees, but also physical and chemical systems composed of large num-
bers of individuals or particles interact locally and contribute thereby to global
organization, optimization and adaptation to the environment.

Computer networks or distributed systems in general may be regarded as
communities similar to the above examples. Most obviously, the Internet or
Web forms entities that can be characterized as communities. Many approaches
to define communities on the Web [6/8/10] are based on the use of existing
link patterns and they therefore lack the characteristic community properties to
adapt to the current context and to dynamically evolve. Implicit information [9]
13] other than link patterns are necessary to achieve this.

A number of applications have been developed which include in one way or
another the idea of communities on the Internet. Among those are Yenta [7],
an agent based system to find people with similar interests and to make them
known to each other, Freenet [5], an information publication system storing,
caching and distributing information on demand without any centralized control,
or Gnutella [2], a distributed Peer-to-Peer data-sharing system. In the Gnutella
system, a user only needs to know one (or several) other participants to join
the community. The mechanism to broadcast information (search for partners
or particular data) refrains from any central control: it is based on propagation
of messages from participant to participant. The community is highly dynamic
as participants can join and leave at any time without having to contact any
administrative unit.

In order to investigate the behavior of communities on the Internet, the
Gnutella system has been chosen for the research presented in this paper. The
system provides an ideal practical testbed because all the participating individ-
uals are unknown, no central control exists, and the community is sufficiently
large. In fact, the only common component is the communication protocol and
the core system behavior where each participant acts as a client and a server
at the same time while applying the aforementioned information propagation
mechanism.

The next two sections introduce the Gnutella system and protocol. In sec-
tion 4 we describe the Jtella platform used for the experiments which are pre-
sented in detail in section 5. The method applied for measuring the performance
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of Gnutella applications and the results observed are discussed in section 6 before
concluding with a discussion about the various experimental results observed.

2 Overview of Gnutella

Gnutella is a distributed Peer-to-Peer (P2P) application for the sharing of files
over the Internet. It was designed as a replacement for Napster [21] and has been
used mainly for the dissemination of multimedia files.

Each participant in a Gnutella network runs a program on his computer
that acts both as a client and a server as well as a router. Gnutella programs
are referred to as servents (SERVer+cliENT), nodes or simply clients. As a
client, the application provides an interface where a user can enter keywords
describing the files that he is seeking. The program then sends the request to
neighbouring participants who pass it on to their neighbours who do the same;
thus propagating it throughout the network. At the same time, clients check
to see if the request corresponds to local files they are willing to share and, if
so, they send back a response. File transfers are done via another route using
standard HTTP protocol requests.

The fundamental feature of Gnutella is that it does not rely on centralized
databases or proprietary software. It also tries to ensure a measure of anonymity.
As a result, it is resistant to both hardware failure and legal attack. The first
Gnutella application was released in March 2000 but it was officially available for
only a 24 hour period [2]. The basic protocol implicit in the original software is
quite simple and is now available on the Web [1]. Although, it has been reported
to suffer from performance and scalability problems [18], the Gnutella protocol
has resulted in a large number of implementations.

Initially, as a replacement for Napster, the Gnutella network grew exponen-
tially and this growth has been charted by several researchers [3]I7]. Available
data shows the network growing from around 1,000 nodes in November 2000
to over 40,000 in June 2001. Over this period, Ripeanu [17] found that over
400,000 different users had connected to Gnutella. In another study, a crawler
programme found over 1 million different host addresses in an 8 day period [20].
However, since the summer of 2001, the network has been steadily shrinking,
reaching an average of 16,000 users in January 2002 [3]. One can surmise that,
if the main interest in Gnutella was sharing of music, many users have switched
to more efficient specialised services such as Morpheus-KaZaA from MusicCity
which now claims to have over 300,000 simultaneous users [15].

As the first widespread decentralised and open protocol, Gnutella is worthy of
study. Its simple basic protocol also make it easy to use in experiments. Because
the protocol is not specifically oriented to a single application domain (like mp3-
encoded music), it is also easy to use Gnutella as a low level dissemination or
broadcast protocol upon which to piggy-back other applications — with specially
formatted query/response strings. Parallel private Gnutella networks can also be
set-up by the simple expedient of using private bootstrap host caches.



Experimenting with Gnutella Communities 87

3 Description of the Gnutella Protocol

Each participant in a Gnutella network maintains a small number of permanent
links to neighbours (typically 4 or 5). Search is done via flooding — a distributed
form of broadcast. Messages are sent to the neighbours who pass them on to
their neighbours and so on. The number of hosts which are contacted in this
way increases exponentially with each jump. In order to limit the potential data
explosion, the number of jumps is bound by a time-to-live (TTL) counter which
is decremented on each passing on. When the counter reaches zero, the message
is no longer propagated. Messages also have a hop counter to keep track of how
far they have come.

Gnutella provides also for some notion of anonymity. Specifically, queries do
not contain the identity of the initiating host. Instead, each Gnutella message has
a unique identifier (ID) and propagating hosts maintain routing tables keyed on
this ID which indicate from which connection a message arrived. Answers carry
the same ID and are returned along the same route as the query. The anonymity
is only relative because downloads are done directly without passing through the
Gnutella connections. The routing tables are also useful in preventing looping
and duplicating messages: if the ID of a query (not an answer) is already present
in the table, the message is seen to be a duplicate and is not propagated.

The Gnutella protocol is based on four types of messages (actually there is
a 5" type to deal with firewalls, but it is not pertinent to our discussion). The
messages come in pairs: one for the requests and one for the answers. The file
search pair includes:

Query — contains the user request as an unformatted string of keyword;

Reply — used by a host to return a list of matching files along with a short
description of each file as well as the Host:Port address to be used for an
HTTP download.

The next two messages are used to discover the addresses of participating hosts:

Ping — a request for host addresses;
Pong — a reply to the Pong with a Host:Port address along with extra informa-
tion about the host bandwidth and the number of local files.

According to the protocol, a host receiving a Ping should answer with its
own address in a Pong as well as forwarding the Ping to its neighbours. In
practice, to reduce overhead, a host which already has too many neighbours,
may pass on the message without returning its own address. Some hosts may
act as central directories. They do not propagate Pings; rather, they maintain
a cache of addresses they have received and return a small number of these. A
number of sites well-known to the Gnutella community act as directories and
this is how initial connection to Gnutella operates. However, any active host can
serve as an initial connection point.

! Note: in possible extensions of Gnutella to specialized areas, one would expect the
format and semantics of the Query request to be more tightly defined.
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Finally, the protocol gives details about the handshake to be used on initial
connection and suggests that Gnutella applications use port 6346 as the server
address. The other aspects of the functionality that we expect in any program
that accesses the Gnutella network either rely on other protocols or are left
unspecified.

4 The Experimental Platform

Our experimental platform is based on Jtella, a framework written by Ken Mc-
Crary [I1J12]. Jtella is made up of about 40 classes and 7000 lines of Java. It
manages the initial connection to the Gnutella network, the maintenance of a
specified number of connections and the routing of messages. An indication of
the ease of use is that simple applications to search or monitor traffic require less
than 150 lines of Java (on top of the Jtella Framework). Note that Jtella does
not cover the indexing of files, matching queries or media playing. Jtella served
as our introduction to the implementation of the Gnutella protocol but we took
the liberty of rewriting or modifying about 1000 lines mainly dealing with par-
allelism and synchronization. We also uncovered, reported [22] and bypassed a
Java bug: threads which are not started are not garbage collected.

4.1 Architecture of Jtella

The main building blocks of Jtella are: the Connection objects, the Router, the
Connection managers and the Host Cache. The architecture is shown in Fig. [I1
It is quite similar to that of LimeWire [19].

Pongs

‘ Connection

Recently 50 slots
‘seen H
messages g
; Connection
[Fiter | Router gl
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In/Out Connection

i Port 6346
Connection manager

Fig. 1. Servent Architecture

There is one Connection object for each connection. Each Connection acts
as a Thread to handle incoming messages and put them on a common message
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queue for the Router. Each Connection also has a second Thread with a message
queue to handle output messages.

The Router is a separate Thread. It takes messages off its queue, checks
them against a table of recently seen messages and, if they are not duplicates, it
places them in the appropriate output queues. The router tables are also used to
return answers. Queues are fixed in length: the router queue has 200 slots and
the output queues are 50 elements long. In general their occupation is less than
5%.

There are two connection managers whose job it is to maintain a specified
number of active connections. Initially, Jtella was set up to keep 4 connections
open: 2 outgoing and 2 incoming. If an incoming connection failed, the following
incoming connection would be accepted. If the number of outgoing connections
was below the specified level, for every missing connection, the outgoing manager
would launch 2 start-up threads to try to connect to new hosts. The current
version is more flexible in the split between incoming and outgoing connections.
By default, two slots are reserved: one incoming and one outgoing, but the others
can be of either type. When a connection fails, we launch two connector threads
and, at the same time, we accept incoming connections. If all connection attempts
succeed, we can temporarily have too many connections; but connections die
quickly and this excess capacity is short lived. On start-up, all connections are
necessarily outgoing but in a short time, as our address is made known through
Pongs, the rate of incoming requests increases to the point that most failed
connections are replaced by incoming connections.

To discover addresses of Gnutella participants, we send out a Ping whenever
we open a new connection, and we put the addresses from all Pongs received into
a cache. Because we receive many more host addresses than we can use, we limit
our cache to 200 addresses and discard the others. As will be discussed later,
most addresses that we receive are invalid. An important modification to Jtella
was the addition of a filter to weed out bad addresses. When the cache is empty
or low, we connect to well known host caches. These use the same Ping/Pong
messages as all other Gnutella nodes but their sole function is to store addresses
and redistribute them to later callers. Recently, this host cache function has been
partially delegated to the network and in many servent implementation, when-
ever a node refuses a connection request, it sends back a number of Pongs from
its host cache before shutting down the connection. Commonly, some servents
send back 10 Pongs and others 50.

5 Gnutella Measurements

An important characteristic of Gnutella is that performance for any one session
is highly dependent on chance. If a client happens to find reliable hosts early,
it will obtain a steady flow of messages. At other times, it may struggle to find
even a single permanent connection and it is not rare for identical servants run
in parallel to have 2:1 differences in performance indicators.
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Before proceeding to more exact measurements and tests, we present typical
output from two exploration experiments which show the difficulty in maintain-
ing connectivity and quantifying behavior.

5.1 Exploration Experiment I

Our principal measurement program named TestServent sets up a node with a
specified number of connections, routes messages and collects statistics. It also
prints out the current status of the node every 15 seconds. Typical output is
shown in Figure

sk kkrRR Rk RRRRRRk Fri Jan 04 10:01:33 EST 2002 #kkkkkkkkhhihhkkkkstsr
Traffic in: 84 msg/s.
Valid in: 22 msg/s.
Traffic out: 38 msg/s.

Msgs: Ping/Pong -> Que/Rep

OUT ( OK ) 1891: 335/998 -> 540/18 - cc652-a.plnfldl.com:6346
IN® ( OK ) 220: 71/76 -> 73/0 - ACB51A11.ipt.aol.com:6349
IN (temp) 1: 1/0 -> 0/0 - dmitry-pc4.la.asu.edu:47260
OUT (->? )  0: 0/0 -> 0/0 - 172.16.10.30:6355
IN (temp) O: 0/0 -> 0/0 - d15103.upc-d.chello.nl:2298
ouT (->? ) 0: 0/0 -> 0/0 - 24.45.210.203:6346
OUT (->? ) 0: 0/0 -> 0/0 - 62.70.32.25:6346
ouT (->? )  0: 0/0 -> 0/0 - 172.133.132.111:6346
Host Cache: 200 ==> Received: 2354, valid: 1116, used: 239
Threads: 59

- SocketFactory Threads: 38

Fig. 2. Partial Output of Program TestServent

The first lines show the average traffic since the previous printout. The first
thing to notice is that while 84 messages per second were received, most were
invalid (either duplicates or Pongs with incorrect addresses); this left 22 valid
messages which gave rise to 38 output messages.

Next, we see a snapshot of the connection activity. These are listed in the
order in which they were created. OUT connections are created by our client,
whereas IN connections were initiated by other hosts. For each connection, we
give a status code (i.e., OK), list the number of messages received (total then
categorized), and finally give the address of the corresponding host. In this test,
we were trying to maintain 4 active connections, but at this moment there are 8
connections with only two in normal operation (OK). The other 6 connections
are in various states of initialization or termination.

The first line shows the oldest connection, which has received 1891 messages
and has been in operation for about 25 seconds. Only 18 messages are replies to
queries. Typically, more messages are concerned with maintaining connectivity
(i.e., Pings and Pongs) than with searching for information.

The second line shows an active input connection. The indicates that
the connected host has responded to our Ping with a Pong reporting its public

Wk
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port number (6349). Of the other 6 connections, two, noted temp, are incoming
connections which we decided to refuse (probably because 4 connections were up
when they first arrived). We are keeping those temporarily open while returning
some host addresses and waiting for them to answer our Ping. The other 4 are
output connections in the process of opening a socket (->7).

The next line shows the state of the host cache. At present, it is full (200
addresses). 2354 Pongs were received but of those, less than half (1114) had valid
distinct addresses. This number is more than enough because only 239 were used
to open new outgoing connections or passed on to other nodes.

The last lines shows the parallelism (59 threads) required by Gnutella. It also
underlines a problem with Java 1.3 whereby a thread trying to open a socket
(our SocketFactories) may be blocked for up to 13 minutes before failing. In
this case, the 38 Socketfactory threads include 34 blocked threads in addition
to the 4 (->7) in the active list. The other 21 threads are involved in managing
connections and routing messages.

This brief look at Gnutella underlines a fundamental aspect of the network:
most connections do not last long and much of a client’s activity is dedicated to
finding replacements. In later sections, we will study this aspect more closely.

5.2 Exploration Experiment II

Figures[d and @lillustrate the stochastic nature of Gnutella. We ran two Gnutella
sessions in parallel for 45 minutes and monitored two parameters: the number of
messages received per second and the horizon, a measure of network size. More
precisely, every minute, we broadcast a Ping and then we tally all the answering
Pongs over the next 60 seconds.
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Figure B shows the input rate while Figure @l shows the horizon for the two
clients. Both clients attempt to keep 4 connections open. The graphs are quite
noisy but it is clear that Client B has done better than Client A. The average
message rate for B is around 180 compared to 120 for A.
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The random nature of operation is even more pronounced in the measurement
of the horizon. It is hard to believe that these results were obtained from two
identical programs run under identical conditions. This also shows the difficulty
in trying to estimate the size of the Gnutella network.

In what follows, we present the results from experiments designed to quantify
some critical aspects of Gnutella operation, namely:

— the validity of organizational information exchanged between nodes,

— the success rate in connecting to the network and

— the duration of sessions during which members actively participate in the
network.

The experiments are presented in historical sequence as we tried to elucidate
strange behaviour or make the implementation more efficient and robust. In all
cases, we present results from 2 or more experiments to give an idea of typical
behavior as well as variability. Although it is difficult to obtain exact meaningful
measures of performance, our results still lead to interesting conclusions.

Later on, in Section [f] we present an experimental protocol that we used
to overcome the stochastic nature of Gnutella in order to show the effect of an
operating parameter, the number of active connections, on performance.

5.3 Validity of Pong Addresses

Open systems must deal with information received from many sources of untested
quality. In the case of Gnutella, hosts depend on the Ping/Pong mechanism to
discover the addresses of participating hosts. Unfortunately, early trials showed
that many (if not most) addresses provided by Pongs are useless.

First, many addresses are duplicates. In experiments done around Oct. 16th,
2001, between 75 % and 88 % of addresses received were identical to addresses
already present in our cache of 200 addresses. In one trial with 2390 Pongs
received, a single address (32.101.202.89) was repeated 210 times. Fortunately,
a simple test can be used to eliminate a large proportion of duplicates because
about 25 % of addresses are identical to the one received immediately before.

Secondly, many addresses are “special” values (i.e. 0.0.0.0) which are obvi-
ously invalid. There are also blocks of Internet addresses which are reserved for
particular uses and make no sense in the context of the Gnutella network. One
example is multicast addresses but the most common problem results from hosts
operating on private internets with NAT (Network Address Translation) trans-
lation [16]. These use addresses (i.e. 10.0.0.xx) which have no global validity.
Table [l shows the results from 2 experiments where we collected and analyzed
all Pong addresses.

As a result of these experiments, we modified the cache algorithm in our
client to filter out invalid and repeated addresses as well as those already in the
cache. With these mechanisms in place, the data above shows that between 16 %
and 28 % of addresses are retained. Due to the limited size of the cache, not all
duplicates can be detected. The last line of Table [l — the results of off-line
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Table 1. Classification of IP Addresses Received in Pong Messages

Ezperiment A Ezperiment B

Total addresses received 7482 19484

Invalid addresses 2240  (30%) 7042 (36 %)
Repeated addresses 1432 (19%) 5298 (27%)
Already in cache 1696  (23%) 3978 (20%)
Retained 2114 (28%) 3166 (16 %)
Unique good addresses 1514  (20%) 1792 (9%)

analysis of all addresses received — shows the actual proportion of unique valid
addresses to vary between 9 % and 20 %. Even with this drastic filtering and the
use of a small cache, we normally receive many more addresses than we need.

Host Cache: 197 ==> Received: 59719, valid: 17489, used: 4145

5.4 Creating Sockets

Having filtered out invalid addresses, we then considered the probability of suc-
cess in connecting to hosts whose addresses we retained. There are several rea-
sons why a connection attempt could fail: the host may be too busy and refusing
connections, the application may have terminated or the computer been discon-
nected from the network.

As mentioned previously, threads trying to open sockets to unavailable hosts
remain blocked until the local system provides a timeout. In our set-up (Java 1.3
and Linux 2.2.17) this can take up to 790 seconds. In Windows environments, a
smaller time-out of 45 seconds was reported. This delay has been a major source
of inefficiency in both crawlers and servents; but the problem has been fixed in
Java 1.4.

In one 90 minute session, our servent attempted to connect to 2541 hosts.
Here is the breakdown of the results obtained and the average time to set-up
the connection:

— 31 %: success - connection achieved in 2.3 sec.,
— 20 %: failure reported rapidly in 1.7 sec.,
— 49 %: blocked, failure noted after 10 sec.

To study this phenomenon more closely , we created a Connection tester
(CTester) that takes a list of host:port addresses and tries to open a socket to
each — which it then closes without attempting to do a Gnutella handshake.