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Preface

Communities are groupings of distributed objects that communicate, directly
or indirectly, through the medium of a shared context. This conference brought
together researchers interested in the technical issues of supporting communities.

DCW 2002 was held in Sydney, Australia, and was hosted by the Software
Engineering Research Group and the School of Computer Science and Engineer-
ing at the University of New South Wales. It was the fourth in the DCW series,
the previous conferences having taken place in Québec (2000, LNCS 1830) and
in Rostock (1998 and 1999, University of Rostock Press).

The program committee selected 25 papers from 59 submissions from around
the world. Each submission was fully refereed by at least three reviewers, either
members of the program committee or other external referees. Reviewers were
selected to ensure they had the required expertise for the papers’ topics. Special
care was taken to avoid conflicts of interest by ensuring that if a program com-
mittee member was co-author of one of the submissions, then the paper would
be reviewed by program committee members or additional reviewers who were
not close collaborators of the submitting authors.

In addition to these papers, the proceedings begin with a fully refereed sum-
mary chapter, entitled Open Problems in Distributed Communities, which gives
an overview of the field.

This year, we were pleased to welcome as the invited speaker Philippe van
Nedervelde, CEO of E-SPACES (Belgium) and X3D Technologies (USA), who
gave us a fascinating presentation on Virtual 3D World Communities.

We would like to thank the members of the program committee and the
additional reviewers for the thorough reviews of the submitted papers, the au-
thors for submitting their contributions, and the authors of accepted papers for
their collaboration in preparing these proceedings. Special thanks goes to Blanca
Mancilla, the local arrangements chair, for all the work she did before, during,
and after the conference.

We are convinced that this conference series is very timely, and meets the
needs of many researchers interested in building networked communities. We
hope that you find the proceedings interesting and stimulating, and hope that
you will join us in Ulm in Spring 2004 for the next DCW conference.

September 2002 John Plaice
Peter Kropf

Peter Schulthess
Jacob Slonim
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Open Problems in Distributed Communities

John Plaice1, Paul Swoboda1, Jacob Slonim2, and Michael McAllister2

1 School of Computer Science and Engineering
unsw sydney nsw 2052, Australia

{plaice, pswoboda}@cse.unsw.edu.au
2 Faculty of Computer Science, Dalhousie University,

Halifax, NS, Canada
jacob.slonim@dal.ca, mcallist@cs.dal.ca

Abstract. The usefulness of the notion of distributed computation as a
mere collection of self-sufficient individuals, sharing little more than the
data on which they operate, is drawing to a close. With the introduction
of myriad differing platforms, wireless devices and interactive protocols,
the level of cooperation between participants must increase, in order for
work to be organized and effected, on the fly. Distributed communities,
literally groupings of individuals sharing a pervasive context, are a neces-
sary mechanism for resolving the general problem of the lack of efficiency
inherent in the rigid and atomic mode of cooperation which is the norm
in distributed systems today.

1 Introduction

Distributed communities are evolving associations of participants, be they peo-
ple, physical devices or software entities, mediated by a shared context. Having
such a context enables much richer and much more varied forms of interaction
than does point-to-point communication; as a result, distributed communities
form a new topology of networked computing that subsumes different compet-
ing topologies, such as client-server, Web-based and peer-to-peer.

The community-centric approach to computing is increasingly desirable. In
the last few years, there have been numerous conferences, workshops and journal
special issues on ubiquitous, pervasive, context-aware, location-aware, mobile and
adaptive computing. Communities offer an approach that answers many of the
general questions raised by all of these disciplines.

A community is a medium of collaboration that completely transforms the
participants involved; it is not simply a space for the random interaction of indi-
viduals. Through interaction with a structured community, instead of restricted
interaction between individuals, the processes of acquiring and disseminating
information are made simpler, more fluid, and ultimately, more efficient.

As an example, if the notion of distributed community is applied to the
software driving the devices used for automatic navigation of an automobile
down a highway, then the focus of a component’s operation changes: it is no
longer attempting to build a complete world view for itself; rather, the world
view is built collectively by the different components.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 1–9, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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This paper proposes that distributed communities are consequently neces-
sary ; they adapt and support ways in which we naturally communicate, rather
than having individuals adapt to the operation of individual technologies. For
inspiration, we begin with a brief discussion of communities from outside the
computing world. We then elaborate on three key aspects of community com-
puting: interactive context, persistence of interactions, and associated network-
ing issues. For each, we attempt to raise open questions that are still not fully
resolved yet, and suggest ways in which they can be approached. In addition,
we give a brief overview of the papers to be found in this volume, and show how
the research described therein is relevant to the problems outlined in this paper.

2 Distributed Communities in the Real World

Communities as a mechanism of efficiency are a naturally occurring phenomenon.
The eukaryotes, complex bacteria with internal division of labor (mitochondria,
nucleus, etc.), came to being billions of years ago through the creation of com-
munities of prokaryotes, simple bacteria. This development allowed for a much
more efficient use of energy and ultimately led to the development of multi-celled
individuals, literally cell communities, which are themselves more efficient in en-
ergy use and production than their precursors. On a grander scale still, we see
that the phenomenon of community has recapitulated as entire species of ani-
mals now naturally organize themselves into packs or herds as a simple matter
of survival.

This trend, with communities formed of cooperating individuals being more
efficient than the previous collection of randomly interacting isolated individuals,
has continued to today. For example, if we look at the development of the factory
in the last hundred years, it has progressed from the completely atomized world
of the Taylorist assembly line to the team work of Toyota’s car assembly line.
In the Taylorist model, caricatured in Charlie Chaplin’s Modern Times, each
worker on the assembly line has exactly one task, and when the line breaks at
some point, a new group of workers comes in to fix the line. In the Japanese
model, workers are grouped in teams and work together on much larger entities
(for example a motor rather than simply one or two bolts), and all are capable of
doing each other’s work; furthermore, if the assembly line breaks at their point of
production, they are responsible for fixing it. Factories using the Japanese model
of production are typically much more productive than the Taylorist model,
because they benefit not just just from the workers’ hands, but also from their
intellectual capacity, as manifested through their interactions and discussions.

3 Communities in Software Engineering

In the world of software engineering, the trend of increasing productivity through
the use of communities has been taken one step further with the open-source
concept. Thirty to fifty years ago, we focused on proprietary software for stand-
alone computers and on special-purpose programs such as operating systems
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and compilers. Now there are hundreds of open-source activities, including the
huge GNU, Linux, Gnome, KDE and Mozilla free software projects, which have
brought together thousands of programmers, documentation writers, Web site
designers, and others, to produce industrial-quality software whose bugs can be
corrected far more rapidly than using any other approach: both the projects and
the resulting programs are more flexible.

This concept can be extended further, from the cooperation of individuals
developing software, to the operation of distributed software itself. If we as indi-
viduals can reap benefit from interaction and cooperation, it seems only natural
that our software should be able to do so as well. Already, huge benefits have
been realized by employing effective communities such as networks of computers,
shared memories and multi-process distributed systems. Additionally, in mov-
ing from distributed objects to distributed (operational) components, more and
more meta-information is being added to enable the seamless integration and in-
teraction of components. We have reached a point where distributed community-
centric computing becomes feasible.

But just what is it that makes the community more attractive? Quite simply
it is the existence of a context, itself dynamic, shared by the members of the
community. The context is the set of shared rules and mannerisms, implicit or
explicit, common history, and so on, that mean that the members do not have to
continually rediscuss the most trivial details of interaction. For computing ob-
jects, the context can initially be considered to be a dictionary and/or universal
catalog, a set of attribute-value pairs shared by the members of the community.
As these values change, either through outside forces or through the actions of
the members themselves, all of the members can sense the change of context and
adapt their behavior accordingly with the dynamics of the interaction.

4 The Role of Distributed Context

A shared context is, in a nutshell, a framework for the creation and development
of communities. In other words, a community can be thought of simply as an
abstract logical association, based on interaction through a shared context.

One key element in the development of community is the idea that com-
munications must not be guarded, focused on a single protocol, and without
the potential for multiple participation. Many systems such as commercially
available publish/subscribe middleware systems approach this problem through
distributed messaging, but often end up (or actively seek to become) the only
means of interaction and the technology dictates the interactions. A shared con-
text must reverse this scenario and allow the interactions to dictate its content
or behaviour. The shared context must be used as a medium that directs and
negotiates for further communications.

In a sense, a context is the mutual state, the “present moment” shared by a
community, but, as with the universe at large, is clearly the result of an accumula-
tion of such moments. The context can act as both an object of the community’s
manipulation, and as a means of interaction. Thus, as members communicate,
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the context of their interactions grows, as does the community as a whole. Fur-
ther, if the context is used as a means of facilitating other communications
between participants, it is a given that structures for improved communications
will evolve within the context, making it a powerful, if not essential tool for the
coordination of general transactions within the community. In a grander sense,
the community’s entire mode of behavior (its culture), will evolve in the context.
This is perfectly analogous to the physical world, since our notion of culture is
generally that which is manifested through our interactions with one another.

Nowhere is a need for shared context more obvious than in wireless appli-
cations. In the wireless domain, the interaction of mobile devices with fixed or
other mobile services will inevitably require shared context, with well-known and
understood dimensions. Currently, this functionality is built into local transport
mechanisms, mostly notably in Bluetooth’s service discovery layer, but this is a
myopic approach to a context protocol that must have a near-ubiquitous scope.
The context should permeate not only the realm of interaction between devices,
but every layer of implementation within the service infrastructure, and certainly
within device software.

But wireless applications are by no means the only domain of application.
In the corporate, administrative and military worlds, the use of context can
be directly extended for the purposes of security: When the passive-protocol
approach is inverted, giving control over participants to the context between
them, bandwidth-intensive activities such as constant authentication become
much more efficient.

The emergence of communities from shared context can be thought of in
the same manner as the early communities of the Internet. These evolved not
just from the net, per se, but through specific services and protocols on the net.
These include the communities of Usenet, Gopher, MUDs, etc. In a shared con-
text, the same notion of communities would arise not from the context-sharing
protocol/network, but in the contexts shared by the network, and the applica-
tions that used them. Implicit in this idea is the notion that many communities
could exist within the same global context, their individual sub-contexts possibly
overlapping, or completely distinct.

While shared context is obviously essential to distributed communities, there
remains the question of how best to use it. While it is possible to have partici-
pant systems constructed entirely from context-sensitive languages, this is not a
necessity. Similarly, there is no requirement that participants use the context as
a primary means of interaction; the context simply provides for a useful medium
of cooperation or for developing further cooperation. Otherwise, we fall back
into the trap of protocol-focused behavior.

5 Common Infrastructure

In the presence of shared information, there is the question of managing this
information. This is no less true of communities or contexts. The management
goals of communities and contexts are different, though related. To be effective,
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all management must contribute to keeping the community centred on its self-
stated purpose and should be transparent.

Community management focuses on the individuals or devices that form the
community and how they can interact with each other or with the shared con-
text. One aspect is thus the management of the community membership, which
includes awareness of the community and individuals within the community,
ways to join and leave the community, ways (or expectations) to contribute to
the community, and respect for the privacy of individuals and their data in
the community. Membership management must also introduce new community
members to the existing context.

Another important aspect of community management is the interactions that
are possible that must be integrated into the context, whether facilitated by the
context or developed outside the context. These interactions can be between
communities (or sub-communities), between the community as a whole, between
individuals in the community, or with individuals outside any community. Dif-
ferent interactions can have different purposes that are best served by alternate
communication styles; they may be collaborative, informational, or social. At the
level of an individual in the community, the mechanisms used for the interactions
should be transparent. The individual should not be concerned with the devices
or capabilities of devices, or with the location or structure of the information in
the interaction.

Few, if any, communities remain static, and community management must
allow for evolution. The evolution may be based in the shared context of the
community or may occur independently of the context. The infrastructure that
supports the community should allow for these changes and provide ways for the
community to integrate the evolution back into the shared context or to adapt
the infrastructure easily. As with peer-to-peer systems, it may also be desirable
for individuals, sub-communities, or related communities to isolate themselves
from some aspects of the community’s evolution; this would need to be another
aspect provided by the infrastructure that supports the community.

In contrast to community management, context management focuses more
on the information that the community uses. This information can be from the
community as a group, from individuals who are willing to provide advice or
services based on their private information, or from legacy systems. Depending
on the community’s goals, protecting the privacy and access to the data may be
of vital importance to context management. Moreover, access to the data and
any such restrictions should remain as transparent as possible to the individuals
within the community.

Context management must deal with membership issues. In the case of con-
text, membership relates to deciphering what data or type of data is relevant to
the context and can be added to the context, and how the new data is presented
to or from the context. It could even be desirable for the infrastructure behind
the context to present the context in different ways according to the individual,
device, or relate context within the community, such as multimedia sources or
multimodal inputs. For this reason we consider the context to be pervasive.
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No successful digital community can exist without history. History, for exam-
ple, is what makes Usenet so useful, allowing the revisitation of content posted
since its inception. History is also one reason why the Web is best not classified as
a community, but as an infrastructural window to communities with persistence,
ranging from chat rooms to Web logs to Usenet portals.

With shared context, the current state is always accessible as the aggregation
of all dimensions with values. It is completely unreasonable to demand of a vast,
distributed context network that absolute persistence of all context changes be
maintained at all times. The performance limitations imposed by the overhead
of collecting, serializing and archiving this data would destroy the utility of
the network. Instead, in keeping with the independence proffered by peer-to-
peer systems, the onus of context persistence could be placed on the specific
community, and the community itself need not archive all of its own context
changes. Indeed, changes to the value of certain dimensions could be monitored
as indicators that a snapshot of some subset of dimensions be recorded. Certainly,
different communities would need to archive history in different ways.

With shared context comes the necessity to be able to secure and protect
the context. The notion of “security” often encompasses three separate aspects.
First, basic security covers the mechanisms used to keep information private such
as encryption algorithms or protocols. Second, privacy encompasses the policy
end, knowing what data can be shared based on the user’s desires. Third, trust
entails having the users of the system believe that their stated wishes are handled
appropriately or that the context information that they are presented with is
correct. These three issues are separate, and each has a role to play within a
community.

The technical aspects of context management will delve into mechanisms,
protocols, and formats for exchanging information between individuals to facil-
itate their interactions. Of critical importance for the shared information is an
understanding of if, how, or where this information is replicated. On one hand,
replication improves access and persistence. On the other hand, replication re-
quires consistency control. These issues are part of the concerns of distributed
database and multidatabase research, but each one presupposes the existence of
a transaction manager. With a dynamic environment such as the community,
centralized or well-known transaction managers may not always be accessible.

As communities evolve, so must their contexts. When a community evolves
outside of its context, the community is responsible for drawing the changes
back into the context, and systems that support communities should account for
this. When a community evolves within or through its context, changes to the
context may originate with the individuals, with a particular interaction that
characterises the evolution, or even with self-adaptations that are derived from
sequences of interactions.
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6 The Significance of DCW2002 Contributions

During the DCW2002 conference, several of the above research themes were
addressed, either explicitly or implicitly. In this section, we examine some of the
papers and relate them to the above discussion.

6.1 Position Papers

The position papers session was, as planned, very lively, with intense discussion.
It was intended that the authors present strongly held views, even if the technical
issues had not been fully resolved.

Bill Wadge (p. 10), with his paper ‘ “The Medium” is the Message’, presents
the views that most closely correspond to this work’s theme: what defines a
community is the pervasive shared context or medium; in his paper, he shows
that to properly address this theme will not be easy, since both mathematics
and software engineering have, through the years, done their utmost to empty
the medium.

Gavin Brebner et al.(p. 15) address the problem of how to access user
profiles, while securing privacy, to configure devices that are not continuously
connected to a single, centralized server. This is a special case of a much more
general problem with real communities, which are, in practice, never fully nor
permanently connected.

Holger Christein et al.(p. 24) and Rima Saliba et al.(p. 35) develop adap-
tive models for two key issues for all communities, respectively, presence aware-
ness and security. We believe that the context should inform both of these, and
that the behavior of each of them should depend on the context.

6.2 Adaptive Networks

Adaptive networks are a special case of community-based computing, a self-
configuring medium of interaction. In this section, several papers show that
having adaptive networking substantially increases the overall throughput.

Xueyi Wang et al.(p. 42) present a Site-based Reliable Communication Pro-
tocol, where the member sites of a collaborative system dynamically choose how
to communicate with their neighbours. Yoon-Jung Rhee et al. present two algo-
rithms for differentiated Web service; one is based on high- or low-grade service
(p. 54), the other on Web server logs (p. 64); in both cases the throughput is
increased. Shui Yu et al.(p. 74) focus on application-layer anycasting for IPv6,
and show that a requirement-based probing algorithm improves results. These
are just a few examples that show that if we can consider the activities of a com-
munity’s participants, then the entire community’s actions can be optimized.

Jean Vaucher et al.(p. 84) take a different approach. They examine the
possibility of using a free peer-to-peer distributed system as the basis for an
informal distributed community. Their experimental results are negative, which
continues to suggest that only by using an explicit context can communities be
formed and held together.
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6.3 Collaborative Systems

Collaboration is at the heart of the community-based approach. The papers in
this section, although they do not all use an explicit context, give a number of
examples of comprehensive views of a distributed system developed and shared
by the participants of the system itself.

Tim Moors (p. 100) presents a mechanism to enhance interactive group
audio with a control channel, used for speaker identification, feedback and turn
taking. Alberto Morán et al.(p. 113) show how the use of collaborative spaces,
with specific services tied to these, facilitates collaborative writing. Both of these
examples use a context to bind the community of speakers or writers together,
as well as to enhance their interaction.

The other papers focus on the technical means for ensuring compatibility
of the differing views of the participants in a system. Liyin Xue and Mehmet
Orgun present two papers (p. 125 and 138) on the intricacies of managing
inconsistency in the actions of the participants, and how to reconcile the differ-
ences.

Two papers give rule-driven approaches to defining software agents. Murthy
and Abeydeera (p. 151) present a specific algorithm for e-marketing negotia-
tion; Morad Benyoucef et al.(p. 165) give an experimental study of different
negotiation strategies, simply by modifying the interactions between the agents.

Finally, Theodore Chiasson et al.(p. 182) present an approach to managing
distributed information in a process-oriented peer-to-peer environment without
relying on a centralized transaction manager.

6.4 Languages for the Web

Language — and communication in general — is the most fundamental com-
ponent of community, since how we can express things transforms what is ex-
pressed. At the same time, the act of communication alters the participant, and
the community’s context transforms communication. One would therefore expect
language development to focus both on content and context.

Two papers focus on improving Web-based 3D support. Guillaume Potard
and Ian Burnett (p. 193) define a markup language for encoding 3D interac-
tive audio scenes. Boon-Hee Kim et al.(p. 204), take a different tack, extending
VRML to a real programming language, with database support, for program-
ming Web-based 3D-objects.

Dieter Fensel (p. 215) relates the history of developing a logical metadata
framework for defining the Semantic Web; this turns out to be have been an
arduous task, since it is difficult to express anything without referring to the
context. Ioannis Kassios and Monica Schraefel (p. 228) take the opposite
approach, and focus explicitly on the context, presenting a new language for
defining context-aware hypertexts.
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6.5 Adaptive Distributed Systems

Any successful community must be able to adapt to changes in working condi-
tions. This section’s papers give examples of distributed systems that adapt to
a number of different kinds of change.

Tim Mansfield et al.(p. 240) present a Social Portal, a series of Web pages
— along with the related infrastructure — that are presented in a different order
depending on the recommendations of the people viewing them. Till Schümmer
(p. 253) looks at a similar problem, this time for building communities at Web
shops, while Seng Wai Loke (p. 266) focuses on the services that might be
enabled as a user is moving from one location-based e-community to another.

On another level, Anthony Howe and Mantis Cheng (p. 278) show that
several redundant video sources can be used to ensure quality of service to
many users, even under serious network perturbations. Finally, Peter Rigole et
al.(p. 291) look at integrating a number of devices in an automated home, so
that the result is coherent.

7 Conclusions

Distributed communities are the next natural step in the development of dis-
tributed computing. Supported by an active and pervasive context, the partici-
pants are able to interact in much more efficient ways than they could using a
simple atomistic view of computation.

However, for distributed communities to become widely accepted, much work
will have to be undertaken, at all levels. At the conceptual and implementation
levels, it may well be that a few ideas and primitives suffice to enable an im-
pressive infrastructure; consider, for example, how just HTTP and HTML were
sufficient for the development of the Web. However, at the social level, in the
sense of our interactions with computing devices and with each other, the im-
plications are still difficult to grasp.
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Abstract. It is our position (following Plaice and Kropf) that mathe-
matics and software engineering does not provide a very good basis for
understanding communities. These formalisms are necessarily influenced
by a mechanical, atomistic outlook which sees collections as arbitrary
assemblages of self sufficient individuals communicating point to point
in a vacuum.
I suggest instead that ideas of Marshall McLuhan provide a much better
starting point because they give a central role to the medium by which
the members of a community communicate. Furthermore, I argue that
the phrase “the medium” should also be interpreted in the sense used in
(say) biology, as a nurturing extended substance (a plenum) which fills
the space between the individuals and to some degree permeates their
interiors.
Finally, I argue Swoboda’s context server project can be understand
as realizing Plaice/Kropf “intensional communities” by formalizing and
implementing a nurturing medium which permeates the (software used
by) each community member.

1 What Is a Community?

It goes without saying that DCW work requires an understanding of what exactly
is a community. However, this question is not one that can be settled formally,
because communities inherently involve people. A Web community is a kind
of embedded system, but with people rather than processors on the inside. To
understand communities on the Web means some understanding of pre-Web
communities, which can be traced back to the very origins of mankind.

If DCW ever decides to adopt a patron saint, I nominate Marshall McLuhan,
the late Canadian media theorist [1]. It was McLuhan, of course, who coined the
term (electronic) “global village”. It’s easy to forget that when he introduced the
concept, in the sixties, the Internet did not exist, the first few communication
satellites had only just been launched, and most television was still black and
white. It was only thirty years late, with the arrival of the Web, that we can
understand just how well he grasped the true community-building nature of
electronic media.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 10–14, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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But more generally, he was among the first to understand the real importance
of media in general, to state clearly that media are not just passive conveyers of
messages. He argued convincingly that the media can play a vital role in deter-
mining the nature of society. McLuhan had communication media in mind, but
the principle is equally valid for more solid forms of exchange, such as physical
transportation.

The development of the automobile industry throughout the twentieth cen-
tury provides a striking confirmation of McLuhan’s theories. They were originally
introduced as an alternative to the horse and buggy, and the first customers were
typically well-off doctors. Then farmers used trucks to bring produce to market.
A few decades later the auto industry was central to the economy and the net-
work of paved roads permeated the whole continent. During WWII internal
combustion engines made possible the large scale destruction of cities, and then
caused them to be rebuilt along new designs (suburbia, freeways, shopping malls
etc). The very nature of modern society is embodied just as much in the car/road
system as in the presumably more important homes, schools, and factories which
this system connects.

2 Communities in Mathematics and Engineering

It’s useful to contrast the McLuhanite view of community with analogous con-
cepts in mathematics and engineering.

The corresponding mathematical concept is the set. Sets seem simple to us
now, but the current notion took many centuries to evolve. A modern set is an ar-
bitrary collection of mathematical objects, and it is the very arbitrariness which
proved difficult to master. The elements of a set may have nothing in common,
other than the fact of being . . . elements of the set in question. Furthermore,
there is nothing which holds them together, other than the curly parentheses
which fence them in. This may sound more like social science than mathematics,
but in fact many serious (and precisely formalizable) foundational issues can be
understood as symptoms of the ‘unnaturality’ of the arbitrary set. The Axiom of
Choice is the main formal assumption which assures the existence of such an ar-
bitrary set, and it proved to have many surprising and unpleasant consequences.
Tarski and Banach, for example, used it to prove that a sphere can be divided
into a finite number of parts that can then be reassembled into two spheres - of
the same size [6].

Of course, I accept that mathematics is indispensable in the effort to build
and understand Web communities. But mathematics alone is not a reliable source
of insight into the real nature of communities. It only works because, over cen-
turies, it’s been purged of these aspects.

Computer scientists have also produced notions analogous to community, in
several application — in particular, the OO paradigm and in abstract approaches
to concurrency. These artificial communities are more realistic than the abstract
sets of mathematics, because they are dynamic — they carry out computation
and communication. But they still share with mathematics the basic atomistic
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assumption that a community is the sum of isolated individuals. Plaice and
Kropf [4] point out that the OO paradigm involves atomic, self sufficient in-
dividuals sending atomic messages in a vacuum — that “there is no context;
outside the objects there is nothing”.

The current concurrency models make exactly the same atomistic assump-
tions. Robin Milner, in his Turing Award lecture [2], admits shared memories
(a rudimentary form of context). But they are treated as just another process,
so that the model is strictly peer-to-peer. He thereby excludes an all-pervading
medium (a plenum) with properties essentially different from those of an atom.

3 Humans as a Paradigm

Where can we find paradigms for human communities on the Web? The best
source is off- or pre-Web human communities, and McLuhan’s work is an excel-
lent starting point. But there is another paradigm, literally under our noses: the
human body itself.

I invite any reader who knows even a little of both anatomy and software
engineering to reflect on the design of the human body. The body’s design,
by traditional engineering standards, is very poor indeed. To some extent, it
is modular - the body is composed of organs - but in many ways it violates
information hiding and separation of concerns. An individual organ may have
several distinct purposes (like the bones, which provide the basic framework but
also generate the blood supply). Some tasks are shared by a number of organs,
and others (such has heat regulation) are distributed throughout the body and
are not the responsibility of any particular organ.

More significantly, every organ in the body is permeated by at least one of the
body’s many systems. The blood supply enters every single organ and even (via
cell membranes) inside individual cells. The nervous system also spreads through
most of the organs. In a sense, if we regard the body’s organs as modules, their
interfaces are anything but narrow.

The body is literally much more than the sum of its parts, because these
systems are not really separate parts. They are media which weld the parts to-
gether, nourish them and allow them to communicate. The body is a community
of organs and the nerves and blood vessels are its highways and Internet.

Moreover, the human body itself has evolved to function as part of larger
communities. Human languages allow much more effective communication and
sharing than anything found in the animal world. But all man’s other senses
are well adapted to communal activity. In the words of McLuhan’s teacher and
collaborator, Walter Ong [3, p.325]:

The openness of living things is most spectacularly evident in man.
Through his respiratory, transpiratory, and digestive organs as well as
through his senses, man interacts, as do lower forms of animal life, with a
great deal of the world around him. But man’s interaction goes infinitely
further. Through his intellect, man is open to absolutely everything,
though he may have trouble making contact with it all, and indeed will
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always be far from such an ultimate achievement. Man is the most open
system we know of.

Humans are most of all open, in the final analysis, to other humans; but, for
the most part, not directly. They are open to the various media (the air, food,
sound, speech, vision, ideas) which hold human communities together.

4 Contexts as Media

My position is that one of the main challenges facing the engineers who build
infrastructure for communities is to design machines (computers, software, net-
works etc.) which further the members-in-a-medium model. The challenge lies
in the fact that machines are, by default, mechanical: they are the sum of their
isolated parts. The task is not impossible; for example, the Internet has evolved
(and not mainly by design) to resemble more and more the blood and nervous
system of the human body. The tendrils of the Internet are rapidly penetrat-
ing every area of human activity. With the emergence of wireless networks, the
Internet will literally physically permeate human society and even the human
body.

For those producing software to support distributed communities, the goal
is to make the applications as far as possible open/permeable like the people
who use them. This, I suggest, is the best way to understand Plaice and Kropf’s
“intensional communities” and the related tools.

Programs in an intensional language (such as ISE) execute in a context (pos-
sible world) which originates outside the program yet, by default, permeates all
the components of the program and is available on demand at any point. Inside
ISE, components can alter the context and so use it as a kind of bloodstream to
coordinate widely separated activities.

The aether server project of Swoboda, Plaice et al [5] (still under develop-
ment) can be understood as supporting the same kind of intensional medium
outside any particular program or machine. (In my experience, the technical
details of [5] are clear enough but people have trouble understanding the real
purpose. I hope this paper helps.) The aether server is essential infrastructure
for supporting the intensional model. In fact, if McLuhan is correct, this medium
is the real message of the intensional communities project.
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Abstract. This position paper outlines our vision for a world of user
devices not continuously connected to the Internet. Our first concern is
to ease the usage of these devices by adapting their services to the user
with data from a local profile. Maintaining the privacy of these user data
is a major requirement that impacts all the work we do around collecting
and exploiting these data. A major problem is to ensure the visibility of
these data in a volatile environment.

1 Introduction

As Internet users, we provide personal information to a growing number of ser-
vice providers with little or no control over its usage, and no means to properly
track subsequent access of this information. Some companies have recently made
announcements proposing to handle our personal information centrally, offering
the possibility of a unified repository [1], but raising additional trust and privacy
concerns [2]. We have chosen to investigate an alternative to this trend by stor-
ing personal information on client devices, increasing the possibility of putting
the user in control of his or her personal information.

HP Laboratories Grenoble is working on communities of end-user devices
that are not continuously connected to the Internet. A community of end-user
devices denotes appliances that are able to aggregate spontaneously to offer
personalized services to the user. In this paper, we identify some of the problems
that arise from using multiple devices to help end-users. We propose a layered
software approach to remove complexity from the user and we identify the data
availability and privacy issues caused by the volatility and mobility of such a
community of end-user devices.

2 Position – Constructing the Vision

We work towards a vision of a human being who is helped by client devices
that act as interfaces into the digital world. These devices collaborate with each
other, and use dynamic aggregation to maximize the functionalities available to
the user, while keeping the user experience as natural as possible. We meet two
difficulties in trying to insure this desired simplicity: First, the environment of
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these devices is fundamentally dynamic: devices arrive in a community, inter-
act with others, and leave. Second, personalized services require an important
amount of information about the user and its environment. There is therefore a
certain amount of work to do to create the desired illusion of simplicity for the
user.

The notion of context is fundamental to our vision: it permits actions to take
place with only minimal user interaction, and without the user being required to
be knowledgeable of all aspects of a system. An important aspect of simplicity
is reducing the amount of information a user needs to know. The context data
is basically composed of all the information gathered to compensate the illusion
of simplicity for the user in order to enable personalized services.

Personalization is still very much seen as a vertical, application driven, ac-
tivity. Efforts towards more horizontal distribution of information, a.k.a. “inter-
mediatory services” have led to centralized, web-based information services. In
contrast, our main concern is to make the contextual data available to chosen
devices that are mobile and volatile. This guarantee on availability is not the
only constraint: we must also guarantee privacy and some kind of consistency
on these data.

Section 3 presents the model that drives our vision. Section 4 details the
architecture we are proposing to implement the problem. Section 5 presents the
issues we are facing regarding contextual data management. Finally, Section 6
presents relevant experiments we did that give us confidence in our vision.

3 Model – The Personal Data Store

We present contextual data as a single complex data structure managed auto-
matically by the user devices regarding change in the environment. The figure 1
illustrates the model centered on user.

Fig. 1. Personal Data Store
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Contextual data is kept in a personal distributed data store running on user
devices. Three components interacts with this data store:

Sensors: produce raw data on user and environment
Agents: compute inferred data on behalf the user
Services: access user data to help improve user experiences

Inferred data are calculated from raw data: agents installed on one or more
devices are capable of analyzing the raw data, and transforming it into infor-
mation and knowledge. Raw GPS coordinates, for example, can be stored, and
then used by a specialized agent to generate information about the likely envi-
ronment (at work, at home) providing the agent is available. We envisage the
generation of such information as being a permanent, dynamic process, with any
data changes being reflected as quickly as possible by updates to the generated
information. We see the role of information generation as being done by agents
rather than services, as it will often require detailed local knowledge of the envi-
ronment, and be a highly personal, and therefore private operation. These agents
may, of course, be supplied by a service, and / or make use of local services as
appropriate.

Our vision differs from Microsoft’s .NET, where all such data is stored on
a central remote web service. However, we expect to work in parallel with such
systems by linking data in remote data stores with that in the local personal data
store, and by permitting services direct access to the personal data store where
possible. We see access to personal data without passing through a centralized
web service as a critical privacy protection measure. It is also vital if data is to be
available even when a permanent high-performance connection to the Internet
is not available; as we envisage locally available services and applications, this
is important.

The Personal Data Store has several responsibilities towards context data:

Unified view: It presents a common input / output interface for data. Thus,
“sensors” that can interact with the appropriate API can be easily integrated
into a (potentially) complex system.

Compartmentalization: The personal data store acts as an enabler for the
distribution of data, if this is appropriate for the particular application.
Parts of the system outside of the data store do not need to be aware of
distribution.

Storage management: The personal data store is an ideal place to cache data.
Caching may be required for performance, or simply to cope with intermit-
tent connectivity.

Access control: Personal data must be protected from abuse. The use of a
common store is an enabler for the application of privacy protecting tech-
nologies.

Trust management: As devices are there to help the user, it is important to
build a relation of trust with him or her, and for the device to have all the
data necessary to be useful. In turn, Devices will have relationships with
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other devices. We qualify these relationships with trust levels. Friends can
be considered trusted entities that will collaborate fairly with the device,
relations will be descended from the same source, and may share certain
basic characteristics e.g. adherence to certain protocols.

The personal data kept in the data store can be used in a number of ways to
enhance the user experience. We envisage two solutions here: standalone agents
located on client side on one hand, and adapted services, located remotely, on
the other hand.

3.1 Personal Assistant Agents

Our agents guide a user by providing hints and assistance. Access to relevant
knowledge of the local environment is key; such agents need to know the mean-
ing behind terms such as “here”, “at home”, “my PC”. We envisage such agents
being located on any device appropriate for the task in hand, or being made avail-
able on the fly by other devices or services. Examples of the use of personal assis-
tants are proxies for e-commerce, information searches, device trouble-shooting,
and messaging.

3.2 Services That Use Personal Data to Be More Effective

More conventional web services will exist. These services may be available across
in the Internet, or may be available more locally on a device accessible within
the local ad-hoc network. These services will have means of accessing personal
data on users to be more effective; the client device may provide information
when calling the service, or the service may in turn ask for information from an
information source. That source may be the calling device. Web services will be
able to offer the advantages arising from the centralization of multiple requests,
but at the expense of reduced user privacy, as data is exposed to a third party.
Web services and personal assistants may well inter-operate, with the personal
assistant acting as a front end to a service, guiding the user in the choice of
service, and limiting the exposure of data.

4 Proposal – A Layered Software Approach

We have structured the problem in three layers. Each layer implements several
mechanisms with explicit responsibilities. The figure 2 illustrates this architec-
ture:

We call the lower level that sits on top of the transport layer, the “Aggrega-
tion and Connection” layer. This layer ensures communication between remote
“objects”, i.e. executables, services, etc. Our intention is that this layer frees
the layer above from the burden of managing references: for example, it avoids
blocking when accessing a data from a resource that just moved. We also imple-
ment in this layer fallback mechanisms that define alternatives when a resource
fails.
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Fig. 2. Multi-layer application model

The intermediate layer called here “Context Data” layer implements the basic
mechanisms for accessing consistently the context data. It provides a unified
view to the data, and standard handles to access and modify it. It implements
compartmentalisation, access control, and privacy protection. It provides storage
facility, such as caching.

The upper layer, namely the “Context-Aware Application” layer, is respon-
sible for using the data, for example for improving accessibility for the user. It
may be implemented by applications facing the end-user, or by stand-alone ser-
vice used by other “simple applications” through the aggregation and connection
layer.

In the remainder of this document, we detail the functionalities and imple-
mentation challenges that derive from this architecture.

5 Context Data – Availability and Privacy

The contextual data is heterogeneous by essence; it may have multiple different
repositories (i.e. local on device, local in the community or remote from a web
service). The interface to the proposed middleware does not make this explicitly
visible, although meta-data may be used to influence the distribution of data.
Figure 3 depicts several types of data to illustrate situations.

Due to the ad-hoc nature of the device community, and the likelihood of fre-
quent disconnections, the contextual data updates introduce tough consistency
issues [3]. We face a well-known problem of trade-off between consistency and
availability. In presence of network isolation, it is not possible to enforce strong
consistency between operations on data. We need basically to relax some of those
idealistic requirements: anytime availability with strong consistency. A loose co-
herence, such as proposed in the shared memory system Munin [4] is a good
example of how to tackle this issue for migratory objects.

The “Context Data” layer is responsible of this issue. It relies on the proper-
ties offered by the infrastructure middleware: We have chosen to consider initially
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Fig. 3. Types of Personal Data

that it offers a strictly coherent model for distribution across multiple-clients,
and have taken an approach to trust that restricts the permitted location of
data items based on data sensitivity, device capabilities, and a user-specified
trust policy. This allows us to deal with the heterogeneity of device security ca-
pabilities. The implementation of these models uses a coherence protocol based
on a write invalidate protocol with dynamic and conditional caching rights.

The “Aggregation and Connection” layer provides an abstraction for remote
data access and invocation of remote objects. In other words, it considers all
remote objects as abstract references that are always connected and identifiable.
In order to implement it, we rely on classical “object brokering” mechanisms
to abstract references to data and executables. The necessary infrastructure to
implement these mechanisms is fully decentralized to cope with the volatility of
our network of personal devices: the community implements a kind of collab-
orative and dynamic assignment of infrastructure functions. This connectivity
middleware provides also a limited support for resilience: in case of a failure,
it will be able to detect the alea using failure detectors and use a fallback as
an alternative for the missing function, according to a fallback policy. The in-
frastructure present on all devices will transparently manage these “fallbacks”
according to events, and relieve the layer above of this task.

6 Previous Experiments

We have recently prototyped pieces of the vision that helped us have confidence
with the whole picture.

A first project called VAL (Virtual Assistant on-Line) [6] aims at simplifying
the PC user experience to get in touch with PC related web services such as
an accessory service or driver service. Basically, the application runs on a PC
as a local web service. It makes use of two sensors: a PC sniffer that provides
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information about the local system and a service manager that maintain the
list of available services. Users can submit requests in natural language to this
Assistant application. The Assistant interprets the request and manages to put
the user in touch with the relevant service using data exposed by theses sensors.
This is a good example of client side personalization that simplifies the user
experience.

Fig. 4. VAL architecture

A second project called ICE (Instant Conferencing Enabler) aims at sim-
plifying document sharing for the mobile worker visiting conference rooms and
colleague desks. Mobile users devices such as PDA make use of two sensors from
the HPL Cooltown project [5]: a beacon listener that gathers location signals
(URL of a place web page), and a presence manager that exposes entities pro-
file (URL of a user web page). A Service Broker application on the corporate
Intranet has some information about the corporate environment of multimedia
devices. When visiting a place, the mobile user device detects the location sig-
nal. A client application running on the mobile user device, namely the Place
Walker, is able to submit queries to the infrastructure Service Broker. These
requests automatically include contextual data (the user profile URL and the
location URL).

The Service Broker makes use of this information (listed in the web pages) to
respond to the queries with the relevant personalized service agent. This is a good
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Fig. 5. ICE principles

example of context-based service brokering that simplifies the user experience
as well.

Regarding the model, VAL and ICE personalized services do not use a com-
mon data store to get contextual information, but rather directly make use of
well known sensors. The impact of these service was huge on users that loved
simplicity. These experiments showed us confidence about the vision and the
architecture we are proposing centered on a unified context data layer to enable
simplicity both for user and service providers.

7 Conclusion

We have outlined our vision for user-centered device communities, indicating
the direction of our current research towards this vision. We have prototyped
applications that make use of context data to improve the user experience, while
guaranteeing privacy through a sandbox model. On the data layer, we have
prototyped a component that enables transparent access to profile data, as well
as caching. We are planning to integrate these components into a distributed
environment based on a lightweight and implementation of CORBA to be able
to cope with the problems of mobility and disconnection.

We still are improving our consistency model: strict consistency is not envis-
aged, and we still work on finding a good relaxed consistency model. The other
difficult issue for us to solve is the integration of a trust mechanism in our data
manipulation: we look for a trust model which is both powerful enough to handle
everyday problems for the user and still simple enough to be compatible with
our disconnection and consistency issues.
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Abstract. A wide range of distributed application scenarios require
presence awareness. Examples include computer-supported collaborative
work (CSCW), collaborative browsing, chat-/audio-/video-conferencing
Systems, e-commerce, tele-teaching, to name only a few. Presence aware-
ness provides information like the location, idendity, activities and the
neighbours of someone or something who or which is present somewhere.
In this paper we introduce the entities involved in a general purpose
model for presence awareness. The goal is to provide the necessary ser-
vices to the various applications that make use of presence information.

1 Introduction

Currently there are already a lot of applications which need presence aware-
ness information and in the near future there will be more. Well known today’s
application areas are messengers like from AOL, Yahoo or Microsoft, CSCW ap-
plications or virtual 3D communities like Activeworlds. Future use cases could
be location based services in the area of mobile phones like friend finder or appli-
cations which coordinate a fleet of vehicles [1]. Other examples are collaborative
browsing environments [2] or e-shops enriched with presence awareness informa-
tion [3] to name only a few. What all these application scenarios have in common
is that they are in need of presence awareness. But up to today there is no general
purpose service available which delivers such kind of information. Each applica-
tion implements its own proprietary solution which extends the time necessary
to develop such kind of software and raises the costs. In this paper we introduce
a general purpose model for presence awareness which might be the basis for
development of a belonging general purpose presence awareness service.

2 Entities Involved in the Model

We will give a short definition of the entities involved in our model. The en-
tities presentity and watcher have initially been defined by the IETF [4]. Our
definitions may differ in details from those in [4].
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2.1 Location

A location is a virtual or a real place where someone or something is located at
or is present. Examples of locations in the virtual world are documents (HTML
pages, text documents, . . . ) or hosts. In the case of a document, being present
might mean that someone has opened a document. Locations can be specified
here by using e.g. URLs. In case of hosts, being present could mean someone
is logged on to the host. Locations in this case can be specified by using IP
addresses, maybe augmented by a port number. A higher-level abstraction with
location flavor might be a chat room. Examples of locations in the real world
are postal addresses or GPS coordinates.

2.2 Presentity

A presentity is present at a location. Each presentity has a unique identifier. In
the real world a unique identifier could be the postal address of someone. In the
virtual world a unique identifier could be of the form user@domain. A presentity
needs not to be of flesh and blood but may also be a running program, maybe
a bot or a user agent. Like locations a presentity provides presence information.
It is represented as a tuple in the following way:

PI = {PD, L, S}
PD = {P, D}

Whereby P is the presentity to which the presence information is associated. D is
a discriminator between multiple instances of the same presentity. A Example
of use could be a user who logs on simultaneously to a CSCW Application or has
several browser windows opened. In this cases the term session or user session
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is often used. So PD can be interpreted as a user in its session. L is the location
where the presentity is present. S is the current state of the presentity. Exam-
ples of state information of a presentity are “online”, “busy”, “idle”, “reading”,
“locking line 10 of document”. Being present somewhere does not necessarily
imply being available. Someone may participating in a meeting and do not want
to be disturbed maybe by a phone call or by a secretary. Thus this person is
present in a meeting but not available for people not participating. The state of
a presentity might provide information if a presentity is available or not. Many
application scenarios need not only presence information but also the informa-
tion whether a presentity is available [5]. State information of a presentity may
change very frequently, so it is transient. State information can be a tuple itself,
e.g. S = {“do not disturb”, “sleeping”}.

We define the following relationships between presentity, discriminator, ac-
tivity and location (to simplify matters we omit the discriminator in the textual
explanations ):

– States are always bound to a presentities present at locations. It means that
only a presentity present at a location can have a state.

– multipresence and multilocality: A certain presentity can be present at more
than one location at the same time and at a certain location there can be
more that one Presentity present at the same time:

(PD)t ← n : m→ Lt

– multistate: A presentity at a location can take more than one state at the
same time and a certain state can be taken by more than one presentity,
present at a location at the same time:

(PD, L)t ← n : m→ St

This means that a certain state can be taken by different presentities present
at the same location at the same time as well as a certain state can be taken
by the same presentity present at different locations at the same time.

In addition to presence information associated with each presentity it may
have properties assigned. In contrast to state information which is transient,
properties are persistent even across sessions. Examples of properties could be
the e-mail address of a user, the endpoint of a users video conferencing system
or a video codec which a workstation is capable to receive.

2.3 Watcher

A watcher is interested in presence information. There are different ways a
watcher can get this information: First a watcher can fetch presence information
once. In this case it gets a snapshot of current presence information. Second a
watcher can poll presence information at regular intervals. Third a watcher can
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subscribe to presence information . In contrast to the prementioned possibilities
it only gets notification (and each time) presence information changes.

A watcher can take the role of a presentity at the same time and vice versa.
In many scenarios this is the normal case. Like for instance in a collaborative
browsing application where each participant is present at some web page (or web
site) and at the same time interested in who else is present there.

2.4 Vicinity

A vicinity is a set of locations which are adjacent in terms of awareness. It means
that each two presentities which occupy any two locations within a vicinity
are always aware of each others. Presentities (or actually presentities who take
also the role of a watcher) are only aware of each others if they are within
the same vicinity. Note that a vicinity need not be symmetric meaning that if
“presentity p1 is aware of presentity p2” this does not imply that “p2 is aware
of p1”. (See further discussion below.)

The vicinity metric calculates the distance between locations and specifies
whether presentities occupying a location are within the same vicinity or not.

Much like presentities, vicinities provide presence information. It means that
a vicinity tells which presentities are present there and which state they have.
For example a CSCW application provides the information who has opened a
shared document (of course this is not the only information that is offered by a
CSCW application).

A vicinity is specified by a selected location within it. For example the vicinity
of a of a web site could be specified by its root document.

Classification. Vicinities are classified whether they are static or dynamic [6],
whether they are disjunctive or not, whether they are symmetric or not and
finally whether they are singleton or not.

Static vs. Dynamic Vicinities. Static vicinities are specified by a fixed set of
locations. Dynamic vicinities in contrast can grow and shrink. An example of a
static vicinity might be a office which is bordered by its four walls. A vicinity
metric could be defined here the following way: The distance between identical
locations (maybe two people sitting at the same chair) is zero. The distance be-
tween two different locations within the same office equals 1. Finally the distance
between two locations which are not within the same office equals ∞. In this
case people who are in the same office (not necessarily sitting at the same chair)
thus whose distance is lesser than ∞ are within the same vicinity and are aware
of each other. This scenario matches our workaday experience.

An example for a dynamic vicinity could be people who are aware of each
other while taking a walk. Here the distance could be determined by simply
measuring the distance in meters between two people (more formally the distance
between the locations where people are at a certain moment in time have to be
measured). The difficulty here is to define beyond which distance people are no
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longer aware of each other. It depends not only on the pure distance but also
on the surroundings. If something is in between the direct way of two people,
maybe a building or plants or a knoll, so that they can not see each other then
the distance between them can be set to∞ and they are not aware of each other.

Disjunctive vs. Non Disjunctive Vicinities. If two vicinities v1 and v2 are dis-
junctive a presentity p1 of v1 is not aware of a presentity p2 of v2 and vice
versa and that holds for all (p1, p−2) of (v1, v2). The “office” vicinity mentioned
above is an example of disjunctive vicinities: People in different offices typically
are unaware of each other, if awareness is in terms of “they can not see each
other” (at least if doors are closed). The “take a walk” vicinity is an example of
non disjunctive vicinities: A walker Marc sees (or is aware of) a walker Mikhail
and Mikhail sees Holger but Holger can’t see Marc (and vice versa) because in
between them there is a building (see Figure 1). So there are two non disjunctive
vicinities: one build up by the current locations of Marc and Mikhail and one
build up by the current locations of Mikhail and Holger. The current location of
Mikhail is in the intersection of both vicinities.

Fig. 1. Who can see whom

Symmetric vs. Non Symmetric Vicinities. A vicinity is symmetric, if the fact
that a presentity p1 is aware of a presentity p2 implies that p2 is aware of p1. The
vicinity examples we have given so far are symmetric. Non symmetric vicinities
might be such which consist of locations specified by document keywords. Doc-
ument keywords can be combined by using logical operators or by placing the
keywords in quotation marks to denote that a corresponding document contains
a exact phrase. Such a combination of keywords is the location specification here.

A vicinity metric could look like this: The distance between documents with
the same location specification equals 0. For example the distance between all
documents which contains the phrase “little red riding hood” equals 0. The
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distance between documents where one location specification “encloses” another
equals 1. The distance between documents where one location specification “fore-
closes” another equals ∞. To continue in our example the distance between all
documents which contains the keywords “little” and “red” and “riding” and
“hood” and all documents which contains the phrase “little red riding hood and
the big bad wolf” equals 1 but vice versa the distance equals ∞. That is be-
cause documents which contain the phrase “little red riding hood and the big
bad wolf” surely also contain the keywords “little” and “red” and “riding” and
“hood”. But on the opposite documents which contain the keywords “little” and
“red” and “riding” and “hood” need not to contain the phrase “little red riding
hood and the big bad wolf”. To make things more descriptive, people who have
opened or who are interested in documents which contain the keywords “little”
and “red” and “riding” and “hood” are also interested or want to be aware of
people who are interested in documents which contain the phrase “little red
riding hood and the big bad wolf”. But not so vice versa because maybe “the
big bad wolf” doesn’t appear in documents containing the keywords “little” and
“red” and “riding” and “hood” or the keywords “little” and “red” and “riding”
and “hood” have nothing to do with the well known fairytale characters.

Singleton vs. Non Singleton Vicinities. Finally a vicinity may be categorized
whether it is singleton or not. A singleton vicinity consists of only a single
location whereas non singleton vicinities consists of multiple locations. This dis-
tinction makes only sense in case of static vicinities because dynamic vicinities
can crow and shrink as described above. Singleton vicinities have relevance in
practice: In a CSCW application a user often wants to know what happens at
only a single shared resource (e.g. a document or a single paragraph). Therefore
she or he subscribes to a vicinity which contains only that document.

3 Kinds of Presence Awareness

Based on the entities discussed so far, we will now describe the different types
of presence which can be modelled by using them.

3.1 Presentity Based Presence Awareness

This kind of presence awareness lets a watcher recognize if a presentity is cur-
rently present or not and if so at which location. Additional state information
may be provided. Informations like history of visited locations or forecasts where
a presentity will be in future, in our opinion doesn’t pertain presence awareness
because, as this phrase implies, it is about the presence not the past or the fu-
ture. The negation of the question if a presentity is present conflicts with the
definition of a presentity given above: If a presentity isn’t present it can not be
at a location and can therefore not be a presentity. Persistent presence means
that a presentity is always present even it is not available. (maybe on vacations
or sleeping or shut down or whatever) In case of the “not being present” state of
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a presentity its substitute persistently provides presence and property informa-
tion. Presence information in this case could be “I am nowhere and my state is
unavailable”. Another possibility is to provide simply no answer to the presence
information question. No answer could be interpreted again as “I am nowhere
and my state is unavailable”.

Current examples where such kind of presence awareness is partially used are
the buddy lists of messengers like from AOL, Microsoft or Yahoo.

3.2 Vicinity Based Presence Awareness

This kind of presence awareness provides information which presentites are
within a certain vicinity as well as their exact locations. State information on
each presentity is provided.

To revert to the “office” example above, a watcher (or someone who is looking
into the office) might get the information that e.g. a colleague is sitting at his
desk and another colleague is standing in front. The state of both could be
“talking”. A collaborative browsing environment could provide the information
who is browsing at a certain web site. Here the web site is the vicinity. The
exact web page which each user or presentity has opened as well as his state
(e.g. “ready to chat”) is also provided. Note that a watcher of a vicinity need
not be a presentity of that vicinity.

In contrast to presentity based presence awareness, vicinity based presence
awareness enables meetings and encounters. While sitting in a pub in the real
world one encounters close friends, buddies but also complete strangers. In a
noffice building one meets colleagues. Maybe somebody is browsing a web site
advertising a tourist country. It would be very helpful to talk with cobrowsers
about that country to get more detailed information about it. Those people who
are around are surely exactly the right ones to answer questions.

4 Presence Awareness Services

Typically presence awareness services provide presence information to watchers.
To be able to provide presence information a presence awareness service must ob-
tain presence information from presentities and/or from vicinities. Because there
are two entities who provide presence information (presentities and vicinities)
and two kinds of presence awareness (presentity and vicinity based presence
awareness) there are also two kinds of presence awareness services. These are
explained in detail in the following.

4.1 Presentity Based Presence Awareness Service

The information this kind of service provides is described in Section 3.1. This
presence service maintains information where a presentity is currently residing.
The presence information is posted to the service by presentities. Watchers can
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fetch or poll presence information. If they have subscribed to presence informa-
tion they get a notification each time presence information changes, thus each
time the location or state of a Presentity changes. Figure 2 illustrates the flow
of information.

Fig. 2. Flow of information in a presentity based presence awareness service

4.2 Vicinity Based Presence Awareness Service

The information this kind of service provides is described in Section 3.2. This
service maintains information which presentities are currently within a certain
vicinity. Conceptualy the presence information is posted to the service by the
vicinities. (in a real implementation the service could group locations into vicini-
ties respective to a certain location specification and the vicinity metric used.)
Watcher can again fetch or poll for presence information. If they have subscribed
to presence information they get a notification each time a presentity enters or
leaves a vicinity or each time a presentity of that vicinity changes its state.
Figure 3 illustrates the flow of information.

5 Current Work

We have prototyped a presence awareness service which embodies the entities
described in the previous sections of this paper. (especially the presentity resp.
vicinity based presence awareness) It has a client/server architecture with a lean
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Fig. 3. Flow of information in a vicinity based presence awareness service

client side API. We use Java as a programming language to ensure that our
service can be installed on every platform that provides a Java virtual machine.
Our service deals with various underlying database systems like SQL databases,
LDAP directory services or proprietary solutions and with arbitrary database
schemes to store the persistent properties of a presentity. Furthermore the ser-
vice uses the standard Java event listener mechanism to notify watchers about
changes of presence information or properties.

For those clients who do not want to use the client side Java API we will offer
soon a variant of the SIMPLE [8] protocol which will be spoken by the server side
of the service. SIP [9] (Session Initiation Protocol) is an IETF standard signaling
protocol for initiating interactive user sessions that involves multimedia elements
such as voice, video or simply chat. SIMPLE (SIP for Instant Messaging and
Presence Leveraging) is an extension of SIP which adds instant messaging and
presence support.

Currently we develop an Java applets based collaborative browsing environ-
ment based on our service. Further it is a part of a CSCW application likewise
currently implemented within the application research program of the Giga-
Port [10] project.

6 Security and Privacy

To ensure privacy as well as security in terms of authentication and encryption
is of high importance for any service offering presence awareness. Few people will
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tolerate an observer while doing e.g. home banking. An employee only wants to
be seen by his colleagues but typically not by the rest of the world. Publishing
a phone number to everybody may also not be wished by some. Especially with
aid of services which implement presentity based presence awareness it is very
easy to record the visited locations of a presentity. This would violate privacy
rights of users exceedingly.

Privacy settings specify access rights of a watcher to presence information
as well as on properties (normally only read permission). Role-Based Access
Control [11] means that access rights are assigned to roles instead of to single
watchers. A watcher who takes a role, is assigned the access rights of that role.
Doing so eases maintenance of access rights because roles are much more static
than single users (a secretary may dismiss but her role “secretary” remains) .

An example of use could be the seven dwarfs creating a group “friends-of-us”
and specifying that members of this group are allowed to read all their presence
and property information. Next they assign only snow-white to this group. The
result is that only snow-white knows where the dwarfs are and above all the
jealous witch will never know when the dwarfs are not at home.

Privacy settings may transform an actual symmetric vicinity to a non sym-
metric one because a presentity with stronger privacy settings is able to see other
presentities with weaker settings but not vice versa.

7 Future Work

Security and privacy is of a high importance. We will add security and privacy
components to our service.

Currently the only kind of locations our service handles are URLs. We in-
tend to add locations specified by GPS coordinates, and locations specified by
document keywords together with corresponding vicinity metrics.

Another very important part of our future work is to implement a distributed
variant of our service to make it scalable. Currently we have only a single server
to which all users are connected. It means if two servers are running and two
users are at the same location but logged on at different servers they are not
aware of each other because currently the servers do not communicate.

It is important to note that making our service distributed is not only a
matter of communication but also of distributed vicinity calculation. Each pro-
cess needs to know which part of a distributed vicinity is in its scope and which
other processes are involved in vicinity calculation and needs to be notified if
something has changed in its part.
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Abstract. The proliferation of incompatible e-commerce systems ap-
plying different security technologies imposes difficult choices on all the
concerned parties. In this context, the purpose of this research is to
provide the necessary background to develop a security advisor (SecAd-
vise), which will make it possible to integrate the security mechanisms
and the dynamic selection of the various mechanisms between several
parties wishing to conduct business transactions safely. Such an advisor
aims multiple goals: overcoming compatibility and interoperability prob-
lems, evaluating and reducing technological security risks, and enhancing
trust.

1 Introduction

The Internet is becoming an increasingly important channel for e-commerce
where complex business interactions involve multiple parties. Clearly, the safety
of the transactions using electronic means is of capital importance. Several se-
curity systems have been implemented [1,4,9] and are operational in many e-
commerce applications. The mechanisms employed, the security services, the
cryptographic algorithms, the amount of money involved in a transaction, the
parties concerned, etc, distinguish these security systems. In this context, the
purpose of this research project is to analyze the various types of security threats,
mechanisms and services in e-commerce applications, to evaluate them, qualify
them, and develop sound methods to select the most appropriate and effective
mechanisms and services in a given business and technology context. The re-
sults of these investigations will provide the necessary background to develop a
security advisor, which will make it possible to integrate the mechanisms and
the dynamic selection of the various mechanisms between several parties wish-
ing to conduct business transactions safely. Such an advisor aims multiple goals:
overcoming compatibility and interoperability problems, reducing technological
security risks, and enhancing trust. The rest of the paper is structured as fol-
lows. In Section 2, an introduction to security threats, services and mechanisms
is given. This analysis should provide us with a basic understanding of the re-
lationship between risks, services, and mechanisms. We also try to understand
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the link between security services, mechanisms and the layers of the OSI (Open
Systems Interconnection) reference model [2]. Section 3 describes a trust man-
agement model developed in [8]. Our advisor is introduced in Section 4. Finally,
Section 5 contains some conclusions and future research directions.

2 Security Issues

In [5], Vesna Hassler has identified three principal issues of security: security
threats, security services, and security mechanisms. Attacks on systems can be
classified in several types:

– Eavesdropping. Intercepting and reading messages intended for other princi-
ples.

– Masquerading. Sending/receiving messages using another principal’s identity.
– Message tampering. Intercepting and altering messages intended for other

principals.
– Replaying. Using previously sent messages to gain another principal’s privi-

leges.
– Infiltration. Abusing a principal’s authority in order to run hostile or mali-

cious programs.
– Traffic analysis. Observing the traffic to/from a principal.
– Denial-of-service. Preventing authorized principals from accessing various

resources.

This classification leads to a thorough analysis of the most probable threats
and of the system’s vulnerabilities to these threats. On the basis of the risk
analysis results, we can define a security policy that clearly specifies what must
be secured. The functions that enforce the security policy are referred to as
security services.

We mention the basic security services defined by the International Organi-
zation for Standardization. Whenever possible, we also identify in which layer
of the OSI reference model [2] these services may be applied. This relationship
between services and OSI reference model layers has already been established
in [5], on which we base this classification.

– Authentication. Different authentication services are available. Peer entity
authentication ensures that a communicating party is really what he claims
to be (network layer). Data origin authentication delivers proofs that a piece
of information originates from a certain source (network layer).

– Access control. Access control ensures that only authorized principals can
gain access to protected resources.

– Data confidentiality. Data confidentiality can be of different types. To ensure
confidentiality between two communicating parties that establish a commu-
nication channel, a connection confidentiality service is employed (physical
layer). If the communication channel is only logical, the service is referred
to as connectionless confidentiality (data link layer). If only certain parts
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of messages to be exchanged must be protected, a selective field confiden-
tiality service is used (application layer). Traffic flow confidentiality protects
against traffic analysis (physical layer).

– Data integrity. Similar to data confidentiality services, data integrity ser-
vices are different for connection-oriented and connectionless protocols. For
connection oriented protocols they may provide message recovery (transport
layer). Data integrity services can also protect selected fields of messages
only.

– Non-repudiation. According to the ISO, non-repudiation services can pre-
vent denial-of-origin of data or guaranty the delivery of data. There are two
additional possibilities: non-repudiation of submission and non-repudiation
of receipt (application layer).

Security services are built using combinations of security mechanisms. These
mechanisms are in turn realized by cryptographic algorithms and secure pro-
tocols. Here is a summary of the security mechanisms available, as described
in [5].

– Encryption. Encryption mechanisms protect the confidentiality of data. We
distinguish two types of mechanisms: symmetric mechanisms (e.g., Data En-
cryption Standard – DES; Advanced Encryption Standard – AES) and public
key mechanisms (e.g., RSA).

– Digital signature. A digital signature can be generated by a special digital
signature mechanism as well as by a combination of encryption mechanisms.

– Authentication exchange. Authentication can be based on an encryption
mechanism, symmetric or public. Therefore, several mechanisms have been
developed whose only purpose is authentication exchange (for example, zero-
knowledge protocols and Kerberos, a key distribution system).

– Access control. Access control mechanisms are closely related to authentica-
tion. They deal with controlling access of the subjects to the divers resources.

– Data integrity. Data integrity mechanisms protect data from unauthorized
modification. One way to protect data integrity is to use an encryption mech-
anism. In this way, data integrity and data confidentiality are ensured. An-
other way to ensure integrity is to use a digital signature mechanism. In
this case, integrity and non-repudiation are ensured. If integrity is required
without confidentiality or non-repudiation, message digests computed by a
cryptographic hash function can be used (e.g., SHA-1, MD5). The message
authentication code (MAC) can ensure authentication and data integrity.

– Traffic padding. Traffic padding mechanisms keep traffic approximately con-
stant, so that no one can gain information by observing it.

– Routing control. Routing control mechanism makes it possible to choose a
specific path for sending data through a network, hence avoiding undesirable
nodes.

– Notarization. Notarization mechanisms are provided by a third party notary
that must be trusted by all the participants.

– Key management. For the public key encryption, key management and cer-
tification authorities are a must.
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As is the case with security services, security mechanisms may also be used
at different layers of the OSI reference model. To illustrate this, we give a short
list of well-known security mechanisms and the corresponding layer to which
they apply.

– Application layer: S/MIME, S-HTTP, Secure TELNET.
– Presentation layer: Secure RPC, SASL, SSH.
– Transport layer: SSL, TLS.
– Network layer: IP AH, IP ESP.
– Data link layer: Link encryption, MAC address filtering.

The list of services and mechanisms above is not exhautive. In fact, specific
contexts require the development of specialized security services. To illustrate
this point, we present here some security services developed for electronic pay-
ment. Note that most of these services are provided at the OSI reference model
application layer.

– User anonymity and location untraceability. These services guaranty that al-
thought the merchant received payment for the goods sold, he cannot iden-
tify the buyer. These services may be provided, for example, by chains of
mixes [3] and blind signature mechanisms. Another form of this service is
the payer anonymity service provided in FV (First Virtual) [7].

– Non-repudiation of payment transactions. This service ensures that a payer
cannot deny having made de the payment. An example of this service is
found in the 3KP payment protocol, using digital signatures [9].

– Confidentiality of payment transaction. This service prevents eavesdropping
on payment data. This type of service is provided by SET (Secure Electronic
Transaction) citeSher00a.

– Freshness of payment transaction. This service prevents replay attacks on
payment transactions. One approach to provide this service is the use of
time stamps such as in the 1KP model [9].

When the payment instrument is digital money, the list of services includes
protection against double spending, protection against forging of coins, and pro-
tection against steeling of coins. When electronic checks are the payment instru-
ment, other types of services are necessary. For instance, payment authorization
transfer (proxy) makes it possible to transfer a payment authorization from one
authorized principal to another.

3 A Trust Management Model

Several initiatives, such as Semper [6], tried to have the various electronic pay-
ment systems converge in order to work out a common operating platform and
assure interoperability between them. Robles et al. [8] propose a trust model
for agent-oriented electronic business applications. This trust model outlines a
methodology to define trust requirements and to associate safeguards with them
to increase the protection and trust of electronic business frameworks. It suggests



SecAdvise: A Security Mechanism Advisor 39

the definition of a trust problem space (TPS) as a set of all possible situations
in the system, in which the e-commerce agents can have trust problems about
each other or about the environment (a set of the threats and risks mentioned
in Section 2). This space includes various types of attacks, and vulnerabilities
due to cheating or misuse of system resources. This TPS is related to a col-
lection of interrelated mechanisms, trust units (TU), to provide safeguards to
protect systems and sub-systems, and to increase the trust in the systems or sub-
systems. A TU is a trust logical unit representing a partial or complete solution
or countermeasure to any of those problem subspaces presented in the definition
of the trust problem space. It may involve cryptographic protocols (RSA, DSE),
control mechanisms or infrastructures.

4 Secadvise Definitions

We intend to develop an optimization model, enabled by a security advisor, to

1. identify and specify the Trust Problem Space (TPS) and the Trust Units
(TU) available in the context of a communication to be secured, and

2. make the optimal association between TPS and TU to actually secure that
communication.

We provide here a preliminary version of the optimization model:

c transaction to secure. It is the business context/transaction that is per-
formed and that need security.

U the set of all trust units (TU). A trust unit may be a security mechanism,
a security protocol or a security infrastructure.

u a trust unit (u ∈ U).
R the set of all non-decomposable security risks, such that ∀r ∈ R,∀u ∈ U,

either u covers r entirely or u does not cover r at all.
r a non-decomposable security risk (r ∈ R).
P the set of all potential participants in secured communications.
p a participant (p ∈ P).
Ru the set of security risks covered by trust unit u (Ru ∈ P(R)).
Rc the set of security risks that need to be covered in transaction/context c

(Rc ∈ P(R)). These are the Trust Problem Spaces (TPS) defined above.
Pc the set of all participants directly communicating in transaction/context c

(Pc ∈ P(P)), e.g., host A wants to communicate with hosts B.
Au,p the set of participants, trusted by participant p, that can act as third party

authority in conducting trust unit u (u ∈ U, p ∈ P, Au,p ∈ P(P)), e.g.,
the set of certification authorities trusted by a participant. If the trust
unit does not require such trusted third party, Au,p = P to simplify the
matching process between trust units.

Up the set of trust units available to a participant p ∈ P (Up ∈ P(U)).
ŪP the set of trust units available to all participants ∀p ∈ P (ŪP ∈ P(U))

ŪP = {u ∈
⋂

p∈P

Up |
⋂

p∈P

Au,p �=∅}
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Ũc the minimal set of units to cover the security risks of transaction/context c
(Ũc ∈ P(U))

Ũc = U ∈ P(ŪPc) | Rc ⊆
⋃

u∈U

Ru ∧ ||U || = min
U ′∈P(ŪPc )

||U ′||.

The set R is defined as the set of non-decomposable risks. Clearly, defining
that set is not a simple task. However, we argue that R may be constructed.
Assuming that we find a trust unit u such that risk r is partially covered by u,
we can always define risks r′ and r′′, with r′ ∪ r′′ = r and r′ ∩ r′′ = ∅, such that
r′ is covered entirely by u and r′′ is not covered at all by u.

This said, in order to avoid such ad hoc decompositions, we intend to provide
a preliminary multidimensional classification of risks. Two of the dimensions
would be the set of risks identified in Section 2 and the seven layers of the OSI
reference model [2].

5 Conclusion and Future Work

The proposed model is an interoperable architecture for the various e-commerce
security systems. The advisor will choose the best subspace solution for a given
security context, depending on the available mechanisms. Regardless of the kind
of the mechanisms, the advisor will assess minimum and acceptable security
for the transactions between the various parties wishing to conduct safe busi-
ness transactions. In addition, the advisor should facilitate the assessment of
the trustworthiness of security mechanisms and services, providing a systematic
evaluation framework based on the multidimensional risk classification. In the
foreseeable future, a detailed classification of the mechanisms will be available
which will conduct the trustworthiness of these mechanisms. This classification
will help to demonstrate the applicability of the approach. Moreover we will
choose a number of mechanisms to test the architecture/advisor. We will also
define standard scenarios to implement and test the system.
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Abstract. Real-time collaborative designing systems allow users to
view and design the same document from geographically distributed
sites connected by web. In these systems, each action should be
transferred to other sites correctly, timely and orderly. While a lot
of researches focus mainly on providing reliable network environment
to support collaborative works, we propose a new kind of reliable
communication architecture for collaborative group. This architecture is
based on UDP protocol for end-to-end transmission, and adopts a new
Site-based Reliable Communication Protocol (SRCP) that depends on
collaborative site itself to choose reliable communication channel and
provide reliable transmission. Each site checks the connection status
and chooses reliable path to transfer actions dynamically. Lost actions
can be detected and retransferred faster when comparing to other ar-
chitectures. The protocol and algorithms are given in detail in this paper.

Keywords: CSCW, real-time collaborative design, reliable communica-
tion architecture, Site-based Reliable Communication Protocol (SRCP)

1 Introduction

Real-time collaborative designing system is a subclass of Computer-Supported
Collaborative Work (CSCW) system. It has many applications such as textile
pattern design, architectural design, and collaborative documentation design in
order to shorten the time, reduce the cost, and improve the quality. Comparing
to other collaborative systems, real-time collaborative designing system has some
differences. For example, videoconference system requires transferring video and
audio data timely and allows losing some data, and electric commerce system
allows losing no data and transfers data only between client and server. Here we
give basic characteristics of real-time collaborative designing system.

Reliable. Actions of each site should be transferred to other sites correctly
and orderly. Since communication on the web is unreliable, it is required to
construct reliable communication architecture.
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Real-time. Response for local actions should be quickly and latency for re-
mote actions should be low. Since latency may cause conflict and ambiguity,
system will not work smoothly if the latency for some actions is long.

The goal of this paper is to design reliable communication architecture to
promise reliable transmission and reduce communication latency for actions. We
regard collaborative sites as a virtual direct-connected network in which each
site directly connects with other sites. As long as these sites are connected,
actions can be transferred reliably and timely and lost actions can be detected
and retransferred quickly.

This architecture has implemented in the CoDesign prototype system. The
CoDesign system is a multi-level collaborative graphics designing system [2,3].
The architecture is as follows: Project – Document – Layer – Object. A project
has one or more document(s), a document has one or more layer(s), and a layer
has one or more object(s). The object is the minimum operable cell. An object
has many attributes, like position, color, angle, etc. Actions include creating
objects and modifying object attributes.

The rest of this paper is organized as follows. Background and motivation for
our architecture are represented in Section 2. The new reliable communication
architecture with corresponding protocol and algorithms are given in Section 3.
Analysis of our architecture and comparison are discussed in Section 4. Conclu-
sion and further work are given in Section 5.

2 Background and Motivation

2.1 Previous Work

A lot of researches have been done to achieve reliable communication for group-
ware. These works mainly adopt enhanced communication protocols to provide
reliable network environment for exchanging data on the web [4]. These proto-
cols can be classified into two categories: multicast routing protocols and reliable
transmission protocols, discussed as follows.

Several multicast routing protocols such as Mbone, which is based on the
model established by Deering [5], have been used in the Internet. The multi-
cast routing protocols aim at constructing distribution tree through the network
graph. Several algorithms have been proposed to construct multicast trees, such
as Core-based tree [6]. But designing an efficient multicast route requires the
knowledge of numerous parameters that are not easy to quantify, such as the
topology of the network, the dynamics of the group, the location of the group
members, and other routing algorithms already used in the network. Also the
dynamic behavior of the group is a problem in designing multicast route.

Collaborative designing system requires reliable communication. Several reli-
able transmission protocols like SRM [7] have been tested on the Mbone. These
protocols mainly use a negative acknowledgement mechanism (NASK) with a
retransmission request, while point-to-point transport protocols use a positive
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acknowledgment mechanism (ACK) to guarantee reliability. In the NASK mech-
anism, a site transmits packets without waiting for ACK’s, and error detection is
performed by destinations using the packet’s sequence number. The philosophy
is to avoid sending state messages (e.g., ACK’s) when everything is normal, so
as to improve the communication efficiency. When the communication of two
sites is delayed or blocked, both sites can transfer actions to each other again
only if the communication is recovered. This mechanism may waste communi-
cation efficiency when using it in collaborative system, because other sites in
the collaborative group may be communicable with these two sites and can be
regarded as middle-sites to transfer actions.

2.2 Motivation

Real-time collaborative designing system can work when we combine the two
categories of protocols together: multicast routing protocols for real-time trans-
mission, and reliable transmission protocols for reliable transmission. But each
site has only fixed communication channels to send and receive actions with
other sites in this system. If these channels are broken, it may cost a lot of time
to find other communication channels even when this site connects well with
some other sites in the group, and the collaborative work will not be smoothly.

We propose a new kind of reliable communication architecture to improve this
situation in Section 3. Here we first analysis the requirements for implementing
the real-time collaborative designing system.

Small group. A group of collaborative designing system allows about 10 peo-
ples to work together [10].

Reliable communication. Actions should be transferred to other sites with-
out error.

Orderly execution. All actions can be executed orderly through comparing
State Vector (SV) [11,12].

Low latency. Collaboration is a real-time and highly reactive multi-user pro-
cess where users interact with each other’s actions and reactions. It has been
suggested that good collaboration environments must have an end-to-end
delay of no more than 100ms for transferring actions [8]. Other studies have
loosened this requirement to 200ms as acceptable delay [9].

As we can see, collaborative designing system allows working in small group,
requires low latency and has difficulty in constructing and maintaining multicast
communication protocols. Next we propose the reliable communication architec-
ture, which is based on UDP for end-to-end transmission control, to achieve
those requirements.

3 Architecture

3.1 Framework of Real-Time Collaborative Designing System

We first propose the framework of real-time collaborative designing system with
the reliable communication architecture. This framework consists of four com-
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ponents (Figure 1): Communication Module, User Interface, Designing Software
and Database. We discuss these components as follows:

Communication module communicates with designing software and other
sites’ communication modules. It has the following functions:

Broadcast local actions. Local actions are executed and broadcasted to other
sites immediately.

Detect and retransfer lost actions. Communication module detects whether ac-
tions are lost, and asks other sites for retransferring lost actions.

Check and choose right communication route. Communication module collects
the network connection graph, detects network connection status and chooses
the fastest path to transfer actions dynamically.

Communicate with designing software. Designing software delivers local actions
to communication module for transferring, and communication module de-
livers the received executable actions to designing software.

Fig. 1. The framework of collaborative designing system

Database communicates with designing software. It preserves actions for
collaborative work and users’ information for management. All actions are repli-
cated in each site. After designing software executes an action, the action is
preserved in the database.

Designing software communicates with database, user interface and com-
munication module. It manages the local site and has following functions:

Process actions. Designing software executes local and remote actions and dis-
poses conflict situation to make collaborative work smoothly and keep doc-
ument consistency in all sites.

Manage the database. When joining a collaborative group, designing software
reads previous actions from database and asks other sites for new actions.
When user generates an action, designing software executes it in local site,
stores it into database and asks the communication module for broadcasting.
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Communicate with user interface. It accepts user’s actions from and delivers the
actions and messages to the user interface.

Communicate with communication module. Designing software delivers local ac-
tions to communication module for broadcast, and executes remote actions
received from communication module.

User interface communicates with designing software and user. It delivers
user’s actions to designing software and shows actions and messages to user.

These four components are typical for the real-time collaborative designing
system and the CoDesign system is constructed by these components. The com-
munication modules of all sites combine the reliable communication architecture.
Next we discuss it in detail.

3.2 Reliable Communication Architecture

In the reliable communication architecture, we devise Site-based Reliable Com-
munication Protocol (SRCP), which is based on UDP protocol for end-to-end
communication, to achieve reliable and real-time communication for collabo-
rative group. This protocol adopts the receiver-based transmission control ap-
proach.

Site-based Reliable Communication Protocol. In this protocol, we use
State Vector structure (SV) [11,12] to identify actions, and each site keeps the
last executed action’s SV. State Vector is a one-dimension array kept in each site,
denoted as SV[N] (assume there are N sites in the group, denoted as 0, 1, . . . , N −
1). Initially, SV[i] = 0, for all i ∈ {0, ..., N − 1}. If site i generates an action,
then site i’s SV[i] = SV[i] + 1, and site i broadcast the action with new SV to
other sites. If site i receives an action from site j, then site i’s SV[j] = SV[j] + 1
and compares it with received action’s SV. If site i’s SV ≥ received action’s SV,
action is executed; else some actions must be lost and this action is blocked. We
can get unique action sequence and find the lost actions by using this structure.

For example, assume there are three sites in the group. If site 1’s State Vector
SV1 = [2,1,3], it means site 1 has executed one action from site 2, three actions
from site 3 and two actions from local site. After site 1 generates a new action,
its SV should be [3,1,3]. Site 1 can only execute actions whose SVs are [2,2,3]
and [2,1,4] from site 2 and 3, and if site 1 receives an action with SV [2,3,6] from
site 3, two action from site 2 and two actions from site3 must be lost.

We keep five arrays for communication at each site in this protocol, as shown
in Table 1. The performatives for this protocol are shown in Table 2.

The functions for communication module can be divided into two categories:
transferring actions and choosing route. Here we give the algorithms for these
functions in details.

Transferring actions algorithm. The actions are divided as local site actions,
received actions and lost actions.
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Table 1. Arrays for Communication

Array Name Meaning
ConnectArray[N, N] Uses to test network connection status with other sites.
ReplaceArray[N] If local site receives site i’s actions from site j, then Re-

placeArray[i]=j. ReplaceArray[i]=0 means local site does
not yet choose other sites to transfer site i’s actions.

BroadcastArray[N,N] If broadcasting site i’s action to site j, then BroadcastAr-
ray[i,j]=1.If no broadcasting, BroadcastArray[i,j]=0.

LostActionList List of lost actions.
ActionBufferList List of actions that received but cannot be executed im-

mediately.

Table 2. Performatives for Site-based Reliable Communication Protocol

Performative Meaning Remark
Action Sends action to other

sites
Followed by action contents, SV
and timestamp.

Connect Tests network connec-
tion status.

Send to all other sites. Followed by
local site’s current SV and connec-
tion status with other sites.

RequestTransfer Asks a site for trans-
ferring another site’s
actions

Followed by another site’s identi-
fication and local site’s recent SV

ReplyTransfer Agrees to transfer an-
other site’s actions

Followed by another site’s identi-
fication

CancelTransfer Asks a site for stop-
ping transferring an-
other site’s actions

Followed by another site’s identi-
fication

RequestAction Asks for lost action Followed by action’s SV
Block Cannot transfer an-

other site’s actions
Followed by another site’s identi-
fication

1. When generating an action, local site broadcasts Action performative with
the action to other sites.

2. When receiving Action or Connect performative, local site checks whether
exists lost actions by comparing local site’s SV with received one.
a) If Action performative is received and no actions are lost, site delivers

the received action with other executable actions in ActionBufferList to
designing software and sends it to other sites according to Broadcas-
tArray. The corresponding items are deleted from LostActionList and
ActionBufferList if exists.

b) If there exists lost action, site records it into LostActionList, sends Re-
questAction performative to sender, stores the received action into Ac-
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tionBufferList, and deletes corresponding item from LostActionList if
exists.

3. At each interval, local site sends RequestAction performative for each lost
action in LostActionList according to ReplaceArray.

4. Local site discards received action if it is redundant.
5. Local site sends CancelTransfer performative to action sender if the following

conditions are satisfied: sender is not the origin site, the corresponding item
in ReplaceArray is not zero, and sender is not the corresponding item in
ReplaceArray.

For example, suppose there are 3 collaborative sites. For site 1, ReplaceArray
is [1,2,3], current SV is [1,1,1], and it receives an action from site 2 with SV
[1,4,2], which means one site 1’s actions and three site 2’s actions and two site 3’s
actions have been executed before site 2 generates this action. When comparing
SV [1,4,2] to site 1’s SV [1,1,1], obviously two site 2’s actions and one site 3’s
action are lost. So site 1 will send two RequestAction performative to site 2 with
SV [0,2,0], [0,3,0] and one RequestAction performative to site 3 with SV [0,0,2].
Then site 1 records [0,2,0], [0,3,0] and [0,0,2] into LostActionList, and records
the action with SV [1,4,2] into ActionBufferList.

It should be noted that we use the receiver-based transmission control ap-
proach to achieve reliable communication. Sender never cares for whether the
action can be received. Site can find lost actions through comparing SV that
contains in Action and Connect performatives.

The selecting routing algorithm has two parts, first we propose a method to
achieving sites’ connection graph, and then we give the algorithm in detail.

Achieving sites’ connection graph method

1. Each row of ConnectArray represents the connection status from a certain
site to other sites. The row that represents local site to other sites is modified
at local site. Other rows are changed when site receives Connect performa-
tive, which contains the communication status from that site to other sites.
Local site keeps the latest timestamp received from other sites. If the latest
received Connect performative’s timestamp is older than the previous one,
site will not change the ConnectArray.

2. When site refreshes at regular interval (INV), Connect performative is broad-
casted and all cells in local site row are added by an increment (∆1). All cells
in local site row are subtracted by another increment (∆2) when receiving
the Connect performative. Note that ∆2 > ∆1, for Connect performative
may be lost.

3. Each cell has same minimum value (MIN) and maximum value (MAX). If
the value is MIN, the connection status is the best, else if the value is MAX,
the connection is blocked.

4. The Connect performative is broadcasted at regular interval (INV). The
parameters MAX, MIN, INV, ∆1 and ∆2 can be chosen by users to achieve
best performance for collaborative work.
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For example, we suppose MIN=0, MAX=6, ∆1 = 1, ∆2 = 2 and INV=20ms.
The time for a communication status from MIN to MAX is 6 intervals (120ms)
if connection is blocked, and the time for a communication status from MAX to
MIN is 120ms if no Connect performative lost.

Note that we adopt Connect performative to test network connection sta-
tus. It should be pointed out that only the connection values from local site
to other sites are reliable, other connection values are unreliable because Con-
nect performative may also be delayed. We overcome this defect in the following
algorithm.

Selecting Routing Algorithm

1. When the collaborative work begins, all sites receive actions from origin site.
And the origin site always broadcast actions to other sites no matter they
are connected or not.

2. If sum of the connection values of the path from local site to site i is un-
der a door value (DOOR), local site calculates new minimum path from
him to i in ConnectArray. After calculating the new path, the site sends Re-
questTransfer performative to the first site in the path, sends CancelTransfer
performative to former site, sends Block performative to the sites that re-
ceive site i’s actions from local site, and sets value of the corresponding cell
in ReplaceArray as 0.

3. In choosing minimum path, if there exists two or more paths whose values
are at close range, local site choose the one that needs the middle-site least.

4. At each interval, if finding value of certain site is 0 in ReplaceArray, local
site recalculates the new minimum path from him to that site and sends
RequestTransfer performative to the first site in the path.

5. If receiving RequestTransfer performative (asks for transferring site i’s ac-
tions) and the corresponding value in the ReplaceArray is not 0 (means
the local site can transfer site i’s actions to sender), the local site sends
ReplyTransfer performative to source site, sets the corresponding value in
BroadcastArray and calculates the new minimum path if possible.

6. When receiving RequestTransfer performative and the corresponding value
in the ReplaceArray is 0, the local site sends Block performative to source
site.

7. When receiving ReplyTransfer performative, the local site sets the corre-
sponding value in ReplaceArray.

8. When receiving CancelTransfer performative, the local site removes the cor-
responding value in BroadcastArray.

It should be noted that the local site does not specify the path when sending
the RequestTransfer performative, because connection status except those from
local site to other sites may not be the latest. And the next site will choose the
right path to obtain the actions. Moreover, the more sites attended in the path,
the longer transferring time will be, and generally the transferring path will only
need one or two sites as middle-site, so the communication cost will be reduced.
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For example, suppose there are 4 sites, ConnectArray in site 1 is [[0,1,5,1],
[1,0,2,2], [5,2,0,3], [1,2,3,0]], MIN=0, MAX=6, ∆1 = 1, ∆2 = 2, INV=20ms,
DOOR=4, and ReplaceArray in site 1 is [1,2,3,4]. Since the connection value from
site 1 to site 3 is bigger that DOOR value and the new minimum path is 1-2-3, site
1 sends RequestTransfer performative to site 2 and sets the ReplaceArray[3] to 0.
When site 2 receives the RequestTransfer performative, it sends ReplyTransfer
performative to site 1 and sets BroadcastArray[3,1] to 1. When site 1 receives
ReplyTransfer performative, it sets ReplaceArray[3] to 2. The example is shown
as Figure 2.

Before select routing After select routing

Fig. 2. Example of selecting routing algorithm

4 Comparison to Related Work

Most existing collaborative designing systems have adopted enhanced commu-
nication protocols to achieve reliable communication, such as GroupKit [14],
CrystalBoard [15], REDUCE [13]. In those systems, reliability is promised by
network protocols. The collaborative software needs not care about network com-
munication. If communication is delayed or blocked, it is the router that detects
and chooses new transferring path. A typical network structure is Mbone, which
is based on UDP for end-to-end transmission control, IGMP for group manage-
ment, DVMRP for routing. Because of the complexity of the web, designing an
efficient multicast route and dynamic behavior of the group will be problems.

Comparing to other multipoint communication architectures, the reliable
communication architecture proposed in this paper can provide a reliable and
efficient approach for collaborative designing work.

– Collaborative sites are regarded working in a virtual direct-connected net-
work. When the connection of two sites is blocked, these sites can find new
path to deliver actions. Here is the reliability comparison of reliable commu-
nication architecture and point-to-point communication architecture (Ta-
ble 3). When using the reliable communication architecture, the reliability
is ten times higher than the point-to-point communication architecture.
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Table 3. Reliability comparison of point-to-point communication architecture and
ours.

Single connection reli- Reliable Point-to-point
ability vs. Site number communication communication

0.99 0.999 0.99 0.999
3 ¿0.999 ¿0.9999 0.97 0.997
4 ¿0.999 ¿0.9999 0.94 0.994
6 ¿0.999 ¿0.9999 0.86 0.985
10 ¿0.999 ¿0.9999 0.64 0.956

Note: We assume the connection channel between any two sites is indepen-
dent from other sites, and the connection channels of the sites in collabora-
tive group form a graph. The point-to-point communication architecture can
work only if the graph is complete. The reliable communication architecture
can work if the graph is connected. For example, when single connection
channel reliability is 0.99, site number is 3, so there are three connection
channels. Point-to-point communication architecture can work only if the
three connection channels work well, so the reliability is 0.993 = 0.9703. Re-
liable communication architecture can work if any two connection channels
work well, so the reliability is 0.993 + 3 × 0.992 × 0.01 = 0.9997.

– Site can detect and receive lost actions faster. In this architecture, local site
can know lost actions by checking other sites’ Connect performative and
receive lost actions from any other site, while the NACK based protocols
can only receive lost actions from origin sites.

– Site can also change communication channel faster. As for three basic mul-
ticast routing algorithms: the source-based routing algorithm uses flooding
approach, the Steiner tree problem is NP-complete and the minimum cost is
O(nLogn) (n is the number of nodes in the network), and choosing a center
in the center-based tree algorithm is also a NP-complete problem [5]. The
maximum cost of the SRCP protocol is O(n2) and the average cost is O(n).

– The latency of transferring actions is low. Since each site broadcasts Connect
performative with current SV to all other sites, the time for detecting and
receiving lost actions is about the same as INV adds the time for network
communication.

The CoDesign system is the first system that adopts this communication
architecture to achieve reliable communication. Other works before has never
addressed the protocol and algorithms in this paper.

5 Conclusion and Future Work

In this paper, we propose a new kind of reliable communication architecture to
provide reliable communication environment for collaborative design. This ar-
chitecture is based on UDP protocol for end-to-end communication and adopts a
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Site-based Reliable Communication Protocol to achieve reliable communication.
Major contributions of our work are the reliable communication architecture and
the SRCP protocol. Comparing to other communication architectures, this ar-
chitecture sufficiently takes the advantage the characteristics of real-time collab-
orative designing system and gets better performance in collaborative designing
work.

The SRCP protocol and corresponding algorithms in this architecture have
been implemented in the CoDesign prototype system. The CoDesign system is
used to test the feasibility of our approach and research for other issues associated
with the collaborative graphics design. Our goal is to construct a robust and
useful system that can be used in real applications.

There are still other issues for achieving reliable collaborative design, such
as version consistency and fault recovery. Now we are working on constructing
a complete reliable architecture for real-time collaborative designing work.
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Abstract. HTTP/1.1 may induce wasting server’s resource when server
maintains connection with the idle-state client that requests no data
for a certain time. This paper proposes the mechanism of a connection
management supported by the client under persistent HTTP. For the
mechanism, we defined finishing time of transmission for HTML page
and all embedded file in it as connection-closing time on client-side. For
the experimental environment, clients ran on 300Mhz Pentium II PC
with 32MB of physical memory running the windows95 and servers ran
on OpenWin of Solaris 2.4. An experimental evaluation of connection
management policies, conducted using Web server logs, shows that
our policy achieves 15-20% reduction on busy Web server in cost with
respect to the fixed holding-time policy.
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1 Introduction

HTTP was designed to be an extremely lightweight stateless protocol on TCP,
which is used in World Wide Web distributed hypermedia system to retrieve dis-
tributed objects. HTTP messages are transported by TCP connections between
clients and servers. Most implementations of HTTP/1.0 [1] use a new TCP con-
nection for each HTTP request/response exchange. Therefore the transmission
of a page with HTML content and embedded object files such as image, sound
and applet involves many short-lived TCP connections.

TCP connections are established with a 3-way handshake; and typically
several additional round trip times (RTT) are needed for TCP to achieve ap-
propriate transmission speed [17]. Each connection establishment induces user-
perceived latency and processing overhead. Opening a single connection per re-
quest through connection setup and slow-start costs causes problems of perfor-
mance and latency. Thus, persistent connections were proposed [3,4] and are
new a default with the HTTP/1.1 standard [5]. HTTP/1.1 reduces latencies and
overhead from closing and re-establishing connections by supporting persistent
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connections as a default, which encourage multiple transfers of objects over one
connection.

HTTP/1.1, however, must decide when to terminate inactive persistent con-
nections. HTTP/1.1 specifies that connections should remain open until explic-
itly closed, by either party. That is to say HTTP/1.1 does not define explicitly
when to terminate TCP connection. Current implementation of HTTP/1.1 uses
a certain fixed holding-time model. This model may induce wasting server’s re-
source. Current latency problems are caused by not only network’s problem but
also server’s overloads having limited resource. This paper proposes the mecha-
nism of a connection management on the client-side under persistent HTTP, in
addition to HTTP/1.1’s fixed holding-time model on server-side. The client ex-
ploits the tag information in transferred HTML page so that decides connection-
closing time.

This paper is structured as follows. In Section 2 we discuss the related works
involved in implementation of persistent connection of HTTP/1.1. Section 3
contains our proposal of connection management. Section 4 reports on experi-
mental results of proposed policy. We finish with a conclusions and future works
in Section 5.

2 Issues and Policies of Persistent Connection
Management

In this section, we discuss persistent connection management issues involved in
using resource. We also describe current implementation policies and its prob-
lems of persistent connection management subsequently.

2.1 Persistent Connection of HTTP/1.1

HTTP/1.1 does not specify explicit connection-closing time but provides only
one example for a policy, suggesting using a timeout value beyond which an
inactive connection should be closed [5]. A connection kept open until the next
HTTP request reduces latency and TCP connection.

An open TCP connection with an idle-state client that requests no data con-
sumes a server’s resource, a socket and buffer space memory. The minimum size
for a socket buffer must exceed the size of the largest TCP packet and many im-
plementations pre-allocate buffers when establishing connections establishment
overhead. The number of available sockets is also limited. Many BSD-based
operational systems have small default or maximum values for the number of
simultaneously-open connections (a typical value of 256) but newer systems are
shipped with higher maximum values. Researches indicate that with current im-
plementations, large numbers of (even idle) connections can have a detrimental
impact on server’s throughput [6,10].

The issues of connection management is to strike a good balance between
benefit and cost of maintaining open connections and to enforce some quality of
service and fairness issues [10].
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2.2 Current Implementation Policies

The current version 1.3 of the Apache HTTP Server [7] uses a fixed holding-time
for all connections (the default is set to 15 seconds), and a limit on the maximum
allowed number of requests per connection (at most 100). The Apache imple-
mentation is a quick answer to the emerging need for connection management.
The wide applicability and potential benefit of good connection-management
makes it deserving further study.

Persistent connection management is performed at the HTTP-application
layer. Current implementations of Web servers use a holding-time model rather
than a typical caching model.

Using holding-times, a server sets a holding-time for connection when it is es-
tablished or when a request arrives. While the holding-time lasts, the connection
is available for transporting and servicing incoming HTTP requests. The server
resets the holding-time when a new request arrives and closes the connections
when the holding-time expires.

In a caching model there is a fixed limit on the number of simultaneously-
open connections. Connections remains open “cached” until terminated by client
or evicted to accommodate a new connection request.

A holding-time policy is more efficient to deploy due to architectural con-
straints whereas a cache-replacement policy more naturally adapts to varying
server load. Heuristics to adjust the holding-time parameter on server-side were
recently proposed and evaluated on server logs [2,9,10]. Demanding additional
processing for searching heuristic parameters for every connection, if it was used
on popular busy servers, it may have an inferior effect on server performance, so
consequently deteriorate overall latencies.

3 Client-Based Connection Management Mechanism

In this section, we propose the mechanism of a connection management sup-
ported by client-side under persistent HTTP, in addition to fixed holding-time
on server-side. It can reduce properly the numbers of connections with clients
on server without increasing latency and improve performance of the Web server
by preventing the resources of the server from being wasted.

3.1 Proposal of Connection Management

When a client does a GET on a URL corresponding to an HTML document,
the server just sends back the contents of the corresponding file. The client then
sends separate requests for each embedded object files such as image, applet,
and sound. Typically, however, most or all of the embedded object files reside on
the same site as the HTML document, and will ultimately come from the same
server.

We define the finishing time of transmission for HTML document and all
embedded object file in it as connection-closing time. For this definition to be



Efficient Connection Management for Web Applications 57

implemented, we present a mechanism, which both client and server are able
to close the TCP connection. Figure 1 shows time line of proposed connection
management policy.

Fig. 1. Operational Time Line of Proposed Mechanism

Following are the mechanism of connection management supported by each
client and server.

– Client-side: After first receiving a requested HTML file, client parse the
HTML document file to find the URLs of the embedded object files and
the file names and request pertinent files to the server subsequently. When
Ending last embedded file’s reception, client close connection with the server.

– Server-side: Server closes connection with client through the fixed holding-
time model that maintains connection for a certain time.

3.2 Prototype Algorithm

We present simple algorithm for implementing prototype for our proposal. Used
methods are limited to GET message for file request and CLOSE message for
closing connection.

The client starts to establish connection with a corresponding server by user’s
ask, requesting GET message for first HTML file to the server. After receiving
HTML document file, client parses tag attribute information (e.g. img, applet,
embed) in it about embedded objects (e.g. image files, java applet class files,
sound files) and request corresponding object files to the server through GET
message. When the last embedded file arrives, client sends CLOSE message to
the server for closing current connection and terminates connection. Server also
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closes connection when server finishes the connection. Figure 2 shows the client’s
algorithm presenting connection management.

Server establishes socket and watches incoming connection request. After Re-
ceived connection request, server establishes connection with the client and sends
repeatedly the file corresponding requested file name. Server send CLOSE mes-
sage to current client for closing connection by the fixed holding-time model that
maintains connection for a certain time and close the connection with the client.
After then, server releases resources, socket and socket buffer memory having
been assigned to the client. Therefore, the next clients requesting connections
to the server are able to receive faster and more fairness service. Figure 3 shows
the server’s algorithm presenting the proposal connection management.

Client()
{
get new_URL from user
open SERVER.SOCKET with new_URL
send GET with URL.file_name
read HTML_documents stream from server
while (HTML_documents) {
parse TAG_attributes in HTML_documents
if embedded_object exists
then add file_names to request_list

}
while (request_list) {
send GET with file_name
read stream from server

}
send CLOSE to server
close SERVER.SOCKET

}

Fig. 2. Client algorithm for proposal connection management

4 Experimental Results

In this section, we report on experiments to measure the effect of the new con-
nection management policy on observed latency.

4.1 Experimental Setup and Results

To validate the proposal we implemented prototype clients and servers. The
clients and the servers are implemented in the JAVA programming language.

– Two different kinds of prototype clients:
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Server()
{
if accept SYN from client {
open CLIENT.SOCKET
start holding_time
while (holding_time) {
read stream
if method in stream is GET {
get file_name from stream
if file exist then response requested_file
else response "file not found"

}
else if method in stream is CLOSE
then close CLIENT.SOCKET and break

restart holding_time
}
send CLOSE to client
close CLIENT.SOCKET

}
}

Fig. 3. Server algorithm for proposal connection management

• One for our client-based connection management (C-CM) policy
• The other for holding-time policy and HTTP/1.0

– Two kinds of prototype servers:
• One for HTTP/1.0
• The other for holding-time policy and C-CM policy

Each client ran on 300Mhz Pentium II PC with 32MB of physical memory
running the windows95. Each server ran on OpenWin of Solaris 2.4. All of the
servers are implemented by thread-based and event-driven feature and collect
CPU and physical memory statistics.

For a busy Web server environment, we assume a process-per-request model,
with pools of processes. Our mechanism of the servers limits resource usage of
processes by limiting concurrency. This is achieved by imposing an upper bound
on the number of processes in the pool [19]. If all processes are busy, additional
incoming transactions of new clients are delayed (in the OS) until a process
becomes available. We measured network retrieval times, not including the time
it took to render images on the display.

In our experiments, we measured the time required to load a document and
all of its embedded images on the clients. We created documents with differ-
ent numbers of embedded images, and with images of 45K bytes sizes. We did
these measurements for the case accessed via a 1.544Mbit/sec T1 link. Also, we
measured the HTTP throughput and CPU utilization of the servers.

Figure 4 shows that load time depends on the number of images retrieved,
using busy Web server environment with the size of processes pool limited to
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20 and 40 clients requesting access to the servers. In this case, C-CM policy
improves latency by about 15-20% than holding-time policy.

Fig. 4. Latencies for busy Web server environment

In addition, we measured CPU Utilization percentages and latencies accord-
ing as clients requesting access to servers increase when the size of processes pool
was limited to 20 and the number of embedded images in HTML documents was
10.

Figure 5 shows the CPU Utilizations of holding-time policy, C-CM policy and
HTTP/1.0. CPU Utilization of C-CM became lower than that of holding-time
from 20 that the number of clients is the same size of processes pool.

Fig. 5. CPU Utilizations according as clients increase
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Figure 6 shows the load time for the holding-time policy, the C-CM policy
and HTTP/1.0. Latency of holding-time is slightly lower than C-CM up to 20
clients, but not noticeable. From 20 clients, Latency of C-CM become lower than
holding-time.

Fig. 6. Latencies according as clients increase

4.2 Discussion of Results

C-CM policy provides significant improvements for busy server transactions. In
this case, C-CM policy reduces latency by about 5% to 20% and CPU Utilization
by about 5% to 15%.

In HTTP/1.0, each HTTP request/response exchange use a new TCP con-
nection. Therefore the transmission of a page with HTML content and embedded
object files involves many short-lived TCP connections. Opening a single con-
nection per request through connection setup increase latency and require more
CPU utilization. In holding-time policy, when the number of clients accessing
to server is low, the performance in the CPU utilization and latency respect is
slight better than C-CM. However, if accesses from clients to a server increase
explosively and then concurrent connections of the server with clients are oc-
cupied, the access requests of new clients to the server should wait until the
holding-time of any idle connections occupied becomes expired and the part of
resources such as CPU, memory and socket buffers available.

In C-CM policy, however, they can receive service without waiting for idle
connections with connected clients being expired. And advantage of C-CM is no
additional overload that is imposed to server and can degrade performance of
server if the connection same mechanism runs on server-side, because it runs on
client-side. In addition, because C-CM policy needs little extra time for counting
the number of embedded objects and gathering the URL of those, there is no
additional delay in HTML displaying on client’s window.
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Our C-CM mechanism was conducted using a small, static set of web pages.
Limitation of our study is that the proposed mechanism may have little effect
if Web servers should offer dynamic content, containing streaming data such as
audio and video that require connection to be kept.

5 Conclusions

We proposed the mechanism of a connection management supported by the
client in addition to fixed holding-time model on server-side, under persistent
HTTP. For the mechanism, we defined finishing time of transmission for HTML
page and all embedded file in it as connection-closing time on client-side. The
client exploits the tag information in transferred HTML page so that decides
connection-closing time. As the Processing for parsing of tag information in
HTML file occurs on client, the mechanism allows server to use server’s resource
more efficiently without decreasing performance of server-side and give services
to clients more fairly. Therefore our mechanism supports a good balance between
benefit and cost of maintaining open connections and to enforce some quality of
service and fairness issues.
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Abstract. The current Web service model treats all requests equiva-
lently, both while being processed by servers and while being transmitted
over the network. For some uses, such as multiple priority schemes,
different levels of service are desirable. We propose application-level
TCP connection management mechanisms of web server to provide two
different levels of Web service, high and low service by setting different
timeout for inactive TCP connection. We evaluated the performance of
the mechanism under heavy and light loading conditions on Web server.
Our experiments show that, though heavy traffic saturates the network,
high level class performance is improved by at most 25-28%. Therefore
this mechanism can effectively provide QoS services even in the absence
of operating system and network support.

Keywords: QoS, Connection Management, Differentiated Service,
WWW, Hypermedia Data, HTTP, TCP

1 Introduction

The World-Wide Web is a typical example of a client/server system: in a web
transaction, clients send requests to servers, servers process them and send cor-
responding responses back to the clients. Concurrent transactions with a server
compete for resources in the network and server and client end systems. Inside
the network, messages contest for network bandwidth and with other messages
flowing between the same end system pair and with other traffic present at the
time. Inside the end systems, transactions compete for local resources while being
processed. Servers implementing the process-per-request (or thread-per-request)
model will allocate one process (or thread) to an incoming request.

The current Web Servers suffer from the increasing resource demands due
to the explosive growth of the Web [1,3,4,9]. The Web service model treats all
transactions equally, according to the Internet best-effort service [6]. Neither the
network nor the end systems typically prioritize traffic. However, there are cases
where having multiple levels of service would be desirable. Not all transactions
are equally important to the clients or to the server, and some applications need
to treat them differently. One example is prefetching requests for web pages
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by proxies; such speculative requests should receive lower priority than user-
initiated, non-speculative ones. Another simple example is a web site that wishes
to offer better service to paying subscribers.

Ongoing efforts attempt to provide multiple levels of service, both in the
server operating system (OS) and in the network. Although promising in the long
run, replacing the OS of end systems or upgrading all routers in the network is
often impractical. Instead, we will show that substantial benefit can be achieved
with server-side, application-level-only mechanisms.

HTTP/1.1 [5] standard reduces latencies and overhead from closing and re-
establishing connections by supporting persistent connections as a default, which
encourage multiple transfers of objects over one connection. HTTP/1.1 does not
specify explicit connection-closing time but provides only one example for a pol-
icy, suggesting using a timeout value beyond which an inactive connection should
be closed [8,13]. HTTP/1.1 must decide when to terminate inactive persistent
connections. Current implementation of HTTP/1.1 uses a certain fixed holding-
time model. This model may induce wasting server’s resource. Current latency
problems are caused by not only network’s problem but also server’s overloads
having limited resource. A connection kept open until the next HTTP request
reduces latency and TCP connection.

We propose application-level TCP connection management mechanisms of
Web server to provide two different levels of web service, high and default pri-
ority by setting different timeout for inactive TCP connection. We evaluated
the performance of the mechanism under heavy and light loading conditions on
Web server. Our experiments show that, though heavy traffic saturates the net-
work, high level class performance is improved by at most 25-28%. Therefore this
mechanism can effectively provide QoS services even in the absence of operating
system and network support.

In these two simple examples, external (management) policies control prior-
ity assignments. Depending on the nature of the policy, it may or may not be
acceptable to delay or drop transactions.

2 Issues of Persistent Connection

The Hypertext Transfer Protocol (HTTP) dominates information exchange over
the Internet. HTTP messages are transported by TCP connections between
clients and servers. Most implementations of HTTP/1.0 [4] use a new TCP
connection for each HTTP request/response exchange. Hence, the transmission
of a page with HTML content and embedded images involves many short-lived
TCP connections.

TCP connection is established with a 3-way handshake; and typically several
additional round trip times (RTT) are needed for TCP to achieve appropriate
transmission speed [15]. In addition, Slow-Start mechanism of TCP implemen-
tation adds at least one RTT to the total transaction time [12,14]. Each con-
nection establishment induces user-perceived latency and processing overhead.
Thus, persistent connections were proposed [9,10,12] and are now a default with



66 Y.-J. Rhee et al.

the HTTP/1.1 standard [5]. HTTP/1.1 keeps open and reuses TCP connections
to transmit sequences of request/response messages; hence, reducing the number
of connection establishments and resulting latency and processing overheads.

Persistent connection management is performed at the HTTP-application
layer. Current implementations of Web servers use a holding-time model rather
than a typical caching model. Using holding-times, a server sets a holding time
for a connection when it is established or when a request arrives. While the
holding-time lasts, the connection is available for transporting and servicing
incoming HTTP requests. The server resets the holding-time when a new request
arrives and closes the connections when the holding-time expires. In a caching
model there is a fixed limit on the number of simultaneously-open connections.
Connections remains open (“cached”) until terminated by client or evicted to
accommodate a new connection request. A holding-time policy is more efficient
to deploy due to architectural constraints whereas a cache-replacement policy
more naturally adapts to varying server load. Policies in the two models are
closely related when server load is predictable [7]; a holding-time policy assigning
the same value to all current connections is analogous to the cache-replacement
policy LRU (evict the connection that was Least Recently Used). In fact, under
reasonable assumptions the holding-time value can be adjusted through time as
to emulate LRU under a fixed cache size (and hence adapt to varying server
load) [7].

We propose different levels of web service based on the holding-time model
by setting different timeout for inactive TCP connection to upper and default
classes.

3 Designing Connection Management Mechanism for
QoS Service

Transactions compete for resources inside the network and at the end systems.
Thus, full support for different levels of service for Web transactions would re-
quire both network and end system software (OS and applications) to be ex-
tended. These extensions are still under development; and even when finished,
deployment will take time, because many routers in the network must be up-
dated for the system to be effective. In the meantime, application-level mecha-
nisms promise most of the benefits of an OS/network solution with the additional
advantage of being easy to deploy. Only the application software of the server
needs to be modified to offer different service levels.

Providing differentiated services would require that the incoming requests be
classified into different classes and different levels of service be applied to each
class. In this section, we present our differentiated service mechanism, which
manage TCP connection by means of offer different levels.

3.1 Proposed Differentiated Service Model

We study the case where there are only two levels of quality of service needed.
We classify clients (users) into an upper class (high level of quality of service) for
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membership users who pay the fees, and default class (a low level one) for non-
membership users who may get the service for free, and assign default holding-
time plus additional time to upper class and default holding-time to default class.
The upper class users can reduce processing overheads and network latencies
caused by closing and re-establishing TCP connection and Slow-Start problem
of TCP when holding-time expires, comparing with default class users. Figure 1
shows operational differences according as different holding times.

Fig. 1. Operational differences between upper class client and default class client

3.2 Operational Scenario of Proposed System

In this section, we present operational scenarios of proposed system. Then, we
show its operational time line of our mechanism in Figure 2.

We suggest Class Broker that determines proper holding-time to each client
after establishing TCP connection. The Class Broker can be implemented inside
the Web server or in membership management DB server. The Followings are
roles of Class Broker.

– Manages class table by membership based on membership DB
– Determines proper holding-time of the client when a new client requests

access to the Web server

Client starts to establish connection with pertinent server by user’s request,
and requests HTML file. After receiving connection request from the client,
server establishes TCP connection with the client. Then, the server calls the
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Class Broker when a user from the client logins to the server. The Class Broker
analyzes user’s class based on membership DB, and determines proper holding-
time of the client and returns the value to the server. The Server assigns the
holding-time value returned by Class Broker to the client and sets the holding-
time. The server must keep the TCP connection during the holding-time. If
receiving new requests from the client, the server resets the holding-time. But,
if no request after the elapsed holding-time, the server closes TCP connection
with the client and releases resources, socket and socket buffer memory having
been assigned to the client.

Fig. 2. Time line of proposed mechanism

4 Implementation and Evaluation

If you wish to include color illustrations in the electronic version in place of or
in addition to any black and white illustrations in the printed version, please
provide the volume editors with the appropriate files.

If you have supplementary material, e.g., executable files, video clips, or audio
recordings, on your server, simply send the volume editors a short description
of the supplementary material and inform them of the URL at which it can be
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found. We will add the description of the supplementary material in the online
version of LNCS and create a link to your server.

In order to measure the server latency, we implement a patch file to be linked
with Apache code that provides routines for measuring time and logging results.
Each process sums the latency for all the requests it handled in each class. Just
before finishing its execution, each process writes per-class statistics – average
latency and total number of requests – in a log file. Calls to the timing routines
were inserted just after a connection is established and just after it is closed, in
order to measure the server latency.

4.1 Experimental Setup

Since in current Web servers, there is no difference among requests in terms
of different level services. We implemented the QoS connection managements
mechanism described above in Apache version 1.3 [2], a popular web server
program, modifying by adding a Class Broker, which decides the holding-time
in which TCP connection last.

The server machine was a 550Mhz Pentium-III PC with 128MB of physical
memory running Linux 2.0.32. In order to obtain effects of simulating busy web
server by restricting server’s resource, we modified the kernel by increasing the
socket listen queue to 30 connections. All of the servers are implemented by
thread-based and event-driven feature and collect CPU and physical memory
statistics.

The server load was generated by a version of Webstone 2.0.1[16], an industry-
standard benchmark for generating HTTP requests. Webstone is a configurable
client-server benchmark that uses workload parameters and client processes to
generate Web requests. This allows a server to be evaluated in a number of
different ways. It makes a number of HTTP GET requests for specific pages on
a Web server and measures the server performance, from a client standpoint.
In order to generate load for a Web server, client processes request pages after
various idle time we set and flies from the server, as fast as the server can answer
the requests.

WebStone client processes were spawned in 12 machines (5 client processes
per machine) similar to the one used as the server hardware platform. Clients
and server communicate through a dedicated 10Mbps Ethernet network. We
started WebStone benchmarks, configured to spawn 60 client processes to send
requests.

WebStone load is defined by the number of client processes and by the config-
uration file that specifies the number of pages, their size and access probabilities.
In our experiments, we use two different loads, light load causing 20% bottle-
neck resource utilization and heavy load causing 80% utilization. Heavy loads
are representative of the kinds of workload typically found in busy Web Server.
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4.2 Results

This section discusses the results obtained for the proposed mechanism. The
performance metric is the average latency of a request as perceived by the server.
We use 60 client processes and have 30 processes issue requests of upper class
and the rest issue requests of default class. We try to analyze the effectiveness
of our schemes by comparing the average latency for each class of request with
the correspondent latencies when no scheme is used.

In Figures 3 and 4, we set idle time for random value, upper-class holding
time for 30 sec and default-class holding time for 15 sec. The graphs show the
average latencies when we vary the number of client processes sending requests
for the two different loads, light load and heavy load. For larger values of client
processes, we note that the performance of upper class is improved by 25% under
light load (Figure 3) and 28% under heavy load (Figure 4), while that of default
class falls by 3% and 8% under each load (Figures 3, 4), with respect to when
no differentiated QoS policy is used. Thus, we can trade good performance for
upper class with poor performance for default class.

In Figures 5 and 6, upper-class holding time was set to 10, 20, 30, 40 and
50 sec, and values of idle time is varied from 0 to 60 sec. The two graphs show
that if holding time of upper class is shorter than idle time, average latency
of upper class is degraded rapidly. The experiment shows that according as
holding time increase performance of upper class is improved, because of no
need for TCP closing and re-establishing latency overheads. Thus, upper class
clients are provided with more reliable service than default class clients, when
packets between clients and web server are delayed due to network problems.

4.3 Discussion of Results

In this section, we will summarize the experimental results for our mechanism.
An important result of our experiments is that substantial benefits can be pro-
vided with user-level changes. Even the very simple approach of assigning more
holding time of HTTP/1.1’s persistent connection to high level user works well
in both case: Web server with light load and one of heavy load.

Our experiments were conducted using a small, static set of web pages. Cur-
rent Web servers should offer dynamic content, containing large size of multi-
media data such as audio, video and image that require reliable service. The
server, however, will become difficult to meet the needs within default holding
time, when packets between clients and Web server are delayed due to network
problems. Our experiments show that proposed mechanisms would be effective
in this case by extending open time of TCP connection.

Limitation of our study is that proposed mechanism may degrade server’s per-
formance when connections with upper class clients increase rapidly, therefore,
all resources get preempted to the existing connections, and requests from new
clients would be delayed. To overcome this problem, efficient service scheduling
between the existing clients and new clients of upper class needs to be imple-
mented.
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Table 1 shows results of comparison between HTTP/1.0, current Web service
of HTTP/1.1, upper class and default class of the differentiated QoS mechanism
we proposed, in terms of QoS service, minimization of latency, reliable service,
and efficient resources management.

Fig. 3. Average latencies in case of varying the number of client processes (Light load)

Fig. 4. Average latencies in case of varying the number of client processes (Heavy load)

5 Conclusions

It is impossible for Web server with limited resources to process all of requests
from clients by high quality of service when requests increase rapidly. It is an
important issue that the Web servers provide different levels of quality of service
to members and non-members. We propose application-level TCP connection
management mechanisms of Web server to provide two different levels of Web
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Fig. 5. Average latencies when upper-class holding time set to 10, 20, 30, 40 and 50
sec, values of idle time are varied from 0 to 60 sec (Light load)

Fig. 6. Average latencies when upper-class holding time set to 10, 20, 30, 40 and 50
sec, values of idle time are varied from 0 to 60 sec (Heavy load)

Table 1. Comparison between HTTP/1.0, HTTP/1.1 and Proposed Mechanism
(High: O Low: L None: X).

HTTP/1.0 Current Web Default Class Upper Class
Service (HTTP/1.1)

QoS Service X X X O
Minimization X L L O
of Latency
Reliable Service X L L O
Efficient O L L L
Resources
Management
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service, a high and a low service by setting different timeout for inactive TCP
connection. We evaluated the performance of the mechanism under heavy and
light loading conditions on Web server. Our experiments show that, though
heavy traffic saturates the network, high level class performance is improved by
at most 25-28%. Therefore this mechanism can effectively provide QoS services
even in the absence of operating system and network support.
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Abstract. Anycasting communication is proposed in IPv6, and it is
designed to support server replication by allowing applications to se-
lect and communicate with the “best” server, according to some perfor-
mance or policy criteria, among the replicated servers. Originally any-
cast researchers focus on network layer. In this paper we pay more at-
tention to application-layer anycasting, because at application layer we
can obtain more flexibility and scalability. First of all, we describe the
application-layer anycast model, and then summarize the previous work
in application-layer anycasting, especially the periodical probing algo-
rithms for updating the database of anycast resolver. After that, we
present our algorithm, the requirement-based probing algorithm, an effi-
cient and practical algorithm. In the end, we analyse the algorithms using
the queuing theory and the statistics characteristics of Internet traffic.
The results show that the requirement-base probing algorithm has better
performance not only in the average waiting time for all anycast queries,
but also in the average time used for an anycast query.

1 Introduction

An anycast message is the one that should be delivered to one member in a
group of designated recipients [12]. Anycasting is an extension of the traditional
unicast message, in which there is only one server in the recipient group. With
the dramatic development of Internet, more and more applications demand any-
cast services, for example, when there are a number of mirrored web sites on
Internet, user can access the “best” one transparently by anycast service. As
the result, in the latest version of IP specification, IPv6, anycasting has been
defined as a standard services [5]. Generally speaking, there are two categories
of anycasting related problems: procedures and protocols at network layer for
routing and addressing anycast messages, and management methodologies at
application layer for using anycast services [7].

Some research has been carried out on routing anycast messages [9,10,11,17].
These work are very important for the next generation of IP, and the researchers
also obtain some excellent achievements. To the various practical applications of
current Internet, however, network layer anycasting has some inevitable disad-
vantages, which are summed up as following:

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 74–83, 2002.
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– Routing of network layer anycasting needs support of routers. The origi-
nal routers for IPv4 do not support anycasting, therefore we must upgrade
routers, and make them recognize anycast addresses and forward packets
properly, furthermore, routers must coordinate with each other to complete
the delivery of anycast packets correctly. As a result, anycasting services in
network layer need a long and expensive transitional period.

– Network layer anycasting is not flexible. Routing of anycast packets are de-
cided by previous fixed routing algorithms entirely within the network, there
is no possibility for users or developers to change the algorithms to meet their
own special requirements.

– Network layer anycasting can not satisfy the various metrics of Internet ap-
plications. The current network layer anycasting algorithms focus on shortest
path metric, such as hop count. It is efficient to determine the shortest path,
but only for this purpose. It can not handle a variety of other metrics, such
as network performance, server throughput, response time, etc.

On the other hand, some research has been carried out on application layer
anycasting [1,2,8,15]. Those work try to implement the functionalities of anycast-
ing in application layer, which can avoid the disadvantages outlined previously.

Internet is complicated and dynamic, but it has its own rules actually. There
are lots of work have been done about this topic [4,13,14,16]. In this paper,
we explore the algorithms on application-layer anycasting from the views of
statistics and stochastic.

The rest of the paper is organized as follows. Section 2 discusses the related
work on application-layer anycasting, and also the statistics features of Internet.
In Section 3, after describing the previous work, we present our novel algorithm
on application-layer anycasting. We compare the performance of the application-
layer anycasting algorithms in Section 4. Finally, in Section 5, remarks and future
work are presented.

2 Related Work and Background

2.1 Characteristics of Internet Traffic

Network traffic properties have been intensely studied for a quite long time.
Examples of analysis of typical traffic behaviors can be found in [3,13].

Traffic variables on an uncongested Internet wire exhibit a pervasive non-
stationarity. As the rate of new TCP connections increases, arrival processes
(packet and connection) tend locally toward Poisson, and time series variables
(packet sizes, transferred file sizes, and connection round-trip times) tend locally
toward independent [4]. Here the Poisson arrivals are given by

P (X = k) =
λk

k!
e−λ, k = 0, 1, 2, . . . (1)

The analysis later in this paper is based on Poisson arrival, which is described
by this formula.
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The statistical properties of the Internet congestion reveal long-tailed (log-
normal) distribution of latencies [16]. Here latency times TL are given by

P (TL) =
1

TLσ
√

2π
exp

(
− (lnTL)2

2σ2

)
(2)

Where σ represents the load of the network. Latencies are measured by per-
forming a series of experiments in which the round-trip times of ping packets
are averaged over many sent messages between two given nodes.

2.2 The Application-Layer Anycasting Model

The research of application-layer anycasting is a topic started recently [1,2],
but the idea began with the server or resource finding problem about 10 years
ago. Initially, with low to moderate server loads, the problem was how to find
the desired resource over the network knowing only its name or property. More
recently, the Service Location Working Group of the IETF is considering the
design of the Service Location Protocol, which allows a user to specify a set
of service attributes, which can be bound to a server’s network address in a
dynamic fashion [2].

With the eruptive development of Internet, users have to face more and more
disadvantages of Internet, and now, users have to constantly to find the “best”
service from among many content-equivalent servers. There are several outstand-
ing studies in this area: 1) Partridge, Mendez and Milliken [12] proposed the idea
of anycasting at the network layer. 2) A study by Guyton and Schwartz [6] which
addresses the problem of locating the nearest server. 3) Dong Xuan, Weijia Jia,
Wei Zhao and Hongwen Zhu [17] presented a simple and practical routing pro-
tocol for anycast message at the network layer. And 4) Ellen W. Zegura and the
research group [1,2] analysed the limitations of network layer anycasting and
offered an idea about application layer anycasting, which will be discussed more
in the rest of this section.

The architecture of application-layer anycasting is shown in Figure 1. A client
tries to find a service from the replicated servers on the Internet. First of all,
the client sends an anycast query to the anycast resolver to decide which server
among the replicated servers is the “best”. Then an anycast response is obtained,
which consists of the “best” service server’s website name or an IP address. The
rest of the transaction is the traditional unicast operations.

Anycast resolver is the kernel of the whole architecture, it makes use of the
anycast domain names (ADNs). The function of an application-layer anycast
service is to map an anycast domain name into one or more (unicast or multicast)
IP addresses.
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Fig. 1. Architecture of application-layer Anycasting

3 Algorithms for Application-Layer Anycasting

3.1 Periodical Probing Algorithm

The critical problem of application-layer anycasting is how to map an anycast
query into one or more IP addresses. [2] presents 4 metrics about how anycasting
performs: 1) server response time, 2) server-to-user throughput, 3) server load,
and 4) processor load. The paper identified four possible approaches to maintain
replicated server performance information in the anycast servers’ database:

1. Remote Server Performance Probing: By this methodology, probing agents
query the replicated servers periodically to determine the performance that
will be experienced if a client were to actually request service.

2. Server Push: The replicated server sends (or pushes) the relevant local per-
formance information onto anycast resolvers.

3. Probing for Locally-Maintained Server Performance: Each replicated server
maintains its own locally monitored performance metrics in a globally read-
able file, remote probing locations can then read the information in the file
to obtain the desired message.

4. User Experience: This technique is to collect information about past expe-
rience, and then offers a coarse method of maintaining server performance.

As we found that in [2], the foundation of anycast resolver algorithms is the
remote server performance probing based on periodical probing, called the peri-
odical probing algorithm. [2] mixed the different methods together in practical
applications. There are several disadvantages for periodical probing:

– Accuracy problem. We suppose that the period of probing is ∆T , then during
∆T time, the anycast resolver makes all its decisions based on the result of
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last probing. As we know that the Internet changes quickly, therefore the
longer the ∆T is, the worse the accuracy.

– Network load problem. In order to improve accuracy, the ∆T should be as
short as possible, but, on the other hand, there must get too much probing
packets, this will generate a heavy network load.

– Completeness problem. Periodical probing can represent the performance of
the servers, but it can not tell resolvers the performance of current network
circumstance, which is also an important element for the whole performance.

– Resolver server load problem. The periodical probing algorithm probes for
all anycast groups, including the anycast groups which are not used in the
coming period. This part of job is not necessary, and it can degrade the
resolver’s performance.

3.2 Requirement Based Probing Algorithm

In this paper, we present an algorithm, called requirement based probing algo-
rithm, which can overcome all the disadvantages of the periodical probing algo-
rithm, which are mentioned in Section 3.1. The main idea of requirement-based
probing algorithm is described below.

When an anycast query is received by an anycast resolver, the resolver will
send probing packets, such as ping, to each member in the anycast service group,
respectively. In this case, the probed servers should respond for the ping require-
ments, respectively. If a server’s load is heavy or performance is bad, then the
respond must last longer than a server whose load is light or performance is
good. Therefore the probing packets can not only probe the servers’ load or per-
formance at that short period, but also the network load at the same period.
Based on the analysis, we define that the first responsive server is the best one
among the anycast service group, because the responsive time represents the
network performance and server performance as well, then the anycast resolver
will submit the IP address of the server to the client via the anycast response.
The client then tries to find the server using the traditional IPv4 procedures.

The advantages of our algorithm include higher accuracy, better system per-
formance, and less load for both network and resolvers than the periodical prob-
ing algorithm. It is also practical and easy to implement. In Section 4, we will
present the performance comparison of the application-layer anycast algorithms.

4 Performance Comparison of Anycast Algorithms

In this section, we compare the two algorithms based on previous research on
statistics characteristics of Internet traffic and queuing theory. There are some
assumptions for the calculations:

1. Customer arrivals are Poisson arrival.
2. The time unit for both algorithms is 1.
3. During the time unit of 1, there are N customers for both algorithms.
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4. There is one server in the system acting as the resolver, and the service
velocity, µ, can be obtained from Equation 3.

µ =
1

E(x)
= e

σ2
2 (3)

There are two important parameters to measure the performance of a system.
One is the average time used in the system for a customer, denoted as Tq.
Another one is the average waiting time for all customers, denoted as Tw. For
both algorithms, we will calculate these two parameters respectively.

4.1 System Performance of the Periodical Probing Algorithm

For this algorithm, we make the following two reasonable assumptions:

1. There are two segments in one period, p and 1−p, shown in Figure 2. During
time points 0 and p, there is no customer arrival; during time points p and 1,
there are N customer arrivals, and the rule is Poisson arrival.

2. During time points 0 and p, anycast resolver provides service to client, and
during time points p to 1, there is no service for clients. In this duration, the
anycast resovler updates its database.

Fig. 2. Time segments assumption for periodical probing algorithm.

We can obtain the following results using queuing theory.
During time points p to 1:
The Poisson arrival velocity λ,

λ =
N

∆T
=

N

1 − p
(4)

Combine Equations 3 and 4, we can obtain ρ, ratio of usage.

ρ =
λ

µ
=

N

1 − p
e

σ2
2 (5)
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Further,

Tqp2 =
1
µ

1 − ρ
=

e− σ2
2

1 − N
1−pe

σ2
2

(6)

Twp2 = ρTq2 =
N

1−peσ2

1 − N
1−pe

σ2
2

(7)

During time points 0 to p: λ = 0, then ρ = 0, and further,

Tqp1 = 0 (8)

Twp1 = 0 (9)

Then the weighted average for Tqp and Twp are:

Tqp = pTqp1 + (1 − p)Tqp2 =
(1 − p)e

σ2
2

1 − N
1−pe

σ2
2

(10)

Twp = pTwp1 + (1 − p)Twp2 =
Neσ2

1 − N
1−pe

σ2
2

(11)

4.2 System Performance of Requirement-Based Probing Algorithm

For the requirement-based probing algorithm, the Poisson arrival velocity is,

λ =
N

∆T
=

N

1
= N (12)

The service velocity is the same one described by Equation 5, then

ρ =
λ

µ
= Neσ2

2 (13)

Further,

Tqr =
1
µ

1 − e
=

e
σ2
2

1 − Ne
σ2
2

(14)

Twr = ρTqr =
ρ

µ(1 − ρ)
=

Neσ2

1 − Ne
σ2
2

(15)

Now, we can derive two conclusions.
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Fig. 3. Comparison of Tqp and Tqr.

Conclusion 1. Tqr < Tqp, t ∈ (0, Pε).
Based on Equations 10 and 14, we can get the curves shown in Figure 3.
where

Pe =
1 − 2Ne

σ2
2

1 − Ne
σ2
2

(16)

Figure 3 shows that: if p locates in (0, Pε) then, and if p locates in (Pe, 1] then
Tqr < Tqp. That means when the network load becomes heavy (σ ↑), or there
are more customers (N ↑), or both of these events happen, then Pe becomes
smaller. That is when the above situation(s) happen, in a system’s view, Tqp is
less than Tqr, but in practice, we hope that Pe is close to time point 1, that
means we hope the resolver’s database update period is only a small part of the
whole time unit, because during [Pe, 1], resolver will focus on database updating,
therefore the performance of the service is poor. Based on the analysis, generally
speaking, in most of the time unit, (0, Pe), the performance of the requirement-
based probing algorithm is better than that of periodical probing algorithm; only
in a very small part of the time unit, (Pe, 1), the former performance will be
worse than the later.

Conclusion 2. Twr ≤ Twp.
If p = 0 then Twr = Twp. This is easily obtained.
If p > 0 then Twr < Twp.
Proof:

p > 0 ⇒ −p < 0
⇒ 1 − p < 1

⇒ 1 <
1

1 − p

⇒ −1 > − 1
1 − p
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⇒ 1 − Ne
σ2
2 > 1 − N

1 − p
e

σ2
2

⇒ 1

1 − Ne
σ2
2

<
1

1 − N
1−pe

σ2
2

⇒ Neσ2

1 − Ne
σ2
2

<
Neσ2

1 − N
1−pe

σ2
2

⇒ Twr < Twp

This shows that Twr is always less than or equal to Twp, namely the average
waiting time of the requirement-based probing algorithm is always less than or
equal to that of the period probing algorithm.

5 Remarks and Future Work

With the dramatic development of the Internet, anycasting will become an im-
portant part of forthcoming applications. Initially, anycasting was presented in
the network layer, and application-layer anycasting is a practical choice for many
current applications.

In this paper, we described the application-layer anycast model and the cur-
rent algorithms for the critical part of anycasting, namely how to decide the
“best” service server. We provided our requirement-based probing algorithm.
The analysis shows that: 1) The average waiting time for all anycast queries
of requirement-based probing algorithm is better than that of the periodical
probing algorithm. 2) Generally speaking, in normal network situations, the av-
erage time used in system for an anycast query of the requirement-based probing
algorithm is better than that of the periodical algorithm, except that the net-
work load is very heavy, or there are too many anycast queries, or both of them
happen.

Our next step is to perform simulations for both of the algorithms and try
to obtain further confirmations about the advantages of the requirement-based
algorithm. We will also try to explore the situations of multiple anycast resolvers
and the synchronizations among the resolvers.
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Abstract. Computer networks or distributed systems in general may
be regarded as communities where the individual components, be they
entire systems, application software or users, interact in a shared en-
vironment. Such communities dynamically evolve with components or
nodes joining and leaving the system. Their own individual activities
affect the community’s behavior and vice versa. This paper discusses
various practical experiments undertaken to investigate the behavior of
a real system, the Gnutella network, which represents such a commu-
nity. Gnutella is a distributed Peer-to-Peer data-sharing system without
any central control. It turns out that most interactions between nodes
do not last long and much of their activity is devoted to finding appro-
priate partners in the network. The experimental results presented have
been obtained from a Java implementation of Gnutella running in the
open Internet environment, and thus in unknown and quickly changing
network structures heavily depending on chance.

1 Introduction

Whenever autonomous individuals act in a shared environment, the emergent
interaction results in manifold relations between the individuals and/or groups
of individuals. Those relations and the associated behavior of individuals and
groups may induce structures to the groups. Such structures are commonly called
communities. The behavior of biological individuals, such as ants or bees, but
also humans has been widely studied in the social sciences [4]. Key findings
include that despite the largely varying (intellectual) capacities of individuals
and groups, a set of common characteristics for acting in a shared environment
still may be observed [9]. However, this usually depends on the specific knowledge
of the individuals and their time already spent within a community. Among the
characteristics identified, we find that,

– each individual can identify a few members of a community and may ex-
change information with them;

– there is no single individual who knows or controls the whole community;

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 84–99, 2002.
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– some individuals may be more “intelligent” than others and have more
and/or better information;

– communities are often hierarchically structured with one or more outstand-
ing individuals.

Starting with just a few individuals (at least two), communities continuously
evolve. The resulting set of inter-related community members is generally called
the social network of a community. While the number of individuals in a commu-
nity can grow very fast, the single individual needs only little information about
other individuals to still be able to potentially interact with a large number
(or all) of the community members. The six degrees of separation property [14]
illustrates this in the case of human communities. Moreover, communities are
often characterized by a highly self-organizing behavior. Insect collectives such
as ants or bees, but also physical and chemical systems composed of large num-
bers of individuals or particles interact locally and contribute thereby to global
organization, optimization and adaptation to the environment.

Computer networks or distributed systems in general may be regarded as
communities similar to the above examples. Most obviously, the Internet or
Web forms entities that can be characterized as communities. Many approaches
to define communities on the Web [6,8,10] are based on the use of existing
link patterns and they therefore lack the characteristic community properties to
adapt to the current context and to dynamically evolve. Implicit information [9,
13] other than link patterns are necessary to achieve this.

A number of applications have been developed which include in one way or
another the idea of communities on the Internet. Among those are Yenta [7],
an agent based system to find people with similar interests and to make them
known to each other, Freenet [5], an information publication system storing,
caching and distributing information on demand without any centralized control,
or Gnutella [2], a distributed Peer-to-Peer data-sharing system. In the Gnutella
system, a user only needs to know one (or several) other participants to join
the community. The mechanism to broadcast information (search for partners
or particular data) refrains from any central control: it is based on propagation
of messages from participant to participant. The community is highly dynamic
as participants can join and leave at any time without having to contact any
administrative unit.

In order to investigate the behavior of communities on the Internet, the
Gnutella system has been chosen for the research presented in this paper. The
system provides an ideal practical testbed because all the participating individ-
uals are unknown, no central control exists, and the community is sufficiently
large. In fact, the only common component is the communication protocol and
the core system behavior where each participant acts as a client and a server
at the same time while applying the aforementioned information propagation
mechanism.

The next two sections introduce the Gnutella system and protocol. In sec-
tion 4 we describe the Jtella platform used for the experiments which are pre-
sented in detail in section 5. The method applied for measuring the performance
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of Gnutella applications and the results observed are discussed in section 6 before
concluding with a discussion about the various experimental results observed.

2 Overview of Gnutella

Gnutella is a distributed Peer-to-Peer (P2P) application for the sharing of files
over the Internet. It was designed as a replacement for Napster [21] and has been
used mainly for the dissemination of multimedia files.

Each participant in a Gnutella network runs a program on his computer
that acts both as a client and a server as well as a router. Gnutella programs
are referred to as servents (SERVer+cliENT), nodes or simply clients. As a
client, the application provides an interface where a user can enter keywords
describing the files that he is seeking. The program then sends the request to
neighbouring participants who pass it on to their neighbours who do the same;
thus propagating it throughout the network. At the same time, clients check
to see if the request corresponds to local files they are willing to share and, if
so, they send back a response. File transfers are done via another route using
standard HTTP protocol requests.

The fundamental feature of Gnutella is that it does not rely on centralized
databases or proprietary software. It also tries to ensure a measure of anonymity.
As a result, it is resistant to both hardware failure and legal attack. The first
Gnutella application was released in March 2000 but it was officially available for
only a 24 hour period [2]. The basic protocol implicit in the original software is
quite simple and is now available on the Web [1]. Although, it has been reported
to suffer from performance and scalability problems [18], the Gnutella protocol
has resulted in a large number of implementations.

Initially, as a replacement for Napster, the Gnutella network grew exponen-
tially and this growth has been charted by several researchers [3,17]. Available
data shows the network growing from around 1,000 nodes in November 2000
to over 40,000 in June 2001. Over this period, Ripeanu [17] found that over
400,000 different users had connected to Gnutella. In another study, a crawler
programme found over 1 million different host addresses in an 8 day period [20].
However, since the summer of 2001, the network has been steadily shrinking,
reaching an average of 16,000 users in January 2002 [3]. One can surmise that,
if the main interest in Gnutella was sharing of music, many users have switched
to more efficient specialised services such as Morpheus-KaZaA from MusicCity
which now claims to have over 300,000 simultaneous users [15].

As the first widespread decentralised and open protocol, Gnutella is worthy of
study. Its simple basic protocol also make it easy to use in experiments. Because
the protocol is not specifically oriented to a single application domain (like mp3-
encoded music), it is also easy to use Gnutella as a low level dissemination or
broadcast protocol upon which to piggy-back other applications — with specially
formatted query/response strings. Parallel private Gnutella networks can also be
set-up by the simple expedient of using private bootstrap host caches.
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3 Description of the Gnutella Protocol

Each participant in a Gnutella network maintains a small number of permanent
links to neighbours (typically 4 or 5). Search is done via flooding — a distributed
form of broadcast. Messages are sent to the neighbours who pass them on to
their neighbours and so on. The number of hosts which are contacted in this
way increases exponentially with each jump. In order to limit the potential data
explosion, the number of jumps is bound by a time-to-live (TTL) counter which
is decremented on each passing on. When the counter reaches zero, the message
is no longer propagated. Messages also have a hop counter to keep track of how
far they have come.

Gnutella provides also for some notion of anonymity. Specifically, queries do
not contain the identity of the initiating host. Instead, each Gnutella message has
a unique identifier (ID) and propagating hosts maintain routing tables keyed on
this ID which indicate from which connection a message arrived. Answers carry
the same ID and are returned along the same route as the query. The anonymity
is only relative because downloads are done directly without passing through the
Gnutella connections. The routing tables are also useful in preventing looping
and duplicating messages: if the ID of a query (not an answer) is already present
in the table, the message is seen to be a duplicate and is not propagated.

The Gnutella protocol is based on four types of messages (actually there is
a 5th type to deal with firewalls, but it is not pertinent to our discussion). The
messages come in pairs: one for the requests and one for the answers. The file
search pair includes:

Query – contains the user request as an unformatted string of keywords1;
Reply – used by a host to return a list of matching files along with a short

description of each file as well as the Host:Port address to be used for an
HTTP download.

The next two messages are used to discover the addresses of participating hosts:

Ping – a request for host addresses;
Pong – a reply to the Pong with a Host:Port address along with extra informa-

tion about the host bandwidth and the number of local files.

According to the protocol, a host receiving a Ping should answer with its
own address in a Pong as well as forwarding the Ping to its neighbours. In
practice, to reduce overhead, a host which already has too many neighbours,
may pass on the message without returning its own address. Some hosts may
act as central directories. They do not propagate Pings; rather, they maintain
a cache of addresses they have received and return a small number of these. A
number of sites well-known to the Gnutella community act as directories and
this is how initial connection to Gnutella operates. However, any active host can
serve as an initial connection point.
1 Note: in possible extensions of Gnutella to specialized areas, one would expect the

format and semantics of the Query request to be more tightly defined.
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Finally, the protocol gives details about the handshake to be used on initial
connection and suggests that Gnutella applications use port 6346 as the server
address. The other aspects of the functionality that we expect in any program
that accesses the Gnutella network either rely on other protocols or are left
unspecified.

4 The Experimental Platform

Our experimental platform is based on Jtella, a framework written by Ken Mc-
Crary [11,12]. Jtella is made up of about 40 classes and 7000 lines of Java. It
manages the initial connection to the Gnutella network, the maintenance of a
specified number of connections and the routing of messages. An indication of
the ease of use is that simple applications to search or monitor traffic require less
than 150 lines of Java (on top of the Jtella Framework). Note that Jtella does
not cover the indexing of files, matching queries or media playing. Jtella served
as our introduction to the implementation of the Gnutella protocol but we took
the liberty of rewriting or modifying about 1000 lines mainly dealing with par-
allelism and synchronization. We also uncovered, reported [22] and bypassed a
Java bug: threads which are not started are not garbage collected.

4.1 Architecture of Jtella

The main building blocks of Jtella are: the Connection objects, the Router, the
Connection managers and the Host Cache. The architecture is shown in Fig. 1.
It is quite similar to that of LimeWire [19].

Connection manager

Host cache

Port 6346

Connection
In/Out Connection

Router

Connection

Connection

Pongs

50 slots

50 slots

200 slo
ts

Recently
seen

messages

Filter

Fig. 1. Servent Architecture

There is one Connection object for each connection. Each Connection acts
as a Thread to handle incoming messages and put them on a common message
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queue for the Router. Each Connection also has a second Thread with a message
queue to handle output messages.

The Router is a separate Thread. It takes messages off its queue, checks
them against a table of recently seen messages and, if they are not duplicates, it
places them in the appropriate output queues. The router tables are also used to
return answers. Queues are fixed in length: the router queue has 200 slots and
the output queues are 50 elements long. In general their occupation is less than
5%.

There are two connection managers whose job it is to maintain a specified
number of active connections. Initially, Jtella was set up to keep 4 connections
open: 2 outgoing and 2 incoming. If an incoming connection failed, the following
incoming connection would be accepted. If the number of outgoing connections
was below the specified level, for every missing connection, the outgoing manager
would launch 2 start-up threads to try to connect to new hosts. The current
version is more flexible in the split between incoming and outgoing connections.
By default, two slots are reserved: one incoming and one outgoing, but the others
can be of either type. When a connection fails, we launch two connector threads
and, at the same time, we accept incoming connections. If all connection attempts
succeed, we can temporarily have too many connections; but connections die
quickly and this excess capacity is short lived. On start-up, all connections are
necessarily outgoing but in a short time, as our address is made known through
Pongs, the rate of incoming requests increases to the point that most failed
connections are replaced by incoming connections.

To discover addresses of Gnutella participants, we send out a Ping whenever
we open a new connection, and we put the addresses from all Pongs received into
a cache. Because we receive many more host addresses than we can use, we limit
our cache to 200 addresses and discard the others. As will be discussed later,
most addresses that we receive are invalid. An important modification to Jtella
was the addition of a filter to weed out bad addresses. When the cache is empty
or low, we connect to well known host caches. These use the same Ping/Pong
messages as all other Gnutella nodes but their sole function is to store addresses
and redistribute them to later callers. Recently, this host cache function has been
partially delegated to the network and in many servent implementation, when-
ever a node refuses a connection request, it sends back a number of Pongs from
its host cache before shutting down the connection. Commonly, some servents
send back 10 Pongs and others 50.

5 Gnutella Measurements

An important characteristic of Gnutella is that performance for any one session
is highly dependent on chance. If a client happens to find reliable hosts early,
it will obtain a steady flow of messages. At other times, it may struggle to find
even a single permanent connection and it is not rare for identical servants run
in parallel to have 2:1 differences in performance indicators.
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Before proceeding to more exact measurements and tests, we present typical
output from two exploration experiments which show the difficulty in maintain-
ing connectivity and quantifying behavior.

5.1 Exploration Experiment I

Our principal measurement program named TestServent sets up a node with a
specified number of connections, routes messages and collects statistics. It also
prints out the current status of the node every 15 seconds. Typical output is
shown in Figure 2.

****************** Fri Jan 04 10:01:33 EST 2002 **********************

Traffic in: 84 msg/s.
Valid in: 22 msg/s.
Traffic out: 38 msg/s.

Msgs: Ping/Pong -> Que/Rep
OUT ( OK ) 1891: 335/998 -> 540/18 - cc652-a.plnfld1.com:6346
IN* ( OK ) 220: 71/76 -> 73/0 - ACB51A11.ipt.aol.com:6349
IN (temp) 1: 1/0 -> 0/0 - dmitry-pc4.la.asu.edu:47260
OUT (->? ) 0: 0/0 -> 0/0 - 172.16.10.30:6355
IN (temp) 0: 0/0 -> 0/0 - d15103.upc-d.chello.nl:2298
OUT (->? ) 0: 0/0 -> 0/0 - 24.45.210.203:6346
OUT (->? ) 0: 0/0 -> 0/0 - 62.70.32.25:6346
OUT (->? ) 0: 0/0 -> 0/0 - 172.133.132.111:6346

Host Cache: 200 ==> Received: 2354, valid: 1116, used: 239

Threads: 59
- SocketFactory Threads: 38

Fig. 2. Partial Output of Program TestServent

The first lines show the average traffic since the previous printout. The first
thing to notice is that while 84 messages per second were received, most were
invalid (either duplicates or Pongs with incorrect addresses); this left 22 valid
messages which gave rise to 38 output messages.

Next, we see a snapshot of the connection activity. These are listed in the
order in which they were created. OUT connections are created by our client,
whereas IN connections were initiated by other hosts. For each connection, we
give a status code (i.e., OK), list the number of messages received (total then
categorized), and finally give the address of the corresponding host. In this test,
we were trying to maintain 4 active connections, but at this moment there are 8
connections with only two in normal operation (OK). The other 6 connections
are in various states of initialization or termination.

The first line shows the oldest connection, which has received 1891 messages
and has been in operation for about 25 seconds. Only 18 messages are replies to
queries. Typically, more messages are concerned with maintaining connectivity
(i.e., Pings and Pongs) than with searching for information.

The second line shows an active input connection. The “*” indicates that
the connected host has responded to our Ping with a Pong reporting its public
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port number (6349). Of the other 6 connections, two, noted temp, are incoming
connections which we decided to refuse (probably because 4 connections were up
when they first arrived). We are keeping those temporarily open while returning
some host addresses and waiting for them to answer our Ping. The other 4 are
output connections in the process of opening a socket (->?).

The next line shows the state of the host cache. At present, it is full (200
addresses). 2354 Pongs were received but of those, less than half (1114) had valid
distinct addresses. This number is more than enough because only 239 were used
to open new outgoing connections or passed on to other nodes.

The last lines shows the parallelism (59 threads) required by Gnutella. It also
underlines a problem with Java 1.3 whereby a thread trying to open a socket
(our SocketFactories) may be blocked for up to 13 minutes before failing. In
this case, the 38 Socketfactory threads include 34 blocked threads in addition
to the 4 (->?) in the active list. The other 21 threads are involved in managing
connections and routing messages.

This brief look at Gnutella underlines a fundamental aspect of the network:
most connections do not last long and much of a client’s activity is dedicated to
finding replacements. In later sections, we will study this aspect more closely.

5.2 Exploration Experiment II

Figures 3 and 4 illustrate the stochastic nature of Gnutella. We ran two Gnutella
sessions in parallel for 45 minutes and monitored two parameters: the number of
messages received per second and the horizon, a measure of network size. More
precisely, every minute, we broadcast a Ping and then we tally all the answering
Pongs over the next 60 seconds.
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Fig. 3. Input Flow vs. Time for Two
Clients

Fig. 4. Horizon vs. Time for Two
Clients

Figure 3 shows the input rate while Figure 4 shows the horizon for the two
clients. Both clients attempt to keep 4 connections open. The graphs are quite
noisy but it is clear that Client B has done better than Client A. The average
message rate for B is around 180 compared to 120 for A.
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The random nature of operation is even more pronounced in the measurement
of the horizon. It is hard to believe that these results were obtained from two
identical programs run under identical conditions. This also shows the difficulty
in trying to estimate the size of the Gnutella network.

In what follows, we present the results from experiments designed to quantify
some critical aspects of Gnutella operation, namely:

– the validity of organizational information exchanged between nodes,
– the success rate in connecting to the network and
– the duration of sessions during which members actively participate in the

network.

The experiments are presented in historical sequence as we tried to elucidate
strange behaviour or make the implementation more efficient and robust. In all
cases, we present results from 2 or more experiments to give an idea of typical
behavior as well as variability. Although it is difficult to obtain exact meaningful
measures of performance, our results still lead to interesting conclusions.

Later on, in Section 6, we present an experimental protocol that we used
to overcome the stochastic nature of Gnutella in order to show the effect of an
operating parameter, the number of active connections, on performance.

5.3 Validity of Pong Addresses

Open systems must deal with information received from many sources of untested
quality. In the case of Gnutella, hosts depend on the Ping/Pong mechanism to
discover the addresses of participating hosts. Unfortunately, early trials showed
that many (if not most) addresses provided by Pongs are useless.

First, many addresses are duplicates. In experiments done around Oct. 16th,
2001, between 75 % and 88 % of addresses received were identical to addresses
already present in our cache of 200 addresses. In one trial with 2390 Pongs
received, a single address (32.101.202.89) was repeated 210 times. Fortunately,
a simple test can be used to eliminate a large proportion of duplicates because
about 25 % of addresses are identical to the one received immediately before.

Secondly, many addresses are “special” values (i.e. 0.0.0.0) which are obvi-
ously invalid. There are also blocks of Internet addresses which are reserved for
particular uses and make no sense in the context of the Gnutella network. One
example is multicast addresses but the most common problem results from hosts
operating on private internets with NAT (Network Address Translation) trans-
lation [16]. These use addresses (i.e. 10.0.0.xx) which have no global validity.
Table 1 shows the results from 2 experiments where we collected and analyzed
all Pong addresses.

As a result of these experiments, we modified the cache algorithm in our
client to filter out invalid and repeated addresses as well as those already in the
cache. With these mechanisms in place, the data above shows that between 16 %
and 28 % of addresses are retained. Due to the limited size of the cache, not all
duplicates can be detected. The last line of Table 1 — the results of off-line
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Table 1. Classification of IP Addresses Received in Pong Messages

Experiment A Experiment B
Total addresses received 7482 19484
Invalid addresses 2240 (30 %) 7042 (36 %)
Repeated addresses 1432 (19 %) 5298 (27 %)
Already in cache 1696 (23 %) 3978 (20 %)
Retained 2114 (28 %) 3166 (16 %)
Unique good addresses 1514 (20 %) 1792 (9 %)

analysis of all addresses received — shows the actual proportion of unique valid
addresses to vary between 9 % and 20 %. Even with this drastic filtering and the
use of a small cache, we normally receive many more addresses than we need.

Host Cache: 197 ==> Received: 59719, valid: 17489, used: 4145

5.4 Creating Sockets

Having filtered out invalid addresses, we then considered the probability of suc-
cess in connecting to hosts whose addresses we retained. There are several rea-
sons why a connection attempt could fail: the host may be too busy and refusing
connections, the application may have terminated or the computer been discon-
nected from the network.

As mentioned previously, threads trying to open sockets to unavailable hosts
remain blocked until the local system provides a timeout. In our set-up (Java 1.3
and Linux 2.2.17) this can take up to 790 seconds. In Windows environments, a
smaller time-out of 45 seconds was reported. This delay has been a major source
of inefficiency in both crawlers and servents; but the problem has been fixed in
Java 1.4.

In one 90 minute session, our servent attempted to connect to 2541 hosts.
Here is the breakdown of the results obtained and the average time to set-up
the connection:

– 31 %: success - connection achieved in 2.3 sec.,
– 20 %: failure reported rapidly in 1.7 sec.,
– 49 %: blocked, failure noted after 10 sec.

To study this phenomenon more closely , we created a Connection tester
(CTester) that takes a list of host:port addresses and tries to open a socket to
each — which it then closes without attempting to do a Gnutella handshake.
For each connection, it prints out the time until the socket creation terminates
as well as the error message if the socket could not be created. For this test,
we used 100 random addresses taken from a TestServent log file. Here are the
results:

– 36 %: socket created in 1.6 sec. (9 sec. maximum),
– 26 %: rapid failure in 0.9 sec.,
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– 38 %: blocking and failure reported after 790 sec.

The blocking during socket creation in Java explains the difficulty reported
by several researchers who implemented crawlers to analyze the topology of
Gnutella. Given the data above, where roughly, one connection attempt in three
is blocked for 13 minutes, this means that a single thread can only examine
about 4 addresses/minute and multi-threading is obviously a must.

5.5 Duration of Connections

We analyzed the log files from several sessions to determine how long connections
stay valid once they have been established. In our longest test, maintaining
around 7 connections over 24 hours on Nov. 28th, 2001, including 20,945 valid
connections. By valid, we mean that a socket connection was established and
the handshake was successful. At the same time, 36,000 incoming requests were
refused and 6,000 outgoing socket creations failed. The average duration for all
sessions was 31 sec. and the average set-up time was 0.21 sec. It is difficult
to reason about an average connection, however, because the distribution is
highly skewed and results are predicated by a small number of very large values.
In this case, the longest session lasted about 11 hours (39,973 seconds) and 5
sessions lasted over 8 hours. Table 2 (Experiment C) gives an indication of the
distribution of connection duration.

Table 2. Duration of Valid Connections

Experiment C Experiment D
Average 31 sec. 57 sec.
Median 0.17 sec. 0.4 sec.
Std. dev. 717 sec. 319 sec.
Max. 6350 sec. 3233 sec.
Average top 1 %: 2973 sec. 2960 sec.
Average top 10 %: 307 sec. 540 sec.
Average bottom 90 %: 0.26 sec. 2.3 sec.

In a more recent experiment, maintaining 5 connections over 1 hour on Dec.
30th, 2001, there were 297 valid Gnutella sessions for which the average set-up
time was 1.05 sec. and the average duration was 57 seconds. Again the distribu-
tion was highly skewed and results are tabulated in Table 2 (Experiment D).

The main conclusion is that the average duration of a connection is quite
short, between 30 seconds and a minute.

5.6 “Good” Hosts

Having determined that the majority of Gnutella participants are transients who
only connect to the network occasionally and then for short periods, we then set



Experimenting with Gnutella Communities 95

forth to see if the reliable hosts that we identified during one session could be
reused in future sessions. If so, one could dispense with the need to connect to
the same well-known host caches on start-up.

First, we extracted “good” connections from experiments done over 24 hours
on December 30th, 2001. Our criterion for selection of a “good” host address was
one to which the connection had remained active for at least 2 minutes (over
twice the average connection duration). From 41,789 recorded connections, 564
connections (1.3 %) were considered “good.”

Next, we scheduled periodic executions of the CTester program to see if it was
still possible to re-establish socket connections to the “good” hosts. To obtain
the public port for incoming connections, we send a Ping and waiting for a
Pong with a hop count of 1. If they don’t answer within a reasonable time, we
assume the standard port 6346. Out of our 564 selected addresses, 191 (34 %)
were incoming connections and of those only about a third (70) answered our
Ping. In 75 % of these cases the public port returned was 6346; justifying our
choice of that address for hosts that do not answer. Parenthetically, the fact that
two thirds of our “good” hosts never responded to a Ping shows the difficulty in
trying to measure network size by Pinging hosts!

The day after the addresses were obtained, we scheduled experimental runs
every four hours over a 24 hour period. After this, we ran the experiment once
a day for a week. During the first two days, the success rate for reconnection
dropped steadily from about 18 % to 10 %. A week later, it reached 7 % where
it has remained — varying between 6.4 % and 7.8 %.

This result may seem disappointing especially since in 380 cases (67 %) we
were unable to reconnect even a single time. However, there were 4 hosts that
we were always able to reach and another 57 who were available 50 % of the time
or better. Additional experiments showed that we could open Gnutella sessions
to 90 % of the hosts to which Ctester could open a socket. Thus it is possible to
identify reliable semi-permanent Gnutella Hosts.

6 Measuring the Performance of Gnutella Applications

Beyond simply understanding the factors affecting the Gnutella network, our
research is also aimed at improving the performance of applications. However,
as demonstrated in our previous experiments, the performance of any one ses-
sion depends on chance and measures of performance can therefore vary widely.
Furthermore, the activity on the network varies with time. To be able to eval-
uate the effect of various servent parameters or strategies, we had to develop a
methodology that would mitigate these problems.

The effect of random variation in performance can be reduced by running
the servent over long periods, running multiple experiments at different times of
the day and on different days of the week, and using averages from these runs.

However, it remains difficult to compare different algorithms. Clearly, we
cannot compare two executions done at different time of the day or on different
days, since there is no guaranty that the Gnutella network will be in the same
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state. Our solution is to run test programs in parallel with a fixed benchmark
and to consider the performance relative to the benchmark.

Another basic problem is choice of a measure of performance. Over the course
of our study, we used several indicators:

– the total number of messages,
– the total number of Pings,
– the total number of Pongs,
– the average horizon, and
– the number of distinct host addresses found.

No measure stood out as a best indicator. As a result we used them all and gave
them equal weight. This yields the following experimental methodology:

– for each parameter value (or strategy) that we wish to test, we run an ex-
periment which lasts 24 hours and consists of 24 runs (of 45 minutes), once
every hour,

– for each run, we launch two (2) servents in parallel, the test servent and a
benchmark servent whose parameters are constant for all experimental runs,

– on each run, for each servent, we record the values of the 5 indicators listed
above,

– the statistics collected serve to compute the performance ratio, noted r, of
the test servent:

r =
1
m

·
m∑

i=1

∑24
j=1 xt

ij∑24
j=1 xb

ij

where
• m is the number of indicators used,
• xs

ij is the value of indicator i collected at the jth run of servent s, where
s equals b for the benchmark servent and t for the test servent.

We conducted a preliminary evaluation of this methodology to assess how
the targeted number of connections (K) influenced the performance of a servent.
We expected that performance should increase with K and perhaps taper off for
very large values as bandwidth limitations start to play a role. We ran a series of
experiments where the test servent used different values for the number of open
connections. In particular, we had K ∈ {3, 4, 6, 8, 10, 15} while the benchmark
servant used a fixed value of five open connections (K = 5).

The results of the experiment are quite compelling and appear to be linear
(Fig. 5)2. From this experiment, we observe that a servent with less than 2 target
connections (1.68 to be exact) would not receive any traffic. It seems that 2 con-
nections are always occupied trying to replace failed connections. Furthermore,
there is no sign of tapering off; we could still increase performance by increasing
K.

2 r = 0.276 · (K − 1.68)
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Fig. 5. Performance Ratio (r) vs. Targeted Number of Connections (K)

7 Conclusion

We have investigated the behaviour of participants in Gnutella, a well-known
Internet community. Although some of the phenomena observed are particular
to Gnutella, many of our results are relevant to other communities.

An important observation is the highly random nature of network behaviour.
Repeatedly we observed a “whales and minnows” phenomenon whereby average
measurements are determined by a small number of rare events with huge values
and are therefore neither representative of the rare events nor of the more com-
mon small values. For example, we measured the average duration of a session
to be 31 seconds, but 1 % of the sessions average 3000 sec. whereas the majority
(99 %) average 1.3 sec. It is thus very difficult to get reproducible results.

Our experiments also showed that the composition of the community changes
quite rapidly. Contrary to published results that suggest that connections last in
the order of minutes or even hours [20], we found that sessions are much shorter:
the duration of the average (median) session is less than half a second: 0.17 sec
in one case and 0.4 sec in the other; and in another experiment we found that
98.7 % of the sessions lasted less than 2 seconds.

To maintain connectivity, nodes continuously exchange addresses of con-
nected hosts that can be used to replace failed neighbours. A surprising obser-
vation was that a large proportion of the information thus obtained is incorrect
or redundant: 80 to 90 % in the case of Gnutella’s Pongs. A major part of the
problem comes from hosts on sub-networks sending local (NAT) addresses which
have no global validity. Even after filtering out flawed addresses, only a third of
connection attempts result in a valid connection.

More generally, collaborative behaviour requires the exchange of organiza-
tional data between participants but flawed information may be a fact of life
in open systems with unscreened participants, evolving technology, and a wide
variety of software implementations.

Mapping the network or even estimating a horizon (the reachable portion
of the net) may be more difficult than is generally believed. 2/3 of our “good”
hosts never acknowledged a Ping; other nodes do not forward Pings to their
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neighbours but return addresses from a local cache. The maximum horizon that
we measured during our tests was less than 1000 nodes for 1 minute peaks.
Average horizon values were much lower, normally in the hundreds.

We discovered semi-permanent reliable hosts but again they are rare. Starting
from 42,000 site addresses we ended up with only 57 sites that were up 50 % of
the time or better.

We developped an effective methodology — based on comparative measures
and replication — to overcome the stochastic nature of network activity and
allow the evaluation of various operating strategies.

In conclusion, the experimental investigation of Gnutella has revealed many
interesting technical findings as well as conceptual insights. It became clear that
a local intelligent screening and processing of community information is central
for efficiency as well as scalability of such networks. Future work will thus con-
centrate on evaluating more sophisticated policies and strategies in both the real
world of Gnutella and in simulated environments.
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Abstract. The SmartPhone provides a medium for distributed inter-
active group dialog by complementing an audio channel with a sym-
bolic control channel. The control channel conveys information used for
speaker identification, feedback, and turn taking. While these are con-
veyed visually in face-to-face meetings, their absence in purely audio
systems limits the interactivity possible with such systems. Conveying
control information symbolically avoids the bandwidth and other costs
of video, while allowing novel modes of operation not possible in face-
to-face meetings, e.g. anonymous feedback, prioritised turn taking and
asynchronous skipping through meetings. The user interface to the con-
trol information is predominantly graphical.

1 Introduction

Projects increasingly involve the collaboration of multiple people, e.g. because
they often require specialist knowledge from multiple disciplines. Consequently,
individuals find that they are spending increasing amounts of time collaborating
through such media as face-to-face meetings, audio- or video-conferences, and
email. Unfortunately, these collaborations are often not as productive as we
would like.

Productivity is partially determined by how the collaborations are conducted,
but is also affected by the medium used, with each having certain disadvantages:
Face-to-face meetings and videoconferences are interactive but require either
physical relocation or high communications bandwidth, while email and audio-
conferencing tend to be less interactive. The term “interactive” here means that
the exchange is bidirectional, and that the turn-around time between a statement
and corresponding response can be short. Textual exchanges stifle interactivity
because typing retards the flow of information, they are usually message based
(e.g. email, but not “chat” tools), and text does not support the richness of
expression possible with video or audio. Audio-conferences are fine for dissem-
inating certain information, but tend to decay into a clamour of voices when
participants attempt to interact, as speakers start simultaneously and feedback
interferes with speech. The transcript shown in Table 1 acts as an example of
how inefficient an audio-only group collaboration can be.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 100–112, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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Table 1. One third of an audio-only collaboration [1] conveys real content; the re-
mainder is used for turn taking, speaker identification, or is wasted (typeface indicates
category).

Time Speaker Speech
1 MMACS Flight, MMACS
2 Flight Go,MMACS
3 FDO MECO
4 MMACS We’re looking at what may be a
5 MMACS and small hydraulic leak

FDO (simultaneous) Press-to-MECO
6 Flight Go ahead, MMACS. Say it again.
7 MMACS a small hydraulic leak...

A crude dichotomy of the information that flows in face-to-face meetings
suggests why audioconferences fail to support interaction: The information can
be classified as conveying either content or control. Content refers to the infor-
mation that is explicitly conveyed, e.g. what is said and drawn, and is probably
remembered after the meeting as the result of the meeting. Control refers to the
information that regulates the exchange of content, e.g. identifying the speaker,
deciding who can talk when, and sending feedback to the speaker. In face-to-face
meetings, much of the content is conveyed audibly. When it is conveyed visually,
e.g. drawings and shared documents, the object of focus for the vision is those
repositories of information, not the participants. On the other hand, most of the
control is conveyed by sight of the participant’s faces and bodies. An audiocon-
ference may successfully convey the content of a meeting, but often falls short
on conveying the control information.

The SmartPhone supports distributed group interaction by providing an au-
dio channel and a complementary control channel. The control information is
transmitted symbolically, rather than visually. This conserves bandwidth, com-
pared to video, and can circumvent user reluctance to use video. By being an arti-
ficial construct, the symbolic embodiment of control information enables features
not possible in face-to-face meetings. For example, feedback can be anonymous
and turn taking can be prioritised. Participants access the control information
through a user interface, which is predominantly graphical, as shown in Figure 1.

1.1 Structure of This Paper

The remainder of this paper is organized as follows: Section 2 examines the
reasons for using audio, while the limitations of audio that limit the scope of
the SmartPhone are covered in Section 3. Section 4 then describes the features
of the SmartPhone in detail. Section 5 shows how the SmartPhone differs from
related work. Section 6 concludes the paper.
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2 The Future of Audio Is Sound

Audio currently enjoys advantages over other media for reasons that are both
technological and sociological. While several technological advantages may di-
minish in the future, the sociological ones can be expected to remain. This section
reviews these advantages of audio over competing media of face-to-face meetings,
videoconferencing, and text.

Fig. 1. Core SmartPhone
Graphical User Interface

In terms of technology, audio is at an advantage
over competing media because face-to-face meet-
ings take too long to set up (transportation tech-
nology), text is too slow to produce (might change
with speech recognition technology), and videocon-
ferencing imposes a heavy bandwidth load on cur-
rent communications bearer technology. The band-
width requirements of video streams can be reduced
to some extent by compression, but this introduces
delay, which can itself complicate turn taking or
disrupt synchronisation with the audio [2,3]. Not
only does each video stream require more band-
width than an audio stream, but a meeting needs
to convey more active video streams than audio
streams. This is because only a few participants
typically speak at any one time, whereas all par-
ticipants continuously project their visual image.
Video cameras also cost more than microphones.

The resemblance of videoconferences to face-to-
face meetings often raises the expectations of users
who later become disappointed when they experi-
ence (some times subconsciously) the shortcomings
of videoconferencing. In particular, users expect to
be able to use eye contact to address listeners, eval-
uate attentiveness, and determine who is looking at
them, but despite the utility of gaze awareness [3],
it can be difficult to establish in videoconferences
involving more than two participants. The lack of
gaze awareness can also cause participants to find
videoconferences stressful because they don;t know
when they are being watched, and so are forced to
always behave as if they are being watched.

The fundamental advantage of audio over video or text is the mobility of
transmitters. A microphone can be attached to the user, whereas a camera needs
to be separated from a participant’s face in order to capture it, and keyboards
can be bulky and need a surface on which to rest. The richness of audio can
make it a more engaging medium than text. And while audio is not as rich as
video, it is often sufficiently rich to convey the necessary information and make
the desired impact. Adding video can simply act to detract from the message,
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especially from the sender’s perspective. For example, when there is video, a
participant may need to expend effort to maintain an image that they may
have previously established (e.g. dressed in a suit), may find it harder to lie or
deceive, and might be unable to conceal their other engagements. This degree of
presence afforded by video is often considered to be invasive, and has hindered
the acceptance of video systems such as AT&T’s Picturephone.

While many of these issues in isolation pose only a small advantage for au-
dio, in conjunction they are significant. This is because of the importance of
network externalities [7] to communication services: the network becomes in-
creasingly valuable to any one user as additional other users are attached. For
example, the cost benefits of audio allow it to be deployed on desktops rather
than dedicated conference rooms, providing greater accessibility and so greater
penetration and greater value to users. Similarly, issues such as mobility and in-
vasive presence may only directly affect a minority of users, but they establish a
lowest-common denominator service that defines the user-base, and hence value,
of audio systems such as the SmartPhone. The current prevalence of workplaces
that are equipped with both a networked computer and audio communications
(through a telephone, if not the computer) constitutes a vast user-base for a
collaborative tool such as the SmartPhone. By interoperating with the Plain
Old Telephone System, the SmartPhone can access an installed base of existing
telephony customers.

3 Scope of the SmartPhone

The SmartPhone is intended to support tasks involving rational discussion be-
tween participants, such as might be encountered when generating ideas or plans,
problem solving or decision making. Sight of participants’ faces and bodies is im-
portant for some other tasks for which the SmartPhone may not be well suited.
For example, a speaker may want to project their image to aid in persuasion,
and may want to see the immediate response of listeners during a negotiation or
interview. Video is also important for conveying emotions [5] and for creating a
social presence [6]. Vision of the speaker’s face can also help listeners interpret
equivocal expressions, such as sarcasm or pauses in the audio [3]. Vision can aid
comprehension, both because a listener can lip-read to reinforce what is heard [7]
and because the speaker receives feedback about the extent of the listener’s com-
prehension, which is important for trans-cultural exchanges [8]. The redundancy
from multiple media can reinforce confidence in a judgement, albeit irrespective
of the correctness of this judgement [9]. Vision may be useful at the start of a
business encounter to establish social rapport, and at the end of the encounter
to confirm agreement, but the SmartPhone targets the rational discussion in the
body of an encounter.

The SmartPhone specializes in the medium of audio, with just enough com-
plementary control information to make this medium suitable for effective group
dialog. It is intended to be used in conjunction with tools that specialize in
supporting other media, e.g. whiteboards, collaborative editing, and database
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access tools. When a picture tells a thousand words, use a picture. The GUI
is designed to be thin so that it can be located on the side of a screen that is
shared with other tools. Some features of the SmartPhone might also benefit
from closer integration with other tools. For example, textual communications
may allow elaboration on anonymous feedback, feedback may tie in to voting
tools, the turn taking may be coordinated with other floor control mechanisms,
and the timing control should also affect other media needing synchronisation
with the audio.

Group work is often classified according to its geographical or temporal dis-
tribution and the number of participants [10]. According to these criteria, the
SmartPhone focuses on supporting distributed same-time collaborations between
three to ten people. However, as a general-purpose audio tool, the SmartPhone
supports a continuum from synchronous to asynchronous meetings (especially
through the timing control described in Section 4.5), should also be useful for
one-on-one meetings, and could extend to larger meetings where the timing
features may be particularly useful. Furthermore, some of the benefits of the
SmartPhone environment, e.g. anonymous feedback, may promote its use even
when participants could have gathered together.

4 The SmartPhone

Software to demonstrate the SmartPhone concept has been implemented in C++
for the Microsoft Windows operating system, using the WAVE API for audio
processing and Sockets for network communication. When a user starts run-
ning the SmartPhone on a terminal, they are asked to confirm their identity
(inferred by looking up the address of the terminal in a table). Participants are
subsequently identified by the address of the terminal that they are using, with
an assumed one-to-one mapping between participants and terminals. The user
can either initiate a new meeting, or join an existing meeting by responding to
a personal invitation or public advertisement collected by monitoring a known
multicast address. (In the future, the SmartPhone will use a standard session
announcement protocol such as SIP.) The user who initiates a meeting is known
as the Convenor of that meeting, and has special rights, such as the ability to
remove other participants from the speaker queue. The Convenor’s terminal is
also responsible for advertising the meeting, distributing meeting state informa-
tion (e.g. the state of the speaker queue) to participants joining the meeting,
and for resolving disputes about the state of the meeting. Disputes might arise
because each terminal maintains its own image of the state of the meeting(s)
which its user is participating in, while control signals, which might cause state
transitions, are multicast unreliably using UDP. Once the user is participating
in a meeting, they interact with other participants through a meeting dialog box
shown in Figure 1.

While communication tools can readily become filled with features to capture
the nuances of communication, it is important that these features don’t inundate
a novice user, preventing them from using and learning about the tool. The
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SmartPhone is designed to be familiar to existing telephone users, and introduce
features in an incremental fashion. This is done by dividing the features into sets
of aspects, each of which has its own “panel” of the user interface, which can be
incrementally enabled, and allowing extra controls and displays to become visible
to proficient users. In the description that follows, these aspects are described
in an order that would form a common migration path for a user familiar with
the telephone. In order, these aspects are the participants listing, participant
identification, feedback, turn taking, and then timing. The treatment of each
aspect starts with a description of how it is addressed in face-to-face meetings,
how it is addressed in the SmartPhone, then some risks of the SmartPhone
implementation.

4.1 Meetings and Participants Listing

In the face-to-face environment, the physical location of a person determines
what meetings they can be participating in. While essentially everyone in the
proximity can hear what is being said, multiple discussions can occur concur-
rently, with participants concentrating on select discussions by localising audio.
Participants can visually determine who else is participating in the meeting.

In the SmartPhone, the meetings and participants panel, the second-lowest in
Figure 1, lists the meetings that the user is participating in, and the participants
in each meeting. The network infrastructure that the SmartPhone uses allows
much richer connectivity than is available in face-to-face meetings. For example,
private discussions can be made between arbitrary groups of participants, not
just with immediate physical neighbours; participants can be prevented from
speaking (e.g. novices listening to a discussion by experts) without resorting to
social protocols; the communication can be asymmetrical, allowing listeners to
audibly send feedback to the speaker without interfering with what other lis-
teners hear. The SmartPhone allows a user to concurrently listen to multiple
meetings, with the audio from these meetings mixed together. The user selects
one of those meetings (shown highlighted) to specify which meeting the other
panels of the SmartPhone refer to. Memory (a hierarchy of RAM and disk) ap-
pears as a form of meeting, allowing recorded dialogs to be played back and
other meetings to be recorded. Memory is used to support the asynchrony fea-
tures described in Section 4.5.

Participant names refer to either specific participants (e.g. “Joe Bloggs”) or
generic roles, which appear in parentheses (e.g. “(You)”). When a function, such
as participant identification, is applied to a role, such as “(Speaker)”, it is applied
to various specific participants as they assume that role. The role of Speaker is
governed by the turn taking system to be described in Section 4.4. Feedback
symbols (described in Section 4.3) appear to the left of participant names, and
feedback can be directed by clicking on the appropriate participant’s name.
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4.2 Participant (Speaker) Identification

In face-to-face meetings, participants may be introduced at the beginning of
the meeting, and are subsequently identified by their physical appearance and
location, and, for speakers, their vocal patterns and context (e.g. the FDO’s
“MECO” announcement in Table 1). Occasionally, speaker identification is ir-
relevant. Verbal introductions can bore participants who are familiar with the
person being introduced, and can be forgotten by the time the person speaks.

The top panel of the SmartPhone user interface provides information identi-
fying a participant chosen from the Participants listing. This contains the name
and affiliation of the participant and an image of the participant. The image
is particularly important since it is readily recognized, enhances the perception
that the participant is a complete person, and provides something for the lis-
tener to focus their vision on. The description of the participant, as shown, is
supplied by the participant themselves, but could equally include information
that the user has compiled about the participant. The visual nature of the par-
ticipant identification allows it be skimmed by users who are familiar with the
participant, referred back to over time, and provides scope for greater speech
compression since vocal patterns are not needed to identify a speaker.

4.3 Feedback

In face-to-face meetings, the audio channel tends to be dominated by one speaker,
while other participants can visually send feedback through facial expressions,
gestures, and posture. Audible feedback can be sent in one-on-one meetings, but
in group meetings it tends to interfere with speech from the speaker. This feed-
back conveys the attentiveness of the listeners, their degree of comprehension,
and other signals that disclose their response to what has been said.

Participants can send feedback by pressing on any of an array of buttons in
the feedback panel. Feedback can be directed at a particular participant, e.g. the
speaker, or sent to all participants in the meeting. When a participant receives
directed and broadcast feedback from another participant, the directed feedback
is displayed in the participants list on a blue background, masking the broadcast
feedback. The two rightmost buttons of the feedback panel allow the user to send
blank feedback (annulling any previous feedback that they may have sent), and
to “stare” at another user, soliciting feedback from that user. A speaker can
stare at select participants to gauge their attentiveness, and other participants
may stare at each other to exchange responses. Staring must be directed, not
broadcast, to prevent a starer from creating excessive amounts of work for other
participants. Future work will add unobtrusive sensors to automatically augment
this measure of attentiveness.

The presentation and meaning of the other buttons, and hence the feedback
vocabulary, is arbitrary; they could be customized for each meeting. They are
explained with textual “tips” that appear when the cursor is positioned over one
of the buttons. The feedback buttons are arranged as a row of positive feedback
above a row of negative feedback. From left to right, the columns of buttons
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represent the listener’s like (or dislike) of what is being said, their perception of
its importance (garbage), request for elaboration (or compaction), and whether
they understand or question it.

Feedback produced using this interface differs from feedback in face-to-face
meetings in two important ways:

Volume: Listeners in face-to-face meetings can effortlessly produce continual
feedback by way of their visual appearance, and it takes the speaker effort to
look at them to obtain this feedback. In contrast, with the SmartPhone, the
listeners must make an effort to produce the feedback. This calls into question
what incentive listeners have for producing the feedback, perhaps reducing the
volume of feedback.

Accuracy : Feedback in face-to-face meetings is often involuntary or sub-
conscious: Some signals may be involuntary (e.g. pupil dilation), may be difficult
to suppress (e.g. not yawning), and may be difficult to fake (e.g. an honest face
when lying). In contrast, selecting a feedback icon is a deliberate act, which
listeners can use to mask the feedback that is sent, or to send feedback that
doesn’t reflect their true state whether this be deliberate or accidental, e.g. by
clicking on the wrong icon, or by the conscious measurement of their expression
affecting their expression.

Little can be done about the accuracy of feedback, and this limits the utility
of the SmartPhone for tasks such as negotiation and interviewing. The volume
of feedback can be increased by making it easier to produce, e.g. through speech
recognition of vocalisations, or ideally through automated gesture and expres-
sion recognition. The volume might also be increased by penalising participants
who do not send feedback. One possible penalty is to inject into the audio that
a participant hears some noise whose volume increases with the time since they
last sent feedback. However, such a negative experience may be more detrimen-
tal than beneficial to SmartPhone meetings; often it is better to rely on social
protocols for penalties.

An advantage of the computer-mediated SmartPhone over face-to-face meet-
ings is that mediation can provide anonymity. This encourages participants to
send feedback that they might have otherwise withheld, e.g. criticism or indi-
cations of their ignorance. Anonymous feedback is displayed in the participants
listing under the “(Anonymous)” entry for the meeting, which, in turn, lists each
type of active anonymous feedback with a tally of the number of participants
who have sent that feedback. When a participant sends feedback anonymously,
their identity is carried with the feedback to the SmartPhones of other partici-
pants, but is not displayed to those participants. This allows the SmartPhone to
limit each participant to contribute at most one symbol to the anonymous feed-
back display, making it representative of the group sentiment. The SmartPhone
also avoids disclosing consensus of participant feedback (which would destroy
the anonymity) by limiting the displayed tally of receipts of an anonymous feed-
back symbol to two less than the number of participants in the meeting. The
difference of two allows one participant to ask a question, and to see all but one
of the other participants send the same anonymous feedback.
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4.4 Turn Taking

In face-to-face meetings, turn taking is determined by a complicated social pro-
tocol [11], which is conveyed by such information as each participant’s posture,
facial expression, vocalisations, and the meaning of what has been said. More
formal schemes, e.g. hand raising, are used in larger venues, where there are
more participants and it is more difficult to see and hear subtle cues. When ap-
plied to networked terminals, regulated turn taking reduces the number of active
audio channels, reducing the required bandwidth, the processing needed to mix
channels, and noise levels.

The agility of turn taking is an important determinant of the interactivity
of a medium. The original idea of turn taking with the SmartPhone was for
participants who wish to speak to register their intent and form an ordered
queue, with the SmartPhone blocking audio from everyone except the participant
at the head of the queue. Such exclusive floor control is similar to that used in
other collaborative environments, such as shared whiteboards [12]. However, it
was soon realised that the mechanical movement (e.g. moving and clicking the
mouse) required to change turns, in particular to relinquish a turn, was sluggish
compared to the rapid changes which people are accustomed to in face-to-face
meetings. To promote interactivity, the exclusive access was relaxed so that
the participant at the head of the speaker queue (the “lead speaker”) could
admit other participants in the queue to an “interacting” level, whereby they
could also be heard. Participants leave the interacting state either voluntarily,
or by being demoted back to the queueing state by the lead speaker, or by
being promoted to replace the lead speaker. Observations of face-to-face meetings
indicate that only a few (e.g. two or three) participants need interact at any time,
still providing much of the bandwidth, processing and noise benefits of exclusive
access. Allowing multiple participants to share the floor complicates speaker
identification; the participant currently in the role of Speaker can no longer be
determined by the identity of the participant at the head of the speaker queue,
but rather must be determined by comparing the power of the audio signals from
interacting speakers.

In short, a participant usually progresses through the following turn taking
states: Listening, Queueing, Interacting, and Leading. The controls available to
a participant vary according to their state; Figure 1 shows the controls available
to a Convenor when in the Leading state. The Convenor of the meeting has
overriding control of the turn taking through a “dismiss speaker” button, which
is unavailable to other participants, so that they can resolve problems such as
a participant not relinquishing their turn. The meaning of the priority controls
will be discussed shortly.

In initial trials of the SmartPhone, the audio was implemented using a PBX
audio conference and so the turn taking system could not control its flow. Users
tended not to adhere to the displayed speaker queue, but rather used it to
create awareness of who wanted to speak, with social protocols determining
who actually spoke. Rather than forcing users to take turns as directed by the
SmartPhone, cooperative groups should be able to disable this control, with the
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SmartPhone’s speaker queue being suggestive rather than directive. Of course,
when this is done, all potential speakers must emit audio continuously, requiring
higher bandwidth and processing and introducing more noise than in the regu-
lated case. Such suggestive turn taking may be particularly useful for meetings
between participants with heterogeneous connectivity, where some participants
meet face-to-face (where a computer can’t control their behaviour) and others
participate at a distance through the SmartPhone. Research into accommodating
such meetings with heterogeneous connectivity is an important topic for further
study.

In face-to-face meetings, participants can interject if they believe that what
they have to say has sufficient priority. Such interjection accounts for the interjec-
tor’s perception of the importance and urgency of what is to be said, and of the
cost and opportunity cost of the interruption (e.g. the disruption and duration
of the interruption compared to the time the person would otherwise have had to
wait). Such perceptions are inherently subjective, with social protocols deterring
a participant from repeatedly overvaluing their interjections. The SmartPhone
provides two controls that allow a participant to modulate the importance and
urgency of their turn taking request. Users should incorporate the duration of
the disruption in their assessment of the urgency. The manual effort required
to change these controls from their default state deters gratuitous use, and the
name of a participant who has used these controls appears in the speaker queue
with a prefix (“!!” for high priority, “ ” for low priority) so that other partici-
pants can enforce retribution through social protocols if the prioritisation was
unwarranted.

In addition to prioritisation according to what a participant wants to say,
prioritisation can also be influenced by who wants to speak. Such speaker-based
prioritisation may expedite the progress through the speaker queue of those with
high rank, or retard the progress of those who have been excessively vociferous.
The SmartPhone allows such prioritisation to be enabled on a per-meeting basis,
with ranks determined from the table used to determine participant names from
terminal addresses. Of course, any such mechanism is open to abuse, e.g. a highly
ranked participant could domineer over lesser participants. The SmartPhone is
not a social panacea, but provides options that people can use (or abuse) as they
choose.

4.5 Timing

Note that the timing features described in this section are still being imple-
mented.

In face-to-face meetings and traditional audioconferences, the medium has
no memory. Yet, when a computer mediates communication, as with the Smart-
Phone, it can also store and process what is communicated. This has the po-
tential to grant individual receivers great control, allowing them to time-shift
information produced in the meeting so that it better matches their desires.
In the SmartPhone, the timing controls allow the user to record, pause, and
fast-forward dialog (audio and control).
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Through recording, outgoing audio can be prepared, and incoming audio
can be paused, reviewed and fast-forwarded. The ability to pre-prepare audio
can reduce production blocking [10] by allowing participants to start talking as
soon as an idea enters their mind rather than have to wait for their turn. A
participant can pause what they hear of the meeting, providing them with time
for such activities as writing notes, reflecting on the discussion, or attending
meetings of higher priority.

Audio that has been recorded can be reviewed, perhaps repeating something
for a listener who didn’t correctly hear it the first time (important when there
are many listeners), or allowing participants to speak freely without the burden
of memorisation and later review what was said, e.g. to extract eloquent expres-
sions [13]. Of course, a social protocol is also involved here: participants might
become reticent if they fear that a recording of what they say could later be
used against them.

A participant can also “fast-forward” over audio that has been recorded, al-
lowing them to attend to only the items of interest. This has the potential to
significantly improve participant productivity, since they can temporarily leave
a meeting (e.g. for one of higher priority) and later rejoin the meeting, skimming
over what they missed, pausing over what they find particularly pertinent, and
eventually catching up to the live dialog between other participants in the meet-
ing. The fast forwarding can be achieved by suppressing silent periods, playing
the audio at a faster rate [14], or skipping over sections of audio. Of course,
listener control comes at the expense of the speaker, who may be unable to use
timing effectively for such purposes as emphasis.

Well labelled audio aids skipping. Labels can be generated automatically to
indicate changes in speaker, but topical labels are also useful. These can be
created by the user marking the dialog recording with annotations. These can
be either private to this user, or publicized to all participants in the meeting.
Another useful and simple way to create headings is to use pre-prepared text that
will be discussed, such as an agenda for a meeting, or the slides of a presentation.
When the discussion moves on to the next topic, the meeting convenor can mark
the audio to synchronize it with the text.

5 Related Work

Telephone systems have been successfully used for dyadic audio communication
for decades. However control signals are less important and problematic for dyads
than for larger groups: in a dyad, there is only one speaker to identify and this
is usually done at call setup, the full-duplex audio of the telephone allows the
listener to send feedback (“uh huh”) without interfering with what is being said,
and there is limited competition for turns with the next turn always going to
the solitary non-speaker.

Systems that carry telephony over packet-switched networks have been de-
veloped since the early 1980s (e.g. Etherphone [17]) and are currently the focus
of great attention (e.g. see [18]). Such work is principally driven by the eco-
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nomic advantages of packet telephony, and concentrates on the technical aspects
of the audio, such as improving its fidelity, eliminating echoes and matching
the volumes of multiple parties) [19]. In contrast, the aim of the SmartPhone
is not to implement telephony using a computer, but rather to augment tele-
phony by using a computer. Even multimedia groupware, such as the H.323 set
of standards [20], only add audio to textual and graphical tools, rather than
trying to enhance the audio by using other media. Some group packet audio
tools (e.g. Thunderwire [21]) target serendipitous communications, whereas the
SmartPhone targets deliberate meetings. The voice loops used by NASA [1]
provide rich connectivity, but don’t address the inability of audio to effectively
convey control information.

Some commercial telephone-based audio-conferencing services provide sup-
plementary control in the form of rudimentary question queueing and polling
for feedback, as well as conference recording/playback. These are limited by the
limited user interface afforded by the telephone handset. LearnLinc [22] provides
some floor control and feedback, but, being targeted towards distance learning
rather than meetings, provide less support for interaction than the SmartPhone.

6 Conclusion

The principal contribution of the SmartPhone is the recognition that effective
group interactions require the conveyance of both content and control, and that
audio alone is a poor conduit of control information needed for an interactive
group meeting. With the SmartPhone, an audio channel is supplemented by
a symbolic control channel. Apart from extending the interactiveness of audio
channels towards that of face-to-face meetings, the control signals also enable
features not possible in face-to-face meetings, such as anonymous feedback and
prioritised turn taking.
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Abstract. To provide efficient support for collaborative writing to
a community of authors is a complex and demanding task, members
need to communicate, coordinate, and produce in a concerted fashion
in order to obtain a final version of the documents that meets overall
expectations. In this paper, we present the PIÑAS middleware, a
platform that provides potential and actual collaboration spaces, as
well as specific services customized to support collaborative writing
on the Web. We start by introducing PIÑAS Collaborative Spaces
and an extended version of Doc2U, the current tool that implements
them, that integrate and structure a suite of specialized project and
session services. Later, a set of services for the naming, identification,
and shared management of authors, documents and resources in a
replicated Web architecture is presented. Finally, a three-tier distributed
architecture that organizes these services and a final discussion on how
they support a community of authors on the Web is presented.

Keywords: Author Community, Web Collaborative Authoring, Doc2U,
PICoS.

1 Introduction

A virtual community is an aggregation of individuals that share common inter-
ests or tasks and that use electronic media to communicate [10]. These communi-
ties have been classified based in the purpose they fit (e.g. social, informational,
communicational, educational, for business, etc.), or the media they use (e.g.
IRC, E-mail, or Web Communities). Also, they range from loosely-coupled com-
munities that involve a great number of individuals that hardly know each other,
and that mainly maintain short-term relations; to tightly-coupled communities
where a relative small number of individuals, that know each other well, usually
maintain long-term relations [11].
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From the simple need of “putting on paper” shared thoughts to the more
specialized need of formally documenting the result of a join collaboration, the
emergence of a community of coauthors is natural and certain. However, pro-
viding efficient support for collaborative writing to a community of authors is a
complex and demanding task in itself, because members need to communicate,
coordinate, and produce in a concerted fashion in order to obtain a final version
of the documents that meets the expectations of them all [8][9][12].

The main goal of this work is the design and development of a collaborative
environment to support a community of authors working together to produce
common documentation in the widely distributed Web environment.

Previous research efforts have concentrated on the production of shared docu-
mentation by allowing the Web to be viewed as a writeable collaborative medium.
WebDAV [13] extends the HTTP protocol by providing facilities for concurrency
control, namespace operations, and property management of resources in a cen-
tralized server. Our previous work [2][3] proposes extensions to standard Web
services providing mechanisms for the naming, identification, and shared man-
agement of authors, documents and resources in a replicated architecture. Both
works provide mechanisms for robust document management on the Web.

Other research efforts have focused on providing support for shared virtual
workspaces, and for the coordination of the authoring process, the allocation
of responsibilities and the monitoring of progress. BSCW [1] provides shared
virtual workspaces where users can upload documents, hold threaded discussions,
and obtain information on the previous activities of other users to coordinate
their own work. Contact [6] provides a framework, which uses Web forms, to let
authors of a collaborative authoring project decompose the writing activity, and
assign responsibilities for them. Doc2U [7] provides support to coordinate the
collaborative writing activities by introducing the concept of document presence,
and using it as a means to provide users with general awareness information of
shared Web resources based on an instant messaging approach. All of them share
the goal of providing general awareness of the co-authoring process.

In our approach, we aim to provide support for both, potential collaboration
(finding someone to collaborate with, and making direct contact with him) and
actual collaboration (building a common understanding, and executing, com-
municating and coordinating the actual work). To achieve this, we propose the
use of PIÑAS Collaborative Spaces to integrate and structure a suite of spe-
cialized project and session services, along with services providing mechanisms
for the naming, identification, and shared management of authors, documents
and resources in a replicated Web architecture. In the remaining sections of the
article, we introduce the PIÑAS Collaborative Spaces, present the other entities
and services involved (Authors, Documents, Projects, Sessions, Applications and
Events), and organized them in a three-tier distributed architecture, with a final
discussion on how they support a community of authors on the Web.
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2 The PIÑAS Collaborative Spaces: PICoS

Key concepts in our current collaborative environment, the PIÑAS Collaborative
Spaces (or PICoS), can be thought of as virtual spaces to which users join to work
collaboratively. A PICoS is shared among users, resources and applications, that
are aware of each other, and that allows them to be easily contacted or located,
as well as to communicate or exchange information among them.

PICoS are classified into Global, Initial and Focused PICoS. The Global
PICoS (G-PICoS) is the whole collaborative space provided and managed by
PIÑAS; is an aggregation of all Initial and Focused PICoS. Initial PICoS (I-
PICoS) are used as a “rendez-vous” point where users meet with potential
collaborators, creating or identifying potential collaboration opportunities with
others sharing the Global PICoS. Focused PICoS (F-PICoS) are launched from
I-PICOS by means of specific applications whenever the potential for collabora-
tion is identified; they involve specific users, resources and applications, and are
used to actually perform the collaborative work.

By having PICoS sub classified, we are able to separate initial and focused
spaces from the global space, and to specify two specific interfaces to the PIÑAS
API: the Initial and Focused API’s. These API’s can be implemented in PIÑAS-
aware applications, and transparently used by non PIÑAS-aware applications,
and can be implemented independently or together.

Fig. 1. Al’s and Don’s I-PICoS as presented by their Doc2U Clients

The current initial collaborative application used by PIÑAS, Doc2U, an In-
stant Messaging and Presence based tool, implements an I-PICoS by using the
Initial API and allows coauthors working on shared resources to:

– Join a global PICoS that is shared among other users and resources,
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– Be peripherally aware of other users and resources that share the global
PICoS, based on a symmetric “publish and subscribe” mechanism,

– Send messages or commands to users and documents respectively,
– Launch other applications (with their corresponding focused PICoS) to in-

teract with other users and resources.

To demonstrate the system in use, consider the following scenarios involving a
small community of authors (Al, Anne, Betty, Don, Jess, and Sandy) distributed
in several locations and working on the production of a joint paper. They are
using Doc2U and the PIÑAS platform to support their collaborative work.

Even with the difference on location and time zones, they are able to get
in touch and launch unplanned collaborative efforts without having to establish
predetermined dates and times, because every time they get into their Doc2U
client, the other subscribed users present in the global PICoS are notified of that
in a similar way as other Instant Messaging and Presence systems, such as ICQ
and AOL Messenger. This is shown in Fig. 1 (a), where user Al is notified of the
arrival of user Jess to the current initial PICoS.

Whenever a new version of the documents is available, they submit it to the
Document Repository, and after a successful submission, an automatic notifica-
tion is sent to all coauthors: a New Document Subscription is sent if the document
is new to the repository, or a New Version Notification is sent otherwise. Fig. 1
(b) shows Don’s Doc2U client on receiving a New Document Subscription for
document Section4.doc from user Betty.

Whenever someone obtains a document for editing, notifications of Document
Locked, and with Writing Status are sent to all subscribed users. Fig. 2 (a) shows
this in Sandy’s client, when Anne is working on document Section3.doc.

Fig. 2 (b) shows Jess’ Doc2U client when he launches a Chat application
(and the F-PICoS) to have a conference with users Al and Don.

Fig. 2. Sandy’s and Jess’ I-PICoS as presented by their Doc2U Clients
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3 The PIÑAS Platform

As previously presented, users are able to collaborate using initial PICoS, and
then they can move their working scope to focused spaces PICoS. In both kinds
of PICoS, basically they share entities on which they can act concurrently.

Thus, we have to analyze the different shared entities that are involved in
these initial and focused collaborative spaces in order to highlight their inherent
specific problems such as naming, distribution, replication, updating policy, inte-
gration of the contributions, notifications for group awareness facilities, supports
for nomadicity and/or work in degraded mode. These issues will constrain the
PIÑAS platform, and will allow us to adapt its architecture to more efficiently
support collaborative authoring of Web documents.

3.1 Collaborators – Authors

The PIÑAS platform supports a specific naming principle that allows identifying
users by giving them non re-allocatable Ids.

This way, PIÑAS can manage a distributed repository where author profiles
are stored and that can be searched to “discover” new potential collaborators.
Furthermore, it also allows the management of the working site where user-
authoring actions are performed (see Fig. 3).

HTTP

server HTTP

server

Document
access

Event reception

WorkingUrl

StorageUrl

LoginName

neptune.odyssey.fr saturn.odyssey.fr
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E

Fig. 3. Author Working and Storage Sites

As the proposed user naming system is based on standard Web technology,
the identification of the authors follows the same principles. This approach con-
stitutes the requested condition to extend existing Web services without creating
a new, specialized, and heterogeneous naming system. Further detail is presented
in [3].

3.2 Documents

Inside the PIÑAS storage layer, each document is represented by a set of files,
which contain different pieces of information: fragments, author roles, state of
each fragment, etc.
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To allow each co-author to work on a shared document, even in case of a
network failure, documents and their corresponding management are replicated
on each repository, then, each author can work independently. Document con-
sistency is based on a simple principle: in the whole system, there always exists
one master copy for each fragment, which is the reference; there are as many
slave copies as needed. On a given Web site where at least one author works
on the document, all fragments of that document are available in local files and
each fragment copy is either the master or slave copy for that fragment [3].

3.3 Projects and Sessions

Sessions and Projects are the representations of PICoS in the PIÑAS platform.
They represent an ongoing instance of collaboration, and maintain the current
status of each entity involved based on a collaborative relation. Based on the
kind of PICoS that they represent, sessions are mapped to PICoS, thus, we
have Initial and Focused Sessions that respectively map to initial and focused
PICoS. The global PICoS represents the aggregation of all I-PICoS and F-PICoS
and conceptually represents the aggregation of all initial and focused sessions,
however, there is no unique entity to represent it as a global session in the system.
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Fig. 4. G-PICoS and User Specific I-PICoS generated by the PIÑAS Platform

The information that is maintained in a session is the one that “dynamically”
changes while users work on resources (documents) with specific applications,
and the way this activity changes their state. This information includes [7]:
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– Availability status of participants, resources and applications,
– Activity status of participants, resources and applications,
– Content and/or meta-information modification of resources and applications,
– Applications.

Projects represent the “long-term” definition of the collaborative effort in
terms of the relations Users-Users and Users-Resources. They function as tem-
plates to build the global PICoS and initial sessions (corresponding to initial
PICoS). Thus, the information that should be specified in a project includes [7]:

– Users that will collaborate in the resource creation and modification process.
– Resources (Documents) that will be involved in the collaboration.
– User permissions and roles.
– Applications.

In both cases (sessions and projects), references to applications are used to
specify (even restrict) which applications can be used in the specific context, and
to express which users can work with which applications, on which resources.

The Author, Document and Project definitions are used to generate the cor-
responding global PICoS and initial PICoS for each online user (see Fig. 4).

Whenever users detect the potential for collaboration and launch applications
involving other specific users and resources, the system creates the corresponding
focused PICoS, as shown in Fig. 5 for users 1, 2 and 3 working on document 1.
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Fig. 5. Focused PICoS and their Launched Specific Applications
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3.4 Applications and Events

Applications also constitute a kind of resource that needs to be identified. First, a
dedicated application naming system has to be provided to uniquely identify and
refer to the applications appearing as standard resources inside PICoS, Project
and Session entities.

With the aim to define the system by which an application is uniquely iden-
tified by the coauthors on all cooperating sites, we have to take into account the
following facts:

– The different sites may not work at the same time, so we cannot base the
application naming system on a diffusion/agreement algorithm,

– For the same reason, a solution based on a unique and centralized application
id allocator is not acceptable either.

The proposed solution consists in allocating a unique local identifier each
time an author declares and installs a new application in the local PIÑAS en-
vironment (e.g. in a LAN, the environment composed of the local storage sites
and the working sites where users may work from). An application can be locally
installed and named without any agreement protocol with other remote PIÑAS
environments. Of course, this independent application naming principle cannot
ensure the unicity of the application Id in a more general Web collaborative
environment. Thus, as shown in Fig. 6, the same application installed in several
non-collaborating PIÑAS environments is identified with different Ids.

Later, if the authors of these systems want to establish a cooperation pro-
cess, we propose to extend this basic naming system providing mechanisms that
regularly diffuse the respective Application Naming Table (ANT) of each local
environment to others. Each individual local environment will integrate the re-
mote ANT in its own table defining a list of synonyms for each application.
Each local ANT is managed as a standard cache of application synonyms that
is regularly updated.

Id2
Id1
 

Id1
Id3
Id2

Internet

Id Diffusion and
    Updating  

Local Area Network Local Area Network

Local ANTLocal ANT

Fig. 6. Multiple Ids for the Same Application Entity

Events for Inter-Application Communication
Cooperative environments such as those that implement PICoS, typically

include group awareness applications (or widgets) that are producers and/or
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consumers of events. Events provide information or represent the user’s work or
actions: working focus (selection), type of action (cut, paste, copy, open, save),
type of object (text, image, annotation), action dynamics (instant, frequency)
and their specific attributes (color, bold, plan, importance). More particularly,
collaborative authoring and reviewing tools, like AllianceWeb [2] and COARSY
[5], are both producer of events and consumer of the events produced by other
collaborative applications. Thus, the cooperative tool instance has to be aware of
events generated by other collaborative applications to reflect and integrate their
modifications in the author’s working environment. Some applications may only
be consumers, for example, a “radar view” whose goal is to show the author’s
focuses in a reduced representation of the document in quasi real-time mode in
all working environments.

So, considering two users working on two different sites (see Fig. 7) who
are respectively using the AllianceWeb cooperative editor and the “radar view”
application: each authoring event has to be diffused both to the local user’s
“radar view” and to the remote author editor and “radar view”.

Distributed Event
Management Service (DEMS)

 Site Y  Site X 

Internet

Inference
Engine

Inference
Engine

Radar
View

Cooperative
Editor Local Event

Manager
Local Event

Manager

Fig. 7. Event Transmission between Distributed Cooperative Environments

Thus, a Distributed Event Management Service (DEMS) [4] is installed on
each cooperating site: on each site a local server of this service acts as a concen-
trator of information (events) on the sender side and as a demultiplexer on the
receiver side. For example, on the sender side (site X in Fig. 7), the “Local Event
Manager” (LEM) receives events generated by the local producer applications,
and if necessary it dispatches them to the local consumers. On the receiver side
(site Y in Fig. 7), the LEM instance will determine the applications that are
registered as event consumers and distributes the events to them.

This DEMS, developed in the scope of the PIÑAS platform is designed to
support a Web cooperative authoring environment, and to do that we devel-
oped specific principles and mechanisms required by the development of various
“group awareness” functionalities. These principles and mechanisms are dedi-
cated to the management, the diffusion and the updating of the new application
and event entities: a specific naming system allowing the unique identification of
applications between the collaborating environments, and “production / trans-
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mission / delivering” event system for establishing synchronous or asynchronous
application communications.

3.5 The PIÑAS Architecture

Taking into account the above discussion on the PIÑAS entities and services, we
propose a three-layer distributed architecture that integrates them (see Fig. 8).

Fig. 8. The PIÑAS Architecture

Initial or focused collaborative applications (upper layer) are built on top of
the PIÑAS platform and use its services. In the bottom layer, we found a set of
basic collaborative entities that are managed by the (extensible) PIÑAS services
(middle layer). Further decomposition of each layer, as depicted in Fig. 8, shows
individual modules for the management of the previously introduced entities:
Projects and Sessions, Authors, Documents and their associated Resources, as
well as Application and Events. An additional service module is added to take
in charge the management of the “Group Awareness” functionality.

4 Discussion and Conclusion

In this work, we aim to provide potential and actual collaborative authoring
support for a community of authors on the Web.

Regarding potential collaboration we have introduced:
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– Initial PICoS (I-PICoS), used as “rendez-vous” points, where authors can
meet with potential collaborators, creating or identifying potential collabo-
ration opportunities with others sharing the Global PICoS (G-PICoS). Also,
they provide with shared resource presence information (availability, status,
activity, etc.) from where additional potential collaboration opportunities
can be identified and initiated.

– Author identification, naming and management allows for uniquely identi-
fied authors throughout the G-PICoS as well as to provide a “discovery”
mechanism to search for someone to collaborate with.

– Document and resource naming and management allows for uniquely iden-
tified documents and resources in a distributed storage space throughout
the G-PICoS, to provide an access mechanism to indirectly find someone to
collaborate with, and to provide presence information on shared resources.

– Project and Initial Sessions, that map into G-PICoS and I-PICoS, to initial-
ize the Potential collaborative space.

– Initial Applications that implement (completely or partially) the initial API
and that provide the initial functionality (“rendez-vous” point and potential
collaborative space).

Additionally, concerning actual collaboration we have introduced:

– Focused PICoS (F-PICoS) and Focused Sessions where the collaborative
work is actually performed, that involve only the specific users, resources
and applications, and that provide focused awareness on the specific task.

– Focused Applications, those that implement (completely or partially) the
focused API and that provide specific or task oriented functionality in one
or more of the required collaborative axes: communication, coordination and
production.

– A dedicated Distributed Event Management Service (DEMS) that allows
for Event transmission from a producer application to the (potentially dis-
tributed) consumer ones, and that forms the base of the peripheral and
focused awareness service.

Finally, we have integrated all these entities as services in a three-tier dis-
tributed architecture that allows a community of authors (working from different
sites) contact each other by means of an initial application implementing an ini-
tial PICoS. From there, the community obtains all the information required to
identify potential collaborators, and seamlessly move from a private to a pub-
lic space by launching specific applications (with their corresponding focused
PICoS) to collaborate with other users sharing the global collaborative space.
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Abstract. Real-time negotiation support is an important issue in col-
laborative editing systems. The existing multi-versioning techniques pro-
vide support for negotiation by preserving individual users’ concurrent
conflicting intentions in multiple versions. They are “intrusive” in the
sense that the created versions are embedded into the document un-
der editing. This paper proposes a real-time annotative negotiation ap-
proach, where the document is annotated rather than embedded with
various versions of the objects in conflict. It focuses on the way in which
a group consensus or intention can be integrated into the document. The
major technical issue is the time-stamping of the operations contained in
the group intentions. A group-based time-stamping scheme is proposed
to time-stamp them such that individual intentions and group intentions
can be treated in a consistent manner.

1 Introduction

A real-time distributed group editor is a system that allows a distributed commu-
nity of users to simultaneously edit a shared document [2,8]. In a wide area net-
work environment, like the Internet, a replicated architecture is usually adopted
such that the responsiveness of users’ actions can be guaranteed, where all in-
formation is replicated on each user’s workstation that runs a copy of the appli-
cation process. Each process communicates directly with processes running on
other users’ computers.

With real-time group editors based on the Internet, the WYSIWIS (What
You See Is What I See) property can not be guaranteed, that is, each user can
not instantly see changes made by other users to shared objects, so users may
happen to edit the same part of the document at the same time if no restrictions
on editing are introduced [6]. Therefore, the major challenge of supporting re-
sponsive and unconstrained cooperative editing is the management of multiple
streams of concurrent activities so that document consistency can be maintained
in the event of conflicts.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 125–137, 2002.
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The intention of an operation is the execution effect that can be achieved by
applying it to the document state from which it was generated. The intentions
of a user are represented by the intentions of the operations that the user issues.
In group editors, a direct consequence of unconstrained editing is intention vi-
olation due to concurrent executions of operations, e.g., one intention may be
overwritten by another. Therefore, intention preservation is an important aspect
of consistency maintenance in group editing systems [8,10,11,12,13,14].

The existing consistency models are predefined for systems implementing
them and the consistency can be guaranteed by the systems. However, only via
non-predetermined negotiation about the conflicts among participating users,
may synergy happen. It is generally infeasible for the system or individual users
to know the emergent synergetic negotiation results or group intentions in ad-
vance. Therefore, the systems must be capable of reflecting all aspects of human
conflict and cooperation and facilitating human users in conflict resolution. To
put it in another way, the systems must preserve individual users’ intentions that
may be conflicting with each other, and provide facilities to help users reach a
consensus or group intention [12]. Multi-version approach has been introduced
to accommodate individual users’ concurrent conflicting intentions in multiple
versions in Tivoli [5] and GRACE [10] systems. Post-locking approach has been
proposed to control the proliferation of versions and facilitate the process of ne-
gotiation [12]. This paper presents a group-based time-stamping scheme for the
preservation of group intentions.

The rest of the paper is organised as follows. We start with an examina-
tion of the existing multi-versioning techniques in supporting negotiation and
propose our new approach in Section 2. In Section 3, a representative-based
time-stamping scheme is proposed to time-stamp those agreed-upon (or team)
operations such that group intentions can be preserved. Section 4 introduces
new temporal relationships necessary for team operations in correspondence with
those for individual users’ operations. Section 5 then proposes a new group-based
time-stamping scheme. Finally, Section 6 summarises the major contributions of
the paper.

2 Related Work and Our Approach

In a distributed system, it is sometimes impossible to say that an event occurred
before another event, since the physical clocks are not perfectly accurate and do
not keep precise physical time [3]. Causal precedence relationships among events
happened at different processes can only be determined relatively. In a collabo-
rative system, such relativity goes even further. Causal precedence relationships
are based on human users’ perception on the order of events instead of a per-
fect physical clock. Since both multi-version approach and our group intention
preservation scheme are based on such a relative time, this section first intro-
duces several temporal relationships between operations generated by individual
users, then identifies the weaknesses of the existing multi-versioning techniques
and proposes our new approach.
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2.1 Temporal Relations of Individual Operations

We presume a given finite set OP of operations of a collaborative editing session
and a set of collaborating sites: Site = 1, . . . , N , where N is the number of sites.

In accordance with Lamport’s solution [3] to the problem of physical clocks
in distributed systems, a causal ordering relation of operations can be defined
as follows [11].

Definition 1. Causal ordering relation →: Given any operations Oa and Ob in
OP , generated at sites i and j respectively, Oa is said to be causally preceding Ob,
denoted by Oa → Ob, if (1) i = j, and the generation of Oa happened before the
generation of Ob, or (2) i �=j, and the execution of Oa at site j happened before
the generation of Ob, or (3) there exists an operation Ox, such that Oa → Ox

and Ox → Ob. Where the relationship happen before is well defined in terms of
local physical clocks.

Definition 2. Dependent and independent operations: Given any operations
Oa and Ob in OP , (1) Ob is said to be dependent on Oa if Oa → Ob. (2) Oa and
Ob are said to be independent (or concurrent), expressed as Oa||Ob, if neither
Oa → Ob nor Ob → Oa.

Obviously, → is a partial order relation.
To capture the causal relationships among operations in distributed collab-

orative editing systems, a time-stamping scheme based on a vector clock, i.e.,
state vector, has been proposed [2,11]. We redefine it as follows so that it is
consistent with our new scheme to be presented.

Definition 3. Time-stamping scheme: Let N be the number of cooperating sites
in the system. Assume that they are identified by integers 1, . . . , N . Each site
maintains a state vector SV with N components. Initially, SV [i] := 0, for all i ∈
{1, . . . , N}. After executing an operation generated at site i, the system updates
the clock as follows: SV [i] := SV [i] + 1. Whenever an operation O is generated
at site k, it is first time-stamped with a state vector SVO and then executed at the
local site immediately and multicast to remote sites, where SVO[k] = SV [k] + 1;
SVO[i] = SV [i] (i ∈ {1, . . . , N} and i �=k); where SV is the state vector of
site k.

By zooming in on the whole process of operation generation and execution,
we can see the following set of consecutive actions performed by the system: oper-
ation generation, operation time-stamping, operation execution at the local site,
local clock updating, operation propagation to remote sites, operation execution
at remote sites, clock updating at remote sites. The temporal relationships of
operations can be determined by comparing their state vectors [9].

For any pair of operations Oa and Ob, if Oa → Ob, then Oa is generally
required to be executed before Ob at all sites. This is called the causality-
preservation property [11]. The operations received by a site may be out of
order. An operation received from any remote site is causally ready to execute
only when all the operations preceding it have been executed at the same site.
This can be formally defined as follows [11]:
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Definition 4. Causally ready: Let O be an operation generated at site s and
time-stamped by SVO. O is causally-ready for execution at site d (s �=d) with
a state vector SVd only if the following conditions are satisfied: (1) SVO[s] =
SVd[s] + 1, and (2) SVO[i] ≤ SVd[i], for all i ∈ {1, . . . , N} and i �=s.

The execution order of independent operations may be different at different
sites. Sometimes it may be desirable to have a global consistent execution order.
A total ordering relation has been defined for this purpose as follows [11]:

Definition 5. Total ordering relation ⇒: Given any two operations Oa and
Ob in OP generated at sites i and j and time-stamped by SVa and SVb, re-
spectively, Oa ⇒ Ob, if (1) sum(SVa) < sum(SVb); or (2) i < j when
sum(SVa) = sum(SVb), where sum(SV ) =

∑N
i=1 SV [i] and N is the number

of participating sites.

Apparently, the total ordering relation is consistent with the causal ordering
relation in the sense that if Oa → Ob, then Oa ⇒ Ob.

2.2 Embedded Multi-versioning

In object-based cooperative editing systems, when two concurrent operations
change the same attribute of the same object to different values, intention vi-
olation occurs. It is impossible for the system to accommodate the conflicting
intentions in the same targeted object. The only way to preserve the intentions
of both operations is to make new versions of the object, and then apply the
two conflicting operations to the two versions separately. The execution effect
is that no conflicting operations are applied to the same version. This is the
multi-version approach in Tivoli and GRACE.

In a highly concurrent distributed environment, there may exist lots of opera-
tions involved in the conflicts and multiple versions will be created. Each version
consists of a set of compatible operations. The versions created are mixed up
with the other objects in the base document. The advantage is that all individu-
als’ intentions are visualised, thus facilitating the negotiation process. However,
there are some disadvantages associated with it. First, the substitution of the
base object with the embedded versions will change the context of the object
in conflict and may make the document become dirty due to the unpredictable
nature of negotiation dynamics. This may cause confusion among the users. For
example, in a graphic editor, concurrent “move” operations may result in multi-
ple versions being created and placed in different positions. It is not easy for the
users to differentiate between a new object deliberately created by a user and a
version resulting from a conflict. Second, multiple versions created may interfere
with each other from the point of view of interface design. For example, two
concurrent “change colour” operations targeting the same graphic object will
result in two versions with different colours being rendered in the same position.
Only one of them is visible to the end-user at each site. Finally, the versions
created lose their reference point (base object), which may be useful for human
users to resolve the conflict.
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2.3 Our Approach: Real-Time Alternating Annotation

We observe that during a collaborative editing session, most of the time each
user just focuses on his/her own part of work. Nevertheless there are chances
when a sub-group of users work together on a sub-task and have intensive dis-
cussions. The former is similar to that every participant is involved in a main
conference that is held in a main conference room or hall. When discussion or
negotiation is necessary, a sub-group of participants can initiate a branch confer-
ence parallel to the main one, which may be held in a separate room such that
their communications will not interfere with the main track. Only when they
reach an agreement will their contributions be presented (integrated into) to the
main conference. The main conference (room) and branch conference (room)
metaphors are corresponding to main document and branch document in our
collaborative editing scenario. The branch document can be seen as a place for a
sub-group meeting, only when the users reach a consensus, will it be discarded.

Therefore we introduce a branch document for each object in conflict to
prevent the multi-versioning effect from interfering with the main document.
All the versions created for one object are presented in one branch document.
The bigger the number of objects in conflict, the bigger the number of branch
documents that will be created.

Existing multi-versioning techniques support intrusive negotiation, whereas
our approach can be categorised as annotative negotiation. The main document
is annotated rather than embedded with branch documents, each of which con-
tains multiple versions of the object in conflict. Annotation is widely used in
asynchronous group work. For example, PREP [7] and Quilt [4] are well-known
research prototypes supporting annotation. Virtually all commercial document-
processing packages, such as, Microsoft Word and Lotus Notes, support some
form of annotations. Recently, there are a number of researches on web anno-
tation for supporting group work [1]. In many real-time groupware systems, a
voice channel or text chat window is provided to support commenting on the
collaborative work in progress. However, the comments (in the form of either
voice or text) can only be indirectly integrated into the final document. Fur-
thermore, commenting on an artefact is less efficient and harder to understand
than providing its alternative versions. Our approach can be categorised as real-
time alternating annotation in real-time group editors. It has the advantage that
users’ contrasting intentions are visualised in alternative versions and their con-
tributions can be directly applied to the document without being wasted. To the
best of our knowledge, there are no existing real-time group editors implementing
such a mechanism. It works as follows:

As soon as the first conflict occurs, the object in conflict is locked auto-
matically by the system, and the local user is not allowed to further edit it.
The system creates two versions from it in a branch document according to
the multi-version approach. Any operation targeting the base object, which is
received from a remote site, is applied to the object versions in the branch doc-
ument. Whether the local user is allowed to edit any of them depends on the
post-locking scheme implemented [12]. As soon as the lock is synchronised (i.e.,
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the local application has known that the object is locked globally), the system
searches for the operations that have been applied to the base object but in-
volved in the conflicts. By undoing all these operations in the base object, we
can obtain a globally consistent referential object and a set of versions.

It is worth noting that users at different sites may not see the same referential
object until the lock on it is synchronised. All the undone operations will not be
kept in its history buffer. The base object will be unlocked only when a group
consensus (a group intention) has been reached and applied to it.

With the preservation of the referential base object, it is possible to hide
the conflicts from those users who are not involved in them. On the one hand
they may not be interested in them and may not like to be interfered with. It is
enough for them to know that the object is in conflict. On the other hand, the
involved users may not want to reveal their privacy (or personal opinions on the
conflicts) to those beyond the sub-group. This has a significant impact on the
design and implementation of the group user interface.

Various mechanisms are necessary in order to support users in reaching a
consensus. However, we assume a consensus or group intention has already been
reached in this paper. A group intention consists of a subset of the operations in-
volved in the conflict. The operations contained in a group intention are referred
to as team operations. We are only interested in how the team operations are
applied back to the main document. No matter which negotiation coordination
scheme is employed and how long it takes to reach a consensus, the final decision
is made either by a representative or by a group of users via a voting protocol.
In other words, a group intention is realised by either a representative or the
sub-group of users involved in the conflict. If a consensus cannot be reached due
to some reasons, the branch document will be kept as an annotation to the base
object.

When a group consensus is reached, it seems straightforward to apply the
team operations to the main document to realise a group intention. However,
there are three special issues we need to consider. First, our conceptual differenti-
ation of group intention from individual intention brings a puzzle to the system.
Each individual operation has an owner (originating site), so who is the owner
of the team operations? Second, a team operation may originally be contributed
by an individual user and was executed according to the causal order. However,
other operations causally following it may have been applied to the main doc-
ument since then. Directly applying the operation to the main document may
cause causality violation. Third, the execution of team operations will affect the
document state (or context of operation), and thus interfere with other opera-
tions. Global consistency may not be maintained without additional techniques
to support contextual intention preservation.

All the above three issues are related to how to re-time-stamp the team
operations. Obviously, their original state vectors cannot be used, otherwise
causality violations may occur. Similarly, if we use the current local state vector,
global inconsistency will occur, since different sites may have different local state
vector values when executing the same team operation.
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3 Representative-Based Time-Stamping Scheme

Unlike individual operations, a team operation is not necessary to be multicast
to remote sites where all its information except the new time-stamp is already
available. Only the message of the decision result is necessary for those sites.
Nevertheless, team operations applied to the chosen version may be recorded
in different orders (for concurrent operations) at different sites, so they need
to be totally ordered such that global consistency can be guaranteed when a
representative applies them to the main document.

As soon as the representative makes the final decision by choosing a version,
the decision message is time-stamped and multicast to all participating sites. Be-
fore executing any remote operation, the local application at the representative’s
site re-time-stamps the team operations according to the scheme in Definition 3
as if they were newly generated by the local user. Similarly, as soon as the deci-
sion message is received and executed at a remote site, the team operations are
re-time-stamped and executed there consecutively. Their time-stamps are based
on the one of the decision message, which is independent of the state vector at
the receiving site.

Definition 6. Representative-based time-stamping scheme of the team opera-
tions: Suppose the identifier of the representative site is k and the decision mes-
sage is time-stamped by SV0. The state vectors of the list of totally ordered team
operations [OT1 , . . . , OTt , . . . , OTn ] are specified as follows: SVt[k] := SV0[k] + t,
SVt[i] := SV0[i], for t = 1, . . . , n; i = 1, . . . , N , and i �=k, where N is the
number of sites.

Accordingly, the virtual clock (state vector) maintained at each site needs to
be updated when executing the team operations.

It is worth noting that the time-stamping of the decision message and team
operations must be performed atomically at the representative site, otherwise
globally inconsistent time-stamping results will occur, and this will lead to in-
consistent execution effects. Similarly, the decision message and team operations
must be executed atomically at each site.

Apparently, with the above scheme, a group intention becomes an individual
intention (of the representative) after its application to the main document.

4 Temporal Relations of Team Operations

If the voting technique is employed to resolve a conflict, the voters are of equal
status. The voting result is a “true” group intention rather than the representa-
tive’s intention. Nevertheless, we need to introduce a “virtual site” (or “virtual
user”) to represent the “group”. Accordingly, the state vector needs to be ex-
tended to incorporate the extra site. Based on this extended virtual clock, it
is clear that all the team operations in a group intention can be considered as
ones “generated” by the virtual user at the virtual site. Therefore, the tempo-
ral relationship between an individual operation and a team operation can be
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determined in the same way as that between two individual operations. The
operations generated by the same human user are ordered according to the local
causal relationship (physical clock). However, the way in which the team opera-
tions associated with different branch documents are ordered is unknown at the
moment.

Consider a document consisting of independent objects. Since the team oper-
ations involved in the same branch document will be applied to the base object
in the same order (total order) at each site and team operations from different
branch documents will not interfere with each other, the order of their execution
is irrelevant to the final rendering effect. In other words, team operations from
different branch documents are contextually independent.

However, with a plain text document where characters are sequentially or-
dered [14], inconsistency will occur if two or more group intentions (resulting
from different branch documents) are agreed-upon and directly applied to the
main document in different orders at different sites. It is also uncertain how to
reconstruct the generation context (i.e., the document state on which an oper-
ation is generated) of a newly arrived remote operation without the knowledge
of group intention realisations at its originating site.

For example, assume O1 is generated at site i after a group intention (con-
sisting of an operation OT1) has been realised. When O1 arrives at site j, where
OT1 has not been realised, but another team operation OT2 has been applied to
the main document. In this scenario, it is not possible for site j to determine
O1’s generation context with the time-stamping scheme defined in Section 2.

From the perspective of group undo, all the team operations must be prop-
erly ordered such that a “group” player (i.e., the user who has obtained a special
permission from the group to play the role of the “group”) can undo the team
operations in a globally consistent way. Therefore, a new ordering scheme is
necessary for the team operations. The major challenge is to find temporal in-
formation characterising the group intention of a branch document, which can
be used to order different group intentions of different branch documents. If
the team operations are time-stamped in a globally consistent way, then the
preservation of group intentions is similar to that of individual intentions.

We assume a group consensus is reached only after a site has received a voting
message from each of the involved users. Obviously, both the totally oldest and
youngest voting messages are globally unique. They can be used to characterise
the group intention of a branch document. Group intentions of different branch
documents then can be ordered according to the total order of their respective
totally oldest (or youngest) voting messages. However, since voting may take
some time to complete (due to, for instance, hesitation of some of the users),
a branch document with an older totally oldest voting message may reach a
consensus later than the one with a younger totally oldest voting message. The
team operations resulting from the latter will not be allowed to apply to the
main document until those of the former have been applied. In other words, the
group intention of the latter may be blocked from execution for a long time. This
seems abnormal to the end users. Therefore, we now discuss the application of
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the temporal information of the totally youngest voting message to the ordering
of team operations.

We assume that the set of team operations resulting from a branch document
is associated with the state vector of its totally youngest voting message. For-
mally, a group intention can be represented by a tuple: 〈{O1, O2, . . . , Om}, SV 〉,
where {O1, O2, . . . , Om} is the set of team operations from a branch document,
and SV is the state vector of the totally youngest voting message associated with
it. In order to be consistent with the representation of individual operations, we
use an operation vector O to denote the set of team operations, which share the
same time-stamp before being applied to the main document. Obviously, the in-
tention of an operation vector is a group intention. Nevertheless, each operation
in the vector will have a distinct time-stamp when they are realised. Therefore,
the causal ordering and total ordering relations defined in Section 2 can be easily
extended without major modifications (Since each voting message has a unique
state vector, we will not differentiate a voting message from its state vector for
convenience in the sequel).

Definition 7. Total ordering relation of group intentions: Given any two sets of
team operations OI and OJ at the same site, Oi and Oj are the totally youngest
voting messages associated with them respectively. OI is said totally preceding
OJ , expressed as OI ⇒ OJ , if Oi ⇒ Oj.

Definition 8. Virtual ordering relation of team operations: Given any two team
operations, Oa and Ob. Oa is said virtually preceding Ob, expressed as Oa ⇒V

Ob, if (1) Oa ∈ OI , Ob ∈ OJ , and OI ⇒ OJ , (I �=J); or (2) Oa, Ob ∈ OI , and
Oa ⇒ Ob. Where OI and OJ are two sets of team operations.

Generally, the virtual ordering relation ⇒V is consistent with neither the
total ordering relation ⇒ (defined for individual operations) nor the causal or-
dering relation →. This will not be a problem, since the virtual ordering relation
is defined on the old time-stamps of the team operations. Before a team op-
eration is applied to the main document, it will be re-time-stamped such that
individual operations and team operations can be treated in the same way. The
virtual ordering relation is introduced to artificially order those operations that
involve in conflicts. It is also a total ordering.

An individual operation is first generated by a real site without a time-
stamp associated with it. If the system is not in the process of executing a
remote operation, the operation will be time-stamped in terms of the local virtual
clock (state vector) and executed immediately at the local site, meanwhile the
system will update the clock. The time-stamping, executing, and clock updating
must be completed atomically. The newly generated operation can be executed
immediately since it is always causally ready. In contrast, a team operation is
“generated” with an old time-stamp assigned by its originating site, as soon as a
consensus is reached. Like the concept of relative time, consensus is also a local
perception of global states. Therefore, a team operation will be “generated” once
at each of the participating sites. We can assume it is “generated” by the virtual
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user at the virtual site. The problem is when to execute it and how to re-time-
stamp it. The individual operations generated by a real site is ordered according
to its physical clock, naturally, the team operations will be ordered in terms of
the virtual ordering relation. Therefore, we arrive at the following condition for
executing team operations:

Definition 9. Virtually ready: A team operation is said to be virtually ready
for execution at a site only if it is virtually preceding all unrealised (or not yet
applied to the main document) team operations.

5 Group-Based Time-Stamping Scheme

Although the team operations “generated” already have their old time-stamps,
they must be re-time-stamped before they can be applied to the main document.
With the introduction of the virtual site (user), the existing real site-based time-
stamping scheme can be extended such that the team operations can be properly
time-stamped.

Definition 10. Group-based time-stamping scheme: Assume each site main-
tains a state vector SV with N + 1 components. Initially SV [i] := 0, for
all i ∈ {1, . . . , N, N + 1}. After executing an operation generated at site i,
SV [i] := SV [i] + 1, where site i can be a remote site, the local site, or the
virtual site (N + 1) (if it is a team operation). Whenever an operation is gener-
ated at a real site k (k �=N + 1), it is first time-stamped with a state vector SVr

and then executed at the local site immediately and multicast to remote sites.
SVr[k] := SV [k] + 1; SVr[i] := SV [i] (i ∈ {1, . . . , N + 1} and i �=k); where SV
is the current state vector of site k. When a team operation becomes “virtually
ready” at real site k, it is re-time-stamped with SVv and then executed at the
local site without being multicast to remote sites. SVv[N + 1] := SV [N + 1] + 1;
SVv[i] := SVmax[i] (i ∈ {1, . . . , N}), where SVmax is the state vector of the totally
youngest voting message associated with the team operation.

In the example presented in Section 4, because independent group inten-
tions must be time-stamped and executed according to the virtual order, if
OT1 ⇒V OT2 , then OT2 cannot be executed before OT1 . When executing O1
at site j, OT1 must have been executed because the re-time-stamped OT1 is
causally preceding O1. So, the execution order at site j in the scenario is not
possible with our new time-stamping scheme. In addition, since OT2 has not been
executed before O1 is generated, O1 is concurrent with the re-time-stamped OT2 .

Obviously, the time-stamp of a team operation depends on the number of
team operations having been executed at the real site and the state vector of
its totally youngest voting message. Since the latter is globally unique, if the
team operations are globally ordered (i.e., executed only when they are virtually
ready), the global consistency of the time-stamping scheme can be guaranteed.

When a consensus is reached, the team operations associated with it may not
necessarily be virtually ready, since there may exist multiple branch documents
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reaching a consensus concurrently. To put it in another way, the totally youngest
voting messages of different branch documents may be concurrent with each
other. Although our virtual ordering relation is based on the total ordering one,
the system cannot know whether the totally youngest voting message associated
with a consensus is the virtually oldest one until it is synchronised (i.e., all
operations concurrent with it have been executed).

Therefore, the team operations of a group intention can be re-time-stamped
and applied to the main document only when the totally youngest voting message
associated with it is both globally synchronised and virtually (or totally) the
oldest (among those of the currently unrealised group intentions). Obviously,
the execution of a team operation is not as responsive as that of an individual
operation.

It is desirable that a system supports group intention preservation by both
representation and voting. However, the time-stamping schemes proposed for
them are not consistent. Therefore one should be adapted to the other. Obvi-
ously, the group-based scheme is more general than the representative-based one,
so the latter must be extended. The price we have to pay is the introduction of
one extra dimension for the virtual site in the state vector. More importantly,
group intention preservation by representative can be considered as a special case
of the one by voting, i.e., only the representative votes. The decision message
generated by the representative is a voting message. It is both the totally oldest
and youngest. As soon as the representative makes a decision, the consensus is
reached, i.e., there is no voting time. The operations contained in the chosen
version become team operations “generated” by the virtual user instead of the
representative. Since there may exist multiple concurrent decisions made by mul-
tiple representatives on different branch documents, the group consensus cannot
be applied to the main document until its decision message is globally synchro-
nised and virtually preceding all the other decision messages. Therefore, unlike
the representative-based scheme, the group-based scheme is not responsive with
regard to the execution of team operations. Nevertheless this is acceptable, since
users may have been involved in the negotiation process for quite a period of
time, an extra tiny delay will not be a serious problem.

6 Conclusions

This paper started with an examination of the problems of the existing multi-
versioning techniques in supporting negotiation. They are “intrusive” in the
sense that the embedded versions interfere with the other objects contained in
the document in terms of not only data model but also data view. To avoid
the interference, we introduced a pair of metaphors, i.e., main conference and
branch conference, to describe the two different circumstances of collaboration,
which can be referred to as consensus-based cooperation among all the members
of the group and conflict-driven negotiation among a subset of the members of
the group. The cooperation process in the former case is generally smoother,
due to the assumption that conflicts are rare, whereas the negotiation process



136 L. Xue, M. Orgun, and K. Zhang

in the latter case involves many interactions with contrasting intentions among
the members of the sub-group.

The introduction of the metaphors leads to our new approach, categorised
as annotative negotiation, where the main document is annotated rather than
embedded with branch documents. This approach has the advantage that users’
contrasting intentions are visualised in alternative versions and their agreed-upon
contributions can be applied to the document without being wasted. However,
this raises a new technical issue of group intention preservation, i.e., how to inte-
grate the consensus into the main document. Directly applying group intentions
to the main document may lead to intention violations. The technical solution
to this problem lies in re-time-stamping the team operations contained in the
group intentions such that they can be executed in the same way as individual
operations are executed. To this end, we proposed the representative-based and
group-based time-stamping schemes. The latter is applicable to both the repre-
sentative and group voting decision mechanisms. Conceptually, the concepts of
virtual user and virtual site are introduced and associated to group intentions;
technically, a virtual ordering relation is defined to totally order team opera-
tions. Consequently, individual intentions and group intentions can be treated
in a consistent manner. The scheme has been implemented in our research pro-
totype called POLO [13].
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Abstract. Consistency maintenance is an important issue in groupware
systems. The existing consistency models are system-oriented and focus
on objective and static aspects of consistency without sufficiently tak-
ing into account the involvement of human users. It is necessary to in-
vestigate how users perceive consistency and how systems can support
the users in realising their expectation. This paper addresses consistency
from the point of view of multi-user interaction and proposes a new user-
centred consistency model. It argues that consistency is an agreement
(or inter-subjectivity) among human users in groupware systems. Such a
user-centred interpretation leads to the introduction and differentiation
of externalised consistency and emergent consistency. The latter cap-
tures the fundamental characteristic of collaborative work, where human
users’ intentions and negotiation play a crucial role. The paper examines
the constituent parts of the model in detail.

1 Introduction

Distributed real-time collaborative editing systems support multiple users to
view and edit the same document concurrently from geographically dispersed
sites connected by a communication network, such as the Internet [5,13]. They
reduce the time required to complete a task by avoiding the overhead of merging
different versions of the same document into one.

With the development of the Internet, online wide area collaboration has
become popular. Currently the Internet has a rather serious restriction of band-
width, which will incur large communication latency. However, the fundamental
challenge to groupware researchers is not the limited bandwidth available but
the constant speed of light. Inter-continental communication delay cannot be re-
duced to being lower than the physical limit. This has a significant impact on the
design of groupware systems. First, with the centralised systems, users cannot
see their own actions immediately, since the messages have to go through a round
trip. Therefore, local commands (including lock requests) are not of responsive-
ness. Second, remote users cannot see immediately the actions that other users
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have performed. The WYSIWIS (what you see is what I see) property no longer
holds.

The responsiveness of local commands can be maintained if the objects to
which users’ actions are applied are replicated at all participating sites [2]. How-
ever, replication results in a serious consistency maintenance issue due to the
possibility of concurrent editing of the same object by multiple users.

Technically, groupware systems have inherited many consistency maintenance
mechanisms, such as, locking and transaction, from traditional database systems,
where the basic principle is conflict prevention. Generally, this is in contradiction
to the spirit of collaboration. Since users are accustomed to the working style
associated with single-user editors, unconstrained and non-restrictive editing is
highly desirable.

Theoretically, conflict is inevitable in collaborative work. Conflict may not
necessarily be destructive to the collaboration process. Instead, it contributes to
the emergence of group intentions. For example, with collaborative authoring on
a document, even though it is possible to allocate each author with a concrete
task, it is not possible for the organiser to have everything in mind beforehand.
Discussion and negotiation play a major role in the formation of the document.
Even a labour division scheme emerges from group discussion and negotiation.
Therefore, conflict control and negotiation support are important issues in the
design of groupware systems [17].

Due to the above considerations, we advocate a shift of consistency main-
tenance strategies from conflict prevention to conflict control (cure or manage-
ment), and a shift of consistency maintenance mechanisms from system-based
automatic conflict resolution to user-centred negotiation support. Our major con-
cern is the intentions of human users rather than the pre-determined behaviour
of the systems. We observe that the existing research work has not sufficiently
taken into account human users’ involvement in the evolution of consistent doc-
uments. Therefore it is necessary to investigate how users perceive consistency
and how systems can support the users in realising their expectation. This calls
for a new user-centred consistency model.

The rest of the paper is organised as follows. We start with an examination
of related work in Section 2. We then analyse consistency from system’s and
user’s perspectives in Sections 3 and 4 respectively. In Section 5, an analytical
framework is proposed to examine various meanings of human user intentions.
Major new research issues in consistency maintenance are outlined in Section 6.
Finally, Section 7 summarizes the major contribution of this paper.

2 Related Work

Consistency maintenance is a well-studied topic in parallel and distributed sys-
tems, conventional database systems, and groupware systems. Various consis-
tency models have been proposed. They are system-oriented and focus on objec-
tive and static aspects of consistency without taking into account the involve-
ment of human users. Generally speaking, there is little explicit work on the
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advancement of consistency models in groupware systems. Many research proto-
types are based on existing models available from related areas. Generally, they
are either too restrictive or unable to provide support for the situated negotiation
among participating users.

There are groupware systems that implement the transaction mechanism,
based on the serialisable consistency model from database systems. They reduce
the consistency problem to that of testing for serialisable schedules [6,11]. The
serialisation approach implemented in GroupDesign [9] and LICRA [8] is based
on the sequential consistency model from distributed shared memory systems,
which guarantees that operations generated at each site are executed in a global
order at all participating sites.

In distributed shared memory systems, a consistency model is essentially a
contract between the software and the memory. If the software agrees to obey
certain rules, the memory promises to work correctly. If the software violates
these rules, the correctness of memory operation is no longer guaranteed [1].
Many consistency models trade consistency for better performance or ease of
programming. A parallel view on consistency in groupware systems has been
proposed by Dourish [3]. He introduced the notion of consistency guarantees as
a technique to increase the effectiveness of the explicit semantics approach. Con-
sistency guarantees regard various locks as guarantees of some level of achievable
consistency, i.e., if a client promises to follow the restrictive rules determined by
the server, it receives some guarantee of future consistency. In other words, con-
sistency is a contract between the client and the server. However, a client can
break a promise, in which case the server is no longer held to its guarantee. This
has a significant implication for the design of a groupware toolkit to provide
support for opportunistic working styles.

The only consistency model that takes user intentions into account was pro-
posed by Sun et al [15,16]. However, it is still system-oriented. We shift our focus
from system to user, and differentiate between user’s perspective and system’s
perspective on consistency. We address consistency from the point of view of
multi-user interaction, and argue that consistency is an agreement (or inter-
subjectivity) among human users in groupware systems. Such a user-centred
interpretation results in the introduction and differentiation of externalised con-
sistency and emergent consistency. The latter captures the fundamental charac-
teristic of collaborative work, where human users’ situated intentions and nego-
tiation play a major role.

3 System’s Perspective on Consistency

There are two aspects of system’s perspective on consistency. First, a system
specifies the ways (e.g., timing, order, etc.) in which multiple processes or users
can jointly access to the shared data. For example, only serialisable transactions
are allowed in database systems. This is the traditional concurrency control (con-
flict prevention) issue in database systems. Second, the system specifies various
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constraint rules on data items. This is the integrity constraint issue in database
systems.

However, not all constraints can be specified in advance in multi-user environ-
ments. On the one hand, consistency may become contingent on the negotiation
process involving multiple users. On the other hand, some consistent state of
the data may not satisfy all of the involved users, that is, the perspectives of
individual users and the group on consistency are different. It is generally not
possible for the system alone to automatically maintain the consistency required
by human users. Therefore, it is necessary to distinguish individual’s perspec-
tive from group perspective on consistency, and what we are concerned with
is not objective consistency but subjective consistency. However, some part of
the subjective perspectives must be externalised such that consistency mainte-
nance mechanisms can be provided with the systems in advance. The designers
of groupware systems must anticipate the mutually acceptable perspectives (or
inter-subjectivity) of multiple users, which can be predefined. This static inter-
subjectivity reflects only a rather limited aspect of consistency. A dynamic ver-
sion of inter-subjectivity can emerge only after a negotiation process during the
real application of the groupware system. Therefore, we introduce two notions
of consistency, namely, externalised consistency (or a priori consistency) and
emergent consistency (or a posteriori consistency).

3.1 Externalised Dimension of Consistency

In a replicated environment, since each user can concurrently view and modify
her/his respective copy of the document under editing, final documents would
not be identical among participating sites if the system were not provided with
a proper consistency mechanism. It is generally required that all copies of the
shared document be identical in terms of model at all sites at quiescence, i.e.,
all operations generated by the users have been executed at all sites. This con-
sistency criterion is called convergence property [4,16]. View synchronisation is
important when multiple users are involved in a real-time discussion and nego-
tiation process.

The convergence property reflects the relationships among multiple replicas
of the same document. It is about inter-copy consistency. Besides this, the data
of each copy may be required to be consistent (intra-copy consistency) in vari-
ous linguistic levels in many applications. For example, a multi-user integrated
development environment may support multiple programming languages. It can
be configured such that it provides a check of the correctness of user inputs
in terms of lexical constructs of a language. This is the issue of lexical consis-
tency. The syntax of a programming language can be specified by a grammar as
in most of the current commercial programming languages. A correct program
must satisfy the syntax specified, that is, syntactic consistency must be main-
tained. Similarly, a document may be required to be formatted and organised in
a specific way, or structural consistency property must be maintained. Semantic
consistency is important but difficult to specify in advance.
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3.2 Emergent Dimension of Consistency

The extent of externalisation of group perspectives on consistency is rather lim-
ited in the sense that it reflects only a part of the rich connotation of subjective
consistency. For example, document semantics is generally difficult to specify
in natural language environments. Consistency is not only application and user
dependent, but also context dependent, where multiple users are involved in a
situated conversation process.

A correctly spelt English word may not be suitable for a particular semantic
context. Co-authors can negotiate with each other to find a proper synonym.
This is a simple example of emergent consistency.

Suppose a shared document contains a sentence:
A: “John forgot lock the door.”
There is an English grammar error in it, which may be detected by a well-

designed system. However, the best the system can do is to notify the users and
present the following two alternatives:

B: “John forgot to lock the door.”
C: “John forgot locking the door.”
Both B and C are syntactically correct, but with different meanings. The

involved users need to discuss their appropriateness for the semantic context [19].
This is an example of emergent semantic consistency.

The system can enforce externalised consistency automatically through either
a fixed implementation or run-time configuration. Generally, a system does not
have sufficient knowledge of what consensus the users are to reach in advance.
Therefore, the maintenance of emergent consistency can only be supported rather
than enforced by groupware systems.

4 User’s Perspective on Consistency

In database systems, since all transactions are atomic and considered indepen-
dent of each other, the semantics of a transaction is enforced as long as it com-
mits. However, in groupware systems, it is not acceptable to exclude other users
from viewing or editing the shared data for a long period of time. Generally
intermediate results of transactions are opened up for multiple users such that
they are no longer serialisable [5,7].

In groupware systems, the operation issued by a user reflects her/his per-
spective on the current document state (i.e. context of the operation) and his
intention to change it to a new state. Since the context may be changed by con-
current operations issued by other users, the result of the execution of the original
operation on the new context may not be the user’s original intention. Therefore
intention preservation becomes an important issue of consistency maintenance in
collaboration systems. However, most of the earlier prototypes of group editors
employ various locking techniques as concurrency control mechanisms, which
are similar to the database transaction approach, thus no intention preservation
problem needs to be considered.
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In groupware systems, a particular intention violation problem was first
solved by operational transformation approach in the well-known Grove col-
laborative outline editor [4]. Due to the concurrent execution of operations at
different sites, the context or document state on which an operation was gen-
erated may be changed by other operations at other sites. The operation must
be properly compensated in order to be executed in a new context. The com-
pensation functions are called transformation functions. None of the operations
need to be aborted. Later researchers considered intention preservation as an
important issue in groupware systems [13,15,16]. Some progress has been made
since then [12,14,17,18,19]. However, the nature and significance of intention
preservation have not yet been fully investigated. For example, intention preser-
vation is simply juxtaposed with convergence property in Sun et al’s consistency
model [16]. The problem is obvious, since the preservation of multiple users’ con-
current conflicting intentions may make document convergent but semantically
inconsistent. For example, the embedded multiple versions for the preservation
of conflicting intentions will interfere with the other objects of the document [10,
14,20].

From the system-user dichotomy, we can easily identify the place of intention
preservation in consistency maintenance. It is both a consistency property and
maintenance mechanism based on the user’s perspective on consistency. Users
are the final judgers of consistency. Consistency is an agreement among the in-
volved users. Therefore, the concept of intention preservation could be seen as
general as consistency maintenance if we would extend the meaning of inten-
tion. Nevertheless, we reserve the latter to cover both the system’s and user’s
perspectives on consistency.

5 An Analytical Framework for Intentions

Similar to the distinction of individual perspective and group perspective on con-
sistency, we need to differentiate between the concepts of individual intention
and group intention. An individual user’s intention is usually represented by one
or more operations generated by the user (we use user’s intention and intention
of an operation interchangeably in this paper). The intention of one user may
conflict with that of another user. A group intention represents the one that is
agreed upon among the group members. In other words, a group intention is
the one resulting from merging individuals’ intentions via a synergistic coordi-
nation or negotiation process among the involved users. It can be categorized
into externalised group intention and emergent group intention.

5.1 Individual Intentions

In terms of the type of user actions, individual intentions can be categorised into
editing intention, annotating intention, and negotiating intention, etc. Here we
focus on the analysis of editing intentions.
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Contextual Intentions: Whenever a user is to issue an action, she/he must
have been aware of the current context or document state and a decision or
intention has been in her/his mind. Therefore, individual users’ intentions are
generally context dependent or context sensitive. Any context sensitive intention
must be executed on its original context, or compensated (transformed) such that
it can be executed on a new context, otherwise intention violation will occur. In
contrast, context free intentions can be performed in any context. In fact, the
pessimistic locking approach implemented in collaborative editors assumes any
intention is absolutely context sensitive and concurrent modifications of the same
part of a document are not allowed. However, the scope of a context is generally
rather limited. Modifications beyond this scope may not be inter-related with
it. The granularity of context is a very important issue in the specification of
consistency maintenance policies.

Connotative Intentions: In database systems, any user or application can
only see the consistent states of data. In other words, a database can only move
from one consistent state to another from the viewpoint of users (or applications).
Nevertheless, during the editing process, users are allowed to see inconsistent
states of the document in collaborative systems. They may perform some actions
on it to make it consistent, while inconsistency may persist for some time during
the editing process. In other words, whenever issued, an action is connoted with
rich indirect intentions of its issuer, in addition to its direct intention.

For example, consider the example in Section 3.2, a user may issue an opera-
tion O1 to insert “to” at the position between “forgot” and “lock”, thus changing
sentence A to B. The system can mechanically interpret the user’s explicit inten-
tion reflected in the operation. However, it does not comprehend her/his implicit
syntactic intention (e.g., correcting a syntactic error) and semantic intentions
(e.g., the meaning of sentence B instead of C) connoted with the operation.

Connotative dimension of intention is important when users need to explic-
itly discuss or negotiate about the document content to which an operation has
been applied. Neglecting such a factor may cause intention violation. An extra
communication channel, such as, a voice channel, may be necessary for commu-
nicating the implicit syntactic and semantic intentions.

Transactional Intentions: A user may issue a group of interdependent opera-
tions, like those contained in a transaction in database systems. Other users may
be allowed to read the partial execution results but not to issue any operation
on the same objects targeted by those operations, such that the user’s intention
is not interfered with. The maintenance of atomicity of intention consisting of
multiple sub-intentions, which we call transactional intention, is an important
issue in real-time collaborative editing systems.

5.2 Externalised Group Intentions

It would be tedious for users to negotiate with others about every intention. Only
when the users feel that it is necessary to have a discussion or when the system



A User-Centred Consistency Model 145

automatically detects that there is a (potential) conflict, should the users be
brought together to participate in a negotiation process. An individual intention
committed without negotiation is in fact an externalised group intention, which
had been agreed upon even before the users started editing the document, that
is, an operation that does not intentionally conflict with other operations can be
applied to the document directly without negotiation by default. An externalised
group intention can be an individual intention or a combination of multiple
individual intentions based on predefined rules. All involved users must be aware
of these rules. If they disagree with each other on them, the system must be
reconfigured to adapt to the new consensus.

Since group intentions generally involve multiple individual intentions, they
can be embodied in the relationships between individual intentions (or opera-
tions). Moreover, an operation is defined on a particular context, which is the
result of the execution of multiple operations and may be concurrently modified
by other operations. Therefore the discussion of contextuality always resorts to
the relationships of operations. Two operations may have multiple relationships
in terms of their execution (or generation) order, the targeted objects, and the
object attributes to be changed.

Temporally and intentionally dependent relations: If operation O1 is
causally preceding operation O2, O2 is said temporally dependent on O1. How-
ever temporal dependency may not necessarily mean intentional dependency.
For example, if O1 is not in the scope of O2’s generation context, O2 is inten-
tionally independent of O1. Therefore, given two operations, if one is temporally
dependent on but intentionally independent of another, they can be executed in
any order, i.e., they are commutative. In this case, it is not necessary to main-
tain the causality-preservation property (i.e., all operations are executed in the
causal order) presented in Sun et al’s consistency model [16]. However this case
is too special. Intentional dependency may cause troubles when an operation is
undone. Its dependent operations must also be undone. It is hardly possible for
the system to know the relationships automatically. However, operations target-
ing semantically related data may be controlled by integrity constraints specified
in advance.

Semantically compatible and conflict relations: If two operations target
syntactically and semantically unrelated regions of a document, they are said
to be semantically compatible, otherwise they are semantically conflicting with
each other. For example, two operations targeting the same object and chang-
ing the same attribute to different values are semantically conflicting with each
other. It is application and user dependent whether two operations targeting
the same region or object of a document are conflicting or compatible. Seman-
tic relationships are very important in configuring the consistency maintenance
policies.

Intentionally compatible and conflict relations: Any two operations that
are both concurrent and semantically conflicting are said to be intentionally
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conflicting. Otherwise they may be intentionally compatible. Obviously if in-
tentionally conflict operations are applied to the document together, intention
violations will occur, whereas intentionally compatible operations can be applied
to the document without interfering with each other. However, they can be de-
fined in various ways depending on the agreed upon perspectives of the users.
For example, two operations targeting the same paragraph may be defined as
conflict and explicit negotiation for a group intention is necessary [19]. They may
also be treated as compatible and a group intention is reached automatically via
a proper transformation of them [4].

5.3 Emergent Group Intentions

Operations targeting completely different parts of a document are in fact not
synergistic, though all contribute to the formation of the document. Only when
they target the same part or semantically related parts, synergy may happen. It
is generally infeasible for the system to know the negotiation result, i.e., emergent
group intention, in advance.

Consider the example presented in Section 3.2 again. Assume user i issues an
operation O1 to insert “to” at the position between “forgot” and “lock”, thus
changing sentence A to B. User j concurrently issues an operation O2 to insert
“ing” at the ending position of “lock”, thus changing A to C.

The existing operational transformation schemes (in fact, externalised rules
for group intention) can preserve the direct intentions of the two operations such
that the final document contains sentence D.

D: “John forgot to locking the door.”
Apparently this result is still syntactically incorrect, though both B and

C are syntactically correct. Neither of the users’ connotative intentions as in
sentences B and C is preserved. In addition, the meanings of sentences B and
C are different. It is not possible for the system to accommodate semantically
conflicting intentions into one correct sentence.

From the above example we see that an externalised, pre-specified rule for
group intention should be adaptable to various situations. The rule should be
specified such that two operations targeting the same sentence or paragraph
are conflicting with each other in this example. The only way to preserve the
above connotative intentions of the users is by annotation or multi-version. After
negotiation, both of the users may agree on one of the versions, i.e., either
sentence B or C. For more complicated cases, users may negotiate with each
other over multiple loops by modifying their respective versions and merging
them such that a group intention will eventually emerge.

6 The Implication of the User-Centred Consistency
Model

According to the above discussion, we illustrate the user-centred consistency
model in Figure 1. Emergent consistency and emergent group intention must be
consistent with their respective externalised ones.
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From the user-centred consistency model, we know that a consistency main-
tenance scheme must deal with both externalised consistency and emergent con-
sistency. A system may be required to preserve various individual intentions,
externalised group intentions, and emergent group intentions. The system main-
tains the externalised consistency and preserves externalised group intentions
automatically without the involvement of cooperating users.

Intention preservation plays a crucial role in supporting the maintenance of
consistency. If users are not informed about each other’s real intentions, they
simply cannot negotiate. Furthermore, facilitation mechanisms are necessary to
support users in obtaining emergent group intentions. Therefore the focus of
consistency maintenance shifts from traditional conflict prevention to intention
preservation and negotiation support in unconstrained real-time distributed col-
laborative editing environments. This raises new research issues and calls for
new mechanisms. We address them from the following three aspects, i.e., the
preservation of individuals’ intentions, the facilitation of negotiation processes,
and the preservation of emergent group intentions.
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Preservation of individuals’ intentions: The challenge of preserving in-
dividuals’ intentions arises from the existence of interference of one intention
with another. The preservation of any one of the contextual, connotative, and
transactional intentions usually resorts to either isolation or compensation of
the interference. Currently, there are two approaches to the preservation of con-
textual intention in unconstrained real-time collaborative editing environments,
namely, operational transformation and multi-versioning. The former transforms
an operation such that it can be applied to the new context without changing its
original intention [4,15]. The latter reconstructs the original context by creating
a new version for the operation whose context has been interfered with. The
multi-version approach has been proposed to preserve individual’s concurrent
conflicting intentions in collaborative editors, such as GRACE [14], Tivoli [10],
and POLO [18]. However, the schemes presented in Tivoli and GRACE are only
conditionally correct [18]. It is not easy to construct a general algorithm for au-
tomatic version composition and identification in an unconstrained and highly
concurrent collaborative environment.

Facilitation of negotiation processes: There is little work on negotiation
support in distributed real-time collaborative editing systems. Its major chal-
lenges cover several aspects. First, it is necessary to harness the complexity
caused by unconstrained concurrent editing. If the multi-version approach is
employed, novel mechanisms are necessary to control the proliferation of ver-
sions and facilitate the negotiation process among multiple users. For example,
post-locking approach is such a mechanism [17]. Second, coordination mecha-
nisms and multi-modal communication modes for negotiation processes should
be investigated. Third, generally, designing a multi-user interface is very difficult.
The interface design for negotiation support and conflict resolution is really a
challenging issue. Finally, in order to evaluate the current techniques and guide
the future research, we need empirical evidence on how people collaborate to
resolve conflicts in distributed real-time collaborative environments.

Preservation of emergent group intentions: How to reach an emergent
group intention is the problem of negotiation facilitation. If all those individu-
als’ intentions (including negotiating intentions) in conflict are directly applied
to the main document, some of them, which the group considers inappropriate,
need to be undone or compensated during the negotiation process. With such
a scheme, the final emergent group intention has already been realised in the
main document when the negotiation ends, and there is no such an issue of
emergent group intention preservation. However, the conflict resolution process
will interfere with the normal collaboration process and the users may feel be-
ing restricted by the “formal” environment. We have proposed an annotating
approach, that is, all conflicts are removed from the main document and will
be resolved in a branch document in an “informal” environment, which is an
annotation to the main document [20]. Therefore, whenever a group consensus
is reached, it must be explicitly applied back to the main document like an in-
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dividual intention. Technical mechanisms are necessary for the preservation of
emergent group intentions.

7 Conclusion

Considering the crucial role of human users’ involvement in groupware systems,
we shift the investigation focus from the system to the users, and propose a new
user-centred consistency model that emphasises the importance of subjective or
negotiating aspect of consistency and human user intentions. Our model can
accommodate the issues of intention preservation and negotiation support sys-
tematically. We examine the constituent parts of the model, particularly, various
aspects of user intentions in detail. Based on the model, a number of major new
research issues in real-time collaborative editing systems are outlined, which are
categorised into the following three aspects: the preservation of individual inten-
tions, the facilitation of negotiation processes, and the preservation of emergent
group intentions.
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Abstract. We propose a multi-agent transactional paradigm based on
object-based rule systems for realising distributed agent negotiation pro-
tocols in E-marketing. The construction of the protocol is carried out in
two stages: first expressing a program into an object-based rule system
and then converting the rule applications into a set of transactions on
a database of active objects. Also, an algorithm to prove termination of
the negotiation among the agents is described.

1 Introduction

This paper proposes a multi-agent transactional paradigm using object-based
rule systems for realising distributed agent negotiation protocols in E-Commerce
and E-marketing. The construction of the protocol is carried out in two stages:
first expressing a program into an object-based rule system and then converting
the rule applications into a set of transactions on a database of active objects.
We also describe an algorithm to prove termination of the negotiation among
the agents.

In a recent paper Fisher [6] describes a philosophical approach to the rep-
resentation and execution of agent-based systems. This paper develops Fisher’s
philosophical approach into a concurrent multi-agent programming paradigm
based on the transactional logic model [3]. The multi-agent system consists of
the following subsystems, (Figure 1), Ishida [7], Dignum and Sierra [5].

1. Worldly states or environment U : Those states which completely describe
the universe containing all the agents.

2. Perception: Depending upon the sensory capabilities (input interface to the
universe or environment) an agent can partition U into a standard set of
messages T , using a sensory function Perception (PERCEPT ): PERCEPT :
U → T . PERCEPT can involve various types of perception: see, read, hear,
smell. The messages are assumed to be interpreted identically by all agents.

3. Epistemic states or Mind M : We assume that the agent has a mind M (that
is essentially a problem domain knowledge consisting of an internal database
for the problem domain data and a set of problem domain rules) that can
be clearly understood by the agent without involving any sensory function.
The database D sentences are in first order predicate calculus (also known
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as extensional database) and agents mental actions are viewed as inferences
arising from the associated rules that result in an intentional database, that
changes (revises or updates) D.
The agent’s state of belief or a representation of an agent’s state of belief,
at a certain time, is represented by an ordered pair of elements (D, P ). D is
a set of beliefs about objects, their attributes and relationships stored as
an internal database and P is a set of rules expressed as preconditions and
consequences (conditions and actions). When T is input, if the conditions
given in the left-hand side of P match T the elements from D that correspond
to the right-side are taken from D and suitable actions are carried out locally
(in M) as well as on the environment.

4. Organizational Knowledge O: Since each agent needs to communicate with
the external world or other agents, we assume that O contains all the infor-
mation about the relationships among the different agents. For example, the
connectivity relationship for communication, the data dependencies between
agents, interference among agents with respect to rules, information about
the location of different domain rules are in O.

5. INTRAN : M is suitably revised or updated by the function called Inter-
nal transaction (INTRAN ). Revision means acquisition of new information
about the world state, while update means change of the agent’s view of
the world. Revision of M corresponds to a transformation of U , due to the
occurrence of events, and transforming an agent’s view due to acquisition of
new information that modifies rules in P or their mode of application (de-
terministic, nondeterministic or probabilistic) and corresponding changes in
database D. Updates to M correspond to changes in U due to the occurrence
of events that changes D but not D or INTRAN : M × T → M .

6. EXTRAN : External action is defined through a function called global or
external transaction (EXTRAN ) that maps an epistemic state and a par-
tition from an external state into an action performed by the agent. That
is: EXTRAN : M × T → A; that is, current state of mind and new input
activates an external action from A.

7. EFFECT : The agent also has an effectory capability on U by performing an
action from a set of actions A (ask, tell, hear, read, write, speak, send, smell,
taste, receive, silent), or more complex actions. Such actions are carried out
according to a particular agent’s role and governed by an etiquette, called
protocols. The effect of these actions is defined by a function EFFECT,
that modifies the world states through the actions of an agent: EFFECT :
A × U → U ; EFFECT can involve additions, deletions and modifications
to U .

Thus an agent is a 9-tuple:

(U, T, M(P, D), O, A,PERCEPT, INTRAN,EXTRAN,EFFECT)

The interpreter repeatedly executes selected rules in P , until no rule can be fired.
We can interpret all the abstract machine models (Finite state machine or

Turing machine) and parallel computational models (such as classifier systems)
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Fig. 1. A multi-agent system

as subclasses of the agents, by suitably formulating the definitions. Thus agents
can exhibit the same power as a nondeterministic Turing machine.

The nature of internal production rules P , their mode of application and
the action set A determines whether an agent is deterministic, nondeterministic,
probabilistic or fuzzy. Rule application policy in a production system P can be
modified by:

1. Assigning probabilities/fuzziness for applying the rule.
2. Assigning strength to each rule by using a measure of its past success.
3. Introducing a support for each rule by using a measure of its likely relevance

to the current situation.

The above three factors provide for competition and cooperation among the
different rules [9]. Such a model is useful in E-marketing for understanding
how a new order, such as percolation (stock market crash or phase transition),
can emerge from probabilistic and nondeterministic interactions between many
agents.

2 What Is Negotiation?

“Negotiation” is an interactive process among a number of agents that results
in varying degrees of cooperation, competition and ultimately to commitment
that leads to a total agreement, consensus or a disagreement [5]. A negotiation
protocol is viewed as a set of public rules that dictate the conduct of an agent
with other agents to achieve a desired final outcome.

A negotiation protocol among agents involves the following actions or con-
versational states:
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1. Propose: one puts forward for consideration a set of intentions called a pro-
posal.

2. Accept: The proposal is accepted for execution into actions.
3. Refuse: The proposal is rejected for execution into actions.
4. Modify: This alters some of the intentions of the proposer and suggests a

modified proposal- that is at the worst it can be a Refuse and a New proposal;
or a partial acceptance and new additions.

5. No proposal: No negotiation.
6. Abort: Quit negotiation.
7. Report agreement: This is the termination point for negotiation in order to

begin executing actions.
8. Report failure (agree to disagree): Negotiation breaks down.

Note that the above actions are not simple exchange of messages but may
involve some intelligent or smart computation.

In BNF form, the negotiation has a syntax::

Negotiation := Open Transaction | Closed transaction
Open Transaction := Propose | Accept | Refuse | Revise | No-proposal

Closed Transaction := Abort | Agreement | Failure

A directed graph can be used to represent a negotiation process with the
Open transaction as the initial state and the closed transaction as the final
state. Such a directed graph that expresses the connectivity relationship among
the agents can be real or conceptual and can be dynamic or static, depending
upon the problem at hand.

Multi-agents can cooperate to achieve a common goal to complete a transac-
tion to aid the customer. The negotiation follows rule-based strategies that are
computed locally by its host server. Here competing offers are to be considered;
occasionally cooperation may be required. Special rules may be needed to take
care of risk factors, domain knowledge dependencies between attributes and pos-
itive and negative end conditions. During a transaction, several agents have to
negotiate and converge to some final set of values that satisfies their common
goal. Such a goal should also be cost effective so that it is in an agreed state at
the minimum cost or a utility function.

To choose an optimal strategy each agent must build a plan of action and
communicate with other agents. To illustrate this situation, we convert a dis-
tributed greedy algorithm that finds a minimal cost flight path in an airline route
map (represented as a directed graph) into a negotiation problem (Section 6). In
this case the system is deterministic and the negotiation reaches a stable state.
However, it is possible that a system is nondeterministic or stochastic and has
many stable states as in the E-market trading. In E-Market situation such a ne-
gotiation can lead to a speculation bubble or a crash, or a stagnation (Section 8)
and a phase transition among such states.
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3 Transactional Approach for Negotiation

Problem solving consists in finding a partially ordered sequence of application of
desired operators that can transform a given initial state to a desired final state
- called goal. Reaching a goal through a sequence of totally ordered sub-goals -
is called a linear solution. For many problems a totally ordered concatenation
of sub-goals may not exist. Such problems require a nondeterministic search. A
solution based on a nondeterministic search is called a non-linear solution. Such
a solution uses an act-verify strategy. Human problem solving also uses this
strategy through preconditions and actions. When a human solves a problem,
the solution process has a similarity to transaction handling problem; for each
transaction is an exploratory non pre-programmed real-time procedure that uses
a memory recall (Read), acquires a new information and performs a memory re-
vision (Write). Each transaction is also in addition provided with the facility
for repair (recovery-Undo) much like the repair process encountered in human
problem solving. In human problem solving, several independent or dependent
information is acquired from various knowledge sources and their consistency is
verified before completing a step of the solution to achieve each sub-goal; this
process corresponds to committing a sub-transaction in a distributed transac-
tion processing system, before proceeding to reach the next level of sub-goal
arranged in a hierarchy. Thus the transactional approach provides for a propose,
act and verify strategy by offering a nonprocedural style of programming (called
’subjunctive programming’) in which a hypothetical proposal or action (what if
changes) is followed by verification, commitment or abort and restoration. So
this paradigm is well suited for agent-based computations.

4 Object-Based Rules and Transactions

The multi-agent negotiation is based on Post production system model (and the
related language) [13]. The production system paradigm occupies a prominent
place in AI. This system consists of a set of rewrite rules consisting of a left-
hand-side expression (LHS) and a right-hand side- expression (RHS). Given any
string drawn from a database that matches the LHS, the corresponding RHS
is substituted. Thus we may substitute expressions, constants or null elements
permitting update, evaluation, insertion or deletion operations. The implemen-
tation of a production system operates in three-phase cycles: matching, selecting
and execution. The cycle halts when the database fulfils a termination condition.

In order to use the production system as the basis for transactional multi-
agent negotiation, we need to analyse how the rules (and hence the respective
transactions) interfere with each other when they are applied. There are several
ways in which the rules can interfere [7,8,9,10,11] when we consider object-based
production rule systems (OPRUS). Here we assume that the rules do not interfere
during the negotiation process or their interference is suitably controlled [7,8].

OPRUS can be implemented as transactions, by identifying every rule that
fires as a transaction. We can find a direct correspondence between concur-
rent transaction processing systems [11] and concurrently enabled rule systems.
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Therefore much of the known results in concurrency control in transaction pro-
cessing can be directly applied.

5 Planning, Reasoning, and Negotiation

To solve a problem through negotiation, we need to look for a precondition that
is a negation of the goal state and look for actions that can achieve the goal.
This strategy is used widely in AI [13] and forms the basis to plan a negotiation.
To systematically derive a multi-agent negotiation protocol (MAN) we use the
specification approach [2]. Due to the lack of space we illustrate this approach
through an Example in Section 6.1.

6 Design of an Agent Negotiation Protocol

A negotiation protocol should have the following properties:

1. The negotiation leads to a finite number of states.
2. Every kind of protocol message can be used.
3. The protocol leads to a negotiation process in which no message is unused.
4. The negotiation process does not loop and reaches a terminal state.

A protocol design has the following phases:

1. Identifying message types.
2. Explaining the possible sequences among the participants.
3. Identifying various conversational states.
4. Drawing the transition diagram.

A multi-agent system consists of a set of agents, a set of channels and a local
memory for each agent. An agent can only read or write from its local memory.
Channels are assumed error free and deliver messages in the order they were
sent. For each channel there is exactly one agent that sends messages along that
channel and exactly one agent that receives the messages across that channel.
Associated with each channel is a buffer. For each channel the only action that
can be taken by the sending agent is to send a message (data message and other
messages) if the buffer is not full, and the only action that can be taken by the
receiving agent is to receive the message, if the buffer is not empty.

We now describe how to carry out distributed multi-agent negotiation by
sending, receiving, handshaking and acknowledging messages and performing
some local computations. A multi-agent negotiation has the following features [4,
5,6,14,15,16,17,18]:

1. There is a seeding agent who initiates the negotiation.
2. Each agent can be active or inactive.
3. Initially all agents are inactive except for a specified seeding agent that

initiates the computation.
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4. An active agent can do local computation, send and receive messages and
can spontaneously become inactive.

5. An inactive agent becomes active if and only if it receives a message.
6. Each agent may retain its current belief or revise its belief as a result of

receiving a new message by performing a local computation. If it revises its
belief, it communicates its revised state of belief to other concerned agents;
else it does not revise its solution and remains silent.

To illustrate the design of a negotiation protocol we consider the lowest cost
path problem in a graph.

6.1 Example

Consider the problem of finding a lowest cost path between any two vertices in
a directed graph whose edges have a certain assigned positive costs (Figure 2).
The lowest cost path problem requires the entity set of vertices, the relationship
set of ordered pairs of vertices (x, y) representing edges, and the attribute of
cost c for each member of the relationship set, denoted by (x, y, c). Given a
graph G the program should give for each pair of vertices (x, y) the smallest
sum of costs path from x to y. The vertex from which the lowest cost paths to
other vertices are required is called the root vertex r (vertex 1 in this example).
Let s denote the sum of costs along the path from the root to y; we assume
that c (and hence s) is positive. This information is described by the ordered
4-tuple (x, y, c, s): (vertex label, vertex label, cost, sum of costs from root). The
fourth member of the 4-tuple, namely the sum of costs from a specified root
remains initially undefined and we set this to a large number ∗. We then use the
production rules to modify these tuples or to remove them.

To find the lowest cost path to all vertices from a specified root r, we use the
MAN for tuple processing and let the 4-tuples interact; this interaction results
in either the generation of modified 4-tuples or the removal of some 4-tuples of
the representation.

Specification to find the shortest path
Let C(i, j) be the cost of path (i, j). A better path is one that can pass

through some vertex k such that:

C(i, k) + C(k, j) < C(i, j)

That is our production rule is: If C(i, k) + C(k, j) < C(i, j) then delete C(i, j)
and set C(i, j) = C(i, k) + C(k, j). The invariant is: if C(i, j) is the initial cost
then all the costs are always less than or equal to C(i, j). We refine this by using
the rule:

If C(i, k) < C(p, k), delete C(p, k) and retain C(i, k). Thus the following
three production rules result:

Rule 1: If there are tuples of the form (r, r, 0, 0) and (r, y, c, ∗), replace (r, y, c, ∗)
by (r, y, c, c) and retain (r, r, 0, 0).
Rule 1 defines the sum of costs for vertices adjacent to the root, by deleting
∗ and defining the values.
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Rule 2: If there are tuples of the form (x, y, c1, s1) and (y, z, c2, s2), where s2 >
s1 + c2 then replace (y, z, c2, s2) by (y, z, c2, s1 + c2); else do nothing.
Rule 2 states that if s2 > s1+c2 we can find a lower cost path to z through y.

Rule 3: If there are tuples of the form (x, y, c1, s1) and (z, y, c2, s2) and if s1 <
s2, then remove (z, y, c2, s2) from the tuple set; else do nothing.
Rule 3 states that for a given vertex y which has two paths, one from x
and another from z, we can eliminate that 4-tuple that has a higher sum of
costs from the root. The above three rules provide for nondeterministic local
computation by many agents and we are left with those tuples that describe
precisely the lowest cost path from the root. Note that here INTRAN only
updates D; but does not revise P .

We assume that there are n agents with names identical to the nodes in the
graph and each agent is connected to other agents in an isomorphic manner to
the given graph. Such an assumption on the topology of the network simplifies
the organizational knowledge O. Using O, each agent knows the identity of its
neighbours, the direction and cost of connection of the outgoing edges. Thus for
the given directed graph the outdegree of each node is the number of sending
channels and the indegree is the number of receiving channels.

The revised production rules for multi-agent computation are as follows:

Initialisation of beliefs: Agent 1 (root) sends to all its neighbours x the tuple
(1, x, c, c) describing the name of the root, and the distance of x from the
root c; all the neighbours of the root handshake, receive, and store it.

Initial set of beliefs: Each agent x sends its neighbour y at a distance c1 from
it, the tuple (x, y, c1, c + c1) describing its name, its distance to y and the
distance of y from the root through x using its distance to the root c.

Update of beliefs: Each agent y compares an earlier tuple (x, y, c1, s1) got
from a neighbour x, or the root, with the new tuple (z, y, c′

1, s
′
1) from another

neighbour z. If s1 < s′
1, then y retains (x, y, c1, s1) and remains silent; else it

stores (z, y, c′
1, s

′
1) and sends out the tuple (y, w, c2, s

′
1+c2) to its neighbour w

at a distance c2, advising w to revise its distance from the root.
Stability and halting: An agent does not send messages if it receives a mes-

sage from another agent that tells a higher value for its distance from the
root and ignores the message, i.e., it does not revise its beliefs. Thus it con-
tains only the lowest distance from the root. All the agents halt when no
more messages are in circulation and the system stabilizes.( For termination
of negotiation see next section).

Consider the directed graph in Figure 2, in which the edge costs are as shown;
we denote the graph by the triplet, a pair of nodes (x, y) followed by the cost c
of the edge, hence (x, y, c). The graph in Figure 2 is then given by:

(1, 2, 50) (1, 3, 10) (1, 5, 45) (2, 3, 15) (2, 5, 10)
(3, 4, 15) (4, 2, 20) (4, 5, 35) (5, 4, 30) (6, 4, 3)

We choose the vertex 1 as the root; we use the following format for representing
the distances in the graph: (vertex label, vertex label, cost, sum of costs from
root).
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Thus the graph is encoded in the form:

(1, 1, 0, 0) (1, 2, 50, ∗) (1, 3, 10, ∗) (1, 5, 45, ∗) (2, 3, 15, ∗)
(2, 5, 10, ∗) (3, 4, 15, ∗) (4, 2, 20, ∗) (4, 5, 35, ∗) (5, 4, 30, ∗)
(6, 4, 3, ∗)

We then apply the three rules systematically. This results in the following tuples
that describe the lowest cost path subgraph:

(1, 1, 0, 0) (1, 3, 10, 10) (1, 5, 45, 45) (3, 4, 15, 25) (4, 2, 20, 45)

Note that the 4-tuple (6, 4, 3, ∗) gets eliminated as vertex 6 cannot be reached
from the root vertex 1. Figure 3 illustrates the computation as well as commu-
nication in this process, along with the negotiation termination algorithm to be
described in Section 7.

7 Agent Negotiation Termination Detection

We now describe an algorithm, called “Commission-Savings-Tally Algorithm
(COSTA)”, for the global termination detection of a negotiation protocol. This
is a general algorithm. We will illustrate the use of this algorithm to find the
shortest path in a graph of Figure 2, described in Section 6, using agent negotia-
tion. The agent negotiation algorithm terminates or stabilizes with appropriate
distances as shown in Figure 3.

Let us assume that the N agents are connected through a communication
network represented by a directed graph G with N nodes and M directed arcs,
as in Figure 2. Let us also denote the outdegree of each node i by Oud(i) and
indegree by Ind(i). Also we assume that an initiator or a seeding agent exists
to initiate the transactions. The seeding agent (SA) holds an initial amount
of money C. When the SA sends a data message to other agents, it pays a
commission:

C/(Oud(SA)+1) to each of its agents and retains the same amount for itself.
When an agent receives a credit it does the following:

1. Let agent j receive a credit C(M(i)) due to some data message M(i) sent
from agent i. If j passes on data messages to other agents j retains for
its credit C((M(i))/(Oud(j) + 1) and distributes the remaining amount to
other Oud(j) agents. If there is no data message from agent j to others,
then j credits C(M(i)) for that message in its own savings account; but this
savings will not be passed on to any other agent, even if some other message
is received eventually from another agent.

2. When no messages are received and no messages are sent out by every agent,
it waits for a time-out and sends or broadcasts or writes on a transactional
blackboard its savings account balance to the initiator.

3. The initiator on receiving the message broadcast adds up all the agents’
savings account and its own and verifies whether the total tallies to C.
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4. In order to store savings and transmit commission we use an ordered pair of
integers to denote a rational number and assume that each agent has a provi-
sion to handle exact rational arithmetic. For convenience, if we choose C = 1,
it is sufficient to store the denominator of the rational number remembering
that the actual value is a reciprocal for summing over the credits.

We prove the following theorems to describe the validity of the above algo-
rithm:

Theorem 1. If there are cycles present among the agents (including the initia-
tor itself) then the initiator cannot tally its sum to C within a finite time period.
Hence negotiation fails and the algorithm has to abort after a properly chosen
time-out period.

Proof. Assume that there are two agents i and j engaged in a rule dependent
argument cycle. This means i and j are revising their beliefs forever without
coming to an agreement. Let the initial credit of i be x. If i passes a message
to j, then i holds x/2 and j gets x/2. If eventually j passes a message to i,
then its credit is x/4 and i has a credit 3x/4; if there is continuous exchange
of messages for ever then their total credit remains (x − x/2k) with x/2k being
carried away by the message at the k-th exchange. Hence the total sum will
never tally in a finite time period.

Theorem 2. The negotiation terminates within a finite time-out period, if and
only if, the initiator tallies the sum of all the agents savings to C. In other
words, there is no situation in which the sum has tallied to C but negotiation is
incomplete, or sum has not tallied to C but the negotiation is completed.

Proof. If part: If the initiator tallies the sum to C within a finite time out period,
it implies that all the agents have sent their savings and no message is in transit
carrying some credit and there is no chattering among agents.

Only if part: The credit assigned can be only distributed in the following
manner:

1. An agent has received a message and credit in a buffer; if it has sent a
message then a part of the credit is lost; else it holds the credit in savings.

2. Each message carries a credit; so, if a message is lost in transit or communi-
cation fails then total credit cannot be recovered.

Thus negotiation terminates within a properly chosen time-out period when
the total sum tallies to C; then all the agents have reached an agreement on
their beliefs.

7.1 Example

The combined communication protocol and computational tree of Figure 3 is
obtained from Figure 2, using the rules 1, 2, 3 of Example 6.1. At initiation,
the node labelled 1 is the root and the seeding agent. It contains the pair (0, 0)
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indicating that it is the root and its distance to the root through itself is zero.
It transmits the information to each neighbour its distance from the neighbour
and the distance of its neighbour to the root through itself. Also it starts with a
credit 1and retains a credit of 1/(Oud(SA) + 1 to itself, and transmits the same
amount to its neighbours 2, 3, 5 which in this case is 1/4. Along each edge from
each node x to node y the credits transmitted are indicated. The retained credit
for each transmission is indicated near the node. Then the COSTA proceeds
as indicated generating the communication tree of Figure 3. Note that in this
process, agent node 2 revises its earlier belief from the new message received
from 4; but the other nodes 3, 4, 5 do not revise their initial beliefs and remain
silent, since the later message received by them contained a longer distance path
than what they received earlier from node 1. Finally as indicated in the first four
rules in this section we sum over all the retained credits after each transmission.
These are respectively:

Node 1: 18/72; Node 2: 7/72; Node 3: 16/72; Node 4: 12/72; Node 5: 19/72.
Note that the sum tallies to one. Also the shortest distance to the root from
each node is:

Node 1: 0; Node 2: 45; Node 3: 10; Node 4: 25; Node 5: 45.

Fig. 2. Shortest path

8 Application of Agents to E-market Modelling

We now describe how to model an E-market with many traders, called buyers
and sellers, using agents. These agents negotiate over the internet to sell or
buy shares or stocks in a stock market. In E-market situation, it is possible
that the negotiation ultimately leads to self organization and criticality causing
crashes. That is individual agents which correspond to a microscopic system can
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Fig. 3. Multi-agent negotiation

emerge as a self organizing macroscopic system corresponding to a “percolation
model” [1,12].

In an E-market situation (see Figure 1), to start with, the domain data D,
rules P and organizational knowledge O can be based on three factors:

1. The experience and economics knowledge of an agent deployed by a trader
based totally on individualistic idiosyncratic criteria;

2. The trader’s acquired knowledge through communication with other selected
agents; such a trader is called a fundamentalist.

3. The trader’s acquired knowledge by observing the trends on market from a
collective opinion of other traders; such a trader is called a trend chaser.

In practice a trader is influenced by all the above factors and the modified
knowledge is incorporated in D, P and O.

In E-market at every time instant a trader can adopt three possible states of
action: Buy, Sell or Wait respectively represented by three states 1, -1, 0. Each
agent corresponding to a trader can communicate with one another and this
creates a conceptual bond or connectivity relationship among them modifying
the organizational knowledge O. This bond is created with a certain probability
determined by single parameter which characterises the willingness of an agent
to comply with others. Since detailed information about the mechanism of bond
formation is difficult to know, we can assume that any two agents are randomly
connected with a certain probability. This divides the agents into clusters of



Multi Agent Transactional Negotiation: Application to E-marketing 163

different sizes whose members are linked either directly or indirectly via a chain
of intermediate agents. These groups are coalitions of market participants who
share the same opinion about their activity. The decision of each group is inde-
pendent of its size and the decision taken by other clusters.

Using percolation theory, it can be shown that when every trader is on average
connected to another, more and more traders join the spanning cluster, and
the cluster begins to dominate the overall behaviour of the system. This gives
rise to a “speculation bubble” (if the members all decide to buy) and a crash
(if the members all decide to sell) or a stagnation (if the members all decide
to wait). Crash is a highly cooperative phenomenon and depends upon trading
rules, the speed and volume of the exchange of information, and the connectivity
relationship. Thus, an analogy exists between stock-market crashes and critical
phenomena or phase transitions in physics [1,12].

9 Concluding Remarks

The multi-agent negotiation paradigm has the following desirable features:

1. It provides a programming methodology free from control management.
The transactional implementation of rules provides for propose-verify-revise
strategy.

2. It describes the application of locality principle in protocol construction.
3. It will be applicable to programming as well as design of multi-agent archi-

tectures consisting of agents that serve as processes, functions, relations or
constraints depending upon the context.

We have implemented the above multi-agent negotiation paradigm using the
Java-based agentTool toolkit, which is a graphical development environment [4].
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Abstract. One problem with existing agent-mediated negotiation sys-
tems is that they rely on ad hoc, static, non-adaptive, and hardcoded
schemes to represent the behavior of agents. This limitation is probably
due to the complexity of the negotiation task itself. Indeed, while nego-
tiating, software (human) agents face tough decisions. These decisions
are based not only on the information made available by the negotiation
server, but on the behavior of the other participants in the negotiation
process as well. The information and the behavior in question are con-
stantly changing and highly uncertain. In this paper, we propose a rule-
driven approach to represent, manage and explore negotiation strategies
and coordination information. Among the many advantages of this so-
lution, we can cite the high level of abstraction, the closeness to human
understanding, the versatility, and the possibility to modify the agents’
behavior during the negotiation. To validate our approach, we ran several
agent tournaments, and used a rule-driven mechanism to implement bid-
ding strategies that are common in the English and Dutch auctions. We
also implemented simple coordination schemes across several auctions.
The ongoing validation work is detailed and discussed in the second part
of the paper.

1 Introduction

According to Kephart et al., over the course of the next decade, the global econ-
omy and the Internet will merge into an information economy bustling with
billions of autonomous software agents that exchange information goods and
services with humans and other agents [1]. In addition to exchanging informa-
tion, software agents can be programmed to search, compare, learn, negotiate,
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and collaborate [2], making them particularly useful for the information-rich
and process-rich environment of electronic commerce (e-commerce) [3]. As e-
commerce usually involves information filtering and retrieval, personalized eval-
uation, complex coordination, and time-based interaction (among other things),
it can greatly benefit from the introduction of software agents. Therefore, we talk
of agent-mediated e-commerce. A simple e-commerce transaction can be seen as
a three-phase scenario: (1) finding a partner for the transaction; (2) negotiating
the terms of the transaction using a recursive process; (3) and carrying out the
transaction. We are interested in the negotiation phase, and particularly in its
automation by way of software agents capable of mimicking some of the behav-
ior of human negotiators. We believe that agent-mediated negotiation absorbs
many of the costs and inconveniences of manual negotiation [4].

The negotiation process itself is a form of interaction made of protocols and
strategies. The protocols comprise the rules (i.e., the valid actions) of the game,
and, for a given protocol, a participant (human or software) uses a strategy (i.e., a
plan of action) to maximize her utility [5]. Based on this, many strategy-enabled
agent-mediated negotiation systems have been described in the literature. Unfor-
tunately, most of them use hardcoded, predefined, and non-adaptive negotiation
strategies, which is evidently insufficient in regard to the ambitions and grow-
ing importance of automated negotiations research. The well-known KASBAH
agent marketplace [6] is a good example of such systems. To overcome this short-
coming, we believe that negotiation strategies should be treated as declarative
knowledge, and could, for instance, be represented as if-then rules, and exploited
using inference engines.

The focus of our research is on combined negotiations [7], a case where the
consumer combines negotiations for different complementary items that are not
negotiated on the same server. For instance, a consumer may want to simulta-
neously purchase an item and its delivery by engaging in separate negotiations.
If software agents are assigned to these negotiations, this poses a coordination
problem between them. Many multi-agent negotiation systems found in the lit-
erature still rely on ad hoc schemes to solve this problem [8,9]. Again, we believe
that a declarative approach can be used to describe and manage agent coordi-
nation across several negotiations.

To validate our approach, we designed and implemented an automated nego-
tiation system called CONSENSUS [7] that enables a human user to instantiate
one or more software agents, provide them with negotiation strategies and co-
ordination know-how, register them on corresponding negotiation servers, and
launch them. The agents use the strategies to negotiate according to the proto-
col dictated by the server, and the coordination know-how to coordinate their
actions. An example of a strategy, applicable to an English auction (one of many
existing negotiation protocols) is: “if you notice any form of jump bidding, then
quit”. Jump bidding means making a bid that is far greater than necessary in
order to signal one’s interest in the auctioned item (see Section 4). An example
of coordination know-how, applicable to two agents bidding as partners in two
separate auctions for two complementary items is: “if your partner loses in its
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auction, then stop bidding and wait for further instructions” (see Section 4).
We are currently testing various strategies and coordination schemes by way of
agent tournaments. A large part of the paper is dedicated to this ongoing work.

Section 2 of the paper gives some background on strategy-enabled agent-
mediated e-negotiations, and then presents our approach. Section 3 details our
view of agent coordination after reviewing some related work. Section 4 is dedi-
cated to the validation tests we are currently conducting. We wrap up the paper
with a conclusion in Section 5.

2 Negotiation Strategies

2.1 Agent-Mediated E-negotiation

Electronic negotiation (e-negotiation) takes place when the negotiating function
is performed by (networked) computers. Fully automated e-negotiation requires
that all parties involved be software agents, semi-automated e-negotiation in-
volves a human negotiating with a software agent, and manual e-negotiation
refers to processes in which all parties are human [10]. Within fully automated
e-negotiation, Parkes et al. identify autonomous and semi-autonomous agents.
The former require complete preferences in order to represent the user, the latter
only bid when they have enough knowledge, and query the user when their best
action is ill-defined given the current information [4]. Agents can be involved
in competitive negotiations when they have conflicting interests. They can be
involved in cooperative negotiations when they all aim at satisfying the same
interest [11].

In addition to their use in e-negotiations, agents are actually used in other
phases of e-commerce transactions, including shopping, advertising, delivery,
marketing and sales analysis [1]. Pricebots, for instance, are software agents that
employ price-setting algorithms in an attempt to maximize profits, thus help-
ing sellers to increase flexibility in their pricing strategies. An example taken
from [12] points to books.com, which implements real-time dynamic pricing by
using pricebots to monitor prices on competitor sites and offer the customer
a lower price. Shopbots, to cite another example, are agents that gather infor-
mation from multiple on-line vendors about the price and quality of goods and
services [12]. One such system is mysimon.com.

2.2 Challenges of Strategy-Enabled Negotiation Systems

Designing, building, and tuning software agents before letting them lose in widely
competitive scenarios like e-negotiations, inhabited by (human and software) ex-
pert negotiators, happens to be an arduous task [13]. This is why most strategy-
enabled agent-based systems use predefined and non-adaptive negotiation strate-
gies in the generation of offers and counteroffers [14]. Some commercial online
auction sites such as eBay.com, offer the possibility of proxy bidding — i.e., an
agent with a simple strategy: “bid until you reach your reserve price, by going
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up each time with a certain increment.” On the academic front, the buying (sell-
ing) agents of the KASBAH marketplace can choose between three negotiation
strategies: anxious, cool-headed and frugal, corresponding to linear, quadratic,
and exponential functions, respectively, for increasing (or decreasing) their bid
(or ask price) over time [6].

Negotiating agents face tough decisions such as whether or not to accept a
bid, whether or not to bid, how much to bid, etc. Those decisions must profit
from all the information available in the marketplace: description of the good,
its expected resale value, price history, participants’ identities and behavior,
etc. [13] This information is constantly changing and highly uncertain — new
goods become available, buyers come and leave, prices change, etc. To complicate
things further, the participants’ goals, beliefs, intentions are expected to change
over time [15].

A successful strategy must take into account the strategies of the oppo-
nents [13] as well as their reputation [1]. It must also protect against the oppo-
nents trying to extract the agent’s private information. In a bargaining situation
for instance, the buyer agent usually knows its owner’s willingness-to-pay for an
item [16]. If the seller agent (human or software) discovers this information, it
can make a take-it-or-leave-it offer that will extract the buyer’s entire surplus.
Finally, we should mention that, with eBay.com’s proxy bidding, one must reveal
the highest price one is willing to pay, thus giving the site information that could
be used to cheat the bidder [9].

Fig. 1. Protocols, Strategies and Coordination in CONSENSUS

2.3 The CONSENSUS Approach

As mentioned in Section 1, the basic components of automated negotiation sys-
tems are the protocol and strategies [17]. The protocol defines the interaction
between the agents. The strategies specify the sequence of actions the agent
plans to make during the negotiation. In CONSENSUS, the protocol (i.e., the
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negotiation rules) is communicated to the participants before they engage in the
negotiation. A human negotiator would consult the protocol; a software agent
would download it in a usable format (XML for instance). However, the strate-
gies are the responsibility of the negotiator. A human negotiator would use her
strategies to make offers or to respond to her opponents’ offers; a software agent
would do the same, based on the instructions provided by its creator. In addition
to protocols and strategies, we introduce a third component: coordination. This
is the information that the agents need in order to coordinate their actions while
they participate in a combined negotiation (see Section 1). Figure 1 presents our
view of the three components.

Two approaches inspired our representation for the strategies. Su et al. use
a high-level rule specification language and GUI tools to allow human negoti-
ation experts to add and change negotiation strategies at run-time [18]. Each
strategy is expressed as an Event-Trigger Rule, which specifies the condition
to be checked and the actions to be taken by the negotiation server. Rules are
activated upon the occurrence of specific events during the negotiation process.
Although not directly related to e-negotiations, the work of Grosof et al. on con-
tract representation takes a similar approach [19]: since contract terms usually
involve conditional relationships, they are expressed as rules. Similarly, we see
strategies as rules that can be fed to the agents before and/or during the ne-
gotiation. Strategies such as “if the bidding gets too intense, then abandon the
negotiation”, and “if you notice any jump-bidding, shielding, or sniping, then
wait for further instructions” can indeed be nicely coded as rules (see Section 4).

Rules drive the activity in the agents by describing the action(s) to take
when specified conditions are met [21]. They are at a relatively high level of
abstraction, and are closer to human understanding, especially by domain ex-
perts who are typically non-programmers. They are relatively easy to modify
dynamically [22], and new behavior can be specified by adding rules, without
modifying the previous ones. Furthermore, rules can be augmented with proce-
dural attachments so that they have an effect beyond pure-belief inferring [23].
Finally, off-the-shelf rule engines can be used to implement rule-based systems.
Figure 2 shows two rules in the ILOG JRules syntax [24], which implement proxy
bidding. Rule1 is triggered when the agent is trailing while its reserve price is
not met. In this case it places a bid equal to the actual bid plus the increment.
Rule2 enables it to quit whenever its reserve price is met.

3 Coordination of Negotiating Agents

3.1 Background and Related Work

The interaction between agents can vary from simple information interchanges,
to requests for particular actions to be performed and on to cooperation (working
together to achieve a common objective) and coordination (arranging for related
activities to be performed in a coherent manner) [25]. Multiple agents need to
be coordinated to prevent anarchy; meet global constraints; distribute expertise,
resources or information; deal with dependencies between agents; and ensure
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// If you are not leading and you have not
// reached your reserve price then bid.
Rule Rule1
{
When { ?x: TheElement(iLead == false;

(highestBid+myIncrement) <= myReservePrice);}
Then { modify ?x {action = "BID";} }

};
// If you are not leading and your bid is greater
// than the reserve price, then quit.
Rule Rule2
{
When { ?x: TheElement(iLead == false;

(highestBid + myIncrement) > myReservePrice);}
Then { modify ?x {action = "DROP";} }

};

Fig. 2. Proxy bidding in the JRules Syntax

efficiency [15]. In CONSENSUS, there is clearly a need to coordinate the software
agents (see Section 1). First, in a situation where many agents participate in
separate negotiations with the goal of purchasing one item (e.g., they engage in
many concert ticket auctions with the goal of purchasing one ticket), we need to
make sure that only one agent finalizes its deal, and that only the agent in the
cheapest auction (i.e., the one with the smallest asking price) is the one to bid. It
is common in online auctions to forbid bidders from breaking their commitments.
Thus, if more than one agent end up winning their auctions, they would not be
able to retract, or at best they would be, but they would pay a penalty. Second,
in a situation where multiple agents negotiate a package of complementary items
(i.e., there is no use for one item without the others), we need to make sure that
all the items or none are purchased in order to avoid exposure. Exposure occurs
when we need many items, enter negotiations for all items, and end up making a
deal on some but failing to make a deal on others. Coordination in CONSENSUS
will be discussed further, but first, we review some related work.

The Biddingbot [8] is a Multi-Agent System (MAS) that supports users in
monitoring multiple auctions. It consists of one leader agent and several bidder
agents, each one being assigned to an auction. Bidder agents gather information,
monitor, and bid in the multiple sites simultaneously. The leader agent manages
cooperation among them, sends user requests to them, and presents bidding
information to the user.

Another system, designed at the HP Labs in Bristol, UK, takes a different
approach. Instead of a MAS, it uses one single agent [9]. The agent participates
in many auctions for one item, and coordinates bids across them using a two-
part algorithm: (1) a coordination component, which ensures it has the lowest
leading bids; and (2) a belief-based learning and utility analysis component to



A Rule-Driven Approach 171

determine if it should deliberately lose an auction in the hope of doing better in
another one later.

Not directly related to e-negotiation research, but highly relevant in the way
it deals with coordination in MAS is the ARCHON project [26]. Software agents
are divided into two layers: an ARCHON layer and an application program. The
former encapsulates knowledge about cooperation, which is domain independent
and encoded in terms of production rules. The latter performs the problem solv-
ing process. The separation of cooperation knowledge from application knowl-
edge enables generic cooperation features to be reused for other applications.

3.2 The CONSENSUS Approach

Inspired by the ARCHON approach, we treat coordination information as declar-
ative knowledge, and represent it as if-then rules which the agents exploit using
an inference engine. Since our agents are already coupled with rule engines (for
their strategy component), it is convenient to use the same rule engine to execute
the coordination. We distinguish between strategy rules (described in Section 2),
used to determine the action to take based on the information about a particu-
lar negotiation, and coordination rules, which are used to determine the action
to take based on information about other negotiations (possibly combined with
information about the negotiation itself). Coordination rules, as well as strategy
rules have conditions that are built on the state of the agent, the amount (spent,
to spend, committed, remaining, etc.), the remaining time in the negotiation,
the frequency of bids, etc.

Suppose we have two agents participating in separate negotiations with the
goal of purchasing just one item. The following rule ensures that Agent1 does
not commit itself if Agent2 is already committed: “if Agent2 is leading or is in
the process of bidding, then Agent1 should wait.” Figure 3 shows the rule in the
JRules syntax. Note that this rule is too restrictive since an agent cannot make
a bid if the other one is leading. Evidently, this should not always be the case. If
breaking commitments is allowed (perhaps at a certain cost) the rule in question
can be relaxed, and we may have the two agents leading at the same time while
making sure that one of them drops out of the auction before it is too late.

Suppose now that we have two agents participating in separate negotiations
with the goal of purchasing two complementary items. The following rule mini-
mizes the risk of exposure (see Section 3.1): “if Agent2 is trailing, and its chances
of making a deal are slim, then Agent1 should wait for further instructions.”

Finally, for practical reasons, we adopted a coordination approach where the
agents post and read from a general blackboard. Coordination rules are therefore
triggered by information that the agents make available in the blackboard (see
Figure 3). This approach is suitable only if the tasks are assigned, a priori, to the
agents, if the number of agents is small, and if the agents share a common domain
understanding. Evidently, all requirements are satisfied in our case, otherwise,
the blackboard scheme would result in a severe bottleneck.
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// If Agent2 is leading, or is in the process of bidding,
// then Agent1 waits
Rule coordinate1
{
Priority = high;
When { ?y: TheElement(iLead == false);

Blackboard(?b1: get("u2","iLead");
?b2: get("u2","iBid"))

from getBlackboard(); evaluate(?b1 || ?b2); }
Then { modify ?y

{ action = "DO NOTHING";}
assert logical BidBloc() {ref = new Integer (0);} }

};

Fig. 3. A coordination rule in the JRules syntax

4 Validation

In order to validate our choice of representation for strategies and coordination,
we used our agent-mediated negotiation system (i.e., CONSENSUS) to conduct
bidding tournaments. The agents function in repeated cycles we call pulses. A
pulse is made of four steps as described by the following piece of code:

Repeat
Sleep(p);
GetInformation();
Think();
Act();

Until (State = winning or State = loosing or State = dropping)

The pulse’s steps are: (1) sleep(p): the agent goes to sleep for a period p
that can be fixed or determined dynamically; (2) getInformation(): the agent
queries the server and updates its private information; (3) think(): the agent
applies the rules to determine the action to take; and (4) act(): the agent takes
the appropriate action. The possible actions are: (1) do-nothing: take no action
for the time being; (2) bid(v): bid the amount v; and (3) drop: quit permanently.
Finally, the agent’s states are: trailing, bidding, leading, winning, losing,
and dropping.

Each agent instantiates a rule engine, enabling it to exploit the rules. There
are three categories of rules: (1) basic rules, which determine the agent’s be-
haviour within the negotiation protocol at hand; (2) strategy rules; and (3) co-
ordination rules. Using this setting, we conducted bidding tournaments within
a simulated market, and we present here the results involving the English and
Dutch auctions, and some coordination schemes across them.
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Fig. 4. (a) Optimal bidding; (b) Adjust update rate.

Fig. 5. (a) Adapt increment; (b) Jump bid — detect and quit.

4.1 English Auction

In an English auction, the participant has to decide whether or not to bid, how
much to bid, and whether or not to abandon the auction (see the actions above).
Observing the opponents (as in real life auction houses) is essential in taking
such decisions, and by doing so, the participant gains two types of information:
(1) how many bidders have dropped out of the auction (since they have lower
valuations than the current bid); and (2) at what prices they dropped out [27].
The participant may also try to predict its opponents’ behavior, and sometimes
that means guessing their private information. Finally, it might be helpful to
know if the opponents are symmetric (i.e., they use the same measurements
to estimate their valuations), and if they have secret information about the
item [28].

Optimal bidding in an English auction means bidding a small amount more
than the current bid until you reach your valuation and then stop. This strategy,
described by the rules in Figure 2, has the effect shown in Figure 4(a). Notice
that the time is in seconds, but a real online auction might take a week or more.
The winner (Agent in this case) is the one with the highest valuation (i.e., reserve
price).

Since online auctions take place over a long period of time, it is hard to
monitor them. The reasons are: (1) there is an Internet connectivity cost every
time you enter a bid; and (2) there is an opportunity cost associated with logging
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Fig. 6. Jump bid (a) detect and respond; (b) detect and wait.

Fig. 7. (a) Snipe and win; (b) Sniping war.

Fig. 8. Shielding (a) detect and drop; (b) detect and snipe.

on and entering the bid. An agent should optimize connections by connecting
only when it is relevant to do so, and should be able to determine rapidly whether
or not the auction suits its needs. Dropping out early means it can enter another
auction early. Figure 4(b) shows Agent adjust its update rate to the average
bidding rate. At the start of the auction, it makes few interventions, and as the
activity increases, it participates more often (monitors the auction closely). Note
that in this case, the agent makes bids every time it updates its information, but
this is not an obligation.
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Fig. 9. (a) Increase valuation; (b) Jump bid – detect, wait, snipe.

Fig. 10. Multi-item Dutch — safe buying.

Fig. 11. Multi-item Dutch — panic buying.

In auctions where no minimum increment is enforced, we talk of spontaneous
bidding. In this case, it might be useful to observe the bidding process and adapt
one’s increment to that of the opponents. Figure 5(a) shows Agent doing exactly
that.

Jump bidding means entering a bid larger than necessary to send a signal
to the opponents. The sender and the recipient of the signal may be better
off in a jump bidding equilibrium: the sender saves bidding costs by deterring
potential competition; and the recipient saves the costs of bidding against a
strong opponent [29]. Figure 5(b) shows Agent detecting a jump bid made by
Player and deciding to quit. Some opponents continue to bid but Player finally
wins. In Figure 6(a), Agent responds with jump bids until Player (and everyone
else) quits. In Figure 6(b), Agent detects a jump bid, and waits until the bidding
goes back to normal before bidding again.
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Sniping means waiting until the last minute of the auction, and trying to
submit a bid, which barely beats the high bid and gives the opponents no time
to respond. Obviously, if all bidders follow a sniping strategy, the game would
become equivalent to a first-price sealed-bid auction, with all the bids submitted
at the end. In Figure 7(a), Agent snipes and wins, and in Figure 7(b), three
agents engage in a sniping war.

Bid shielding happens when a bidder puts in an early low bid (say $10) on
an item, and then gets a friend (or a false identity) to put in an extremely high
bid (say $500) on the same item. The high bid acts as a shield for the low
bid, keeping anyone else from bidding. Just before the end of the auction, the
bidder retracts the $500 bid, leaving the $10 bid as the winning bid on an item
that should have gone for a higher price. Figure 8(a) shows Player1 and Player2
perform a shielding. Agent quits because the shield exceeded its valuation, and
Player1 wins after Player2 retracts its bid. In Figure 8(b), Agent detects the
shield and waits for it to be removed to snipe and win.

It can happen that a bidder reconsiders an item’s valuation by observing how
the opponents behave. Figure 9(a) shows Agent increase its valuation when its
reserve price is met, the auction is about to close, and few participants remain.
It changes the reserve price from 600$ to 900$ and stays in the game to win.

Finally, Figure 9(b) shows a combination of a several tactics. Agent avoids
jump bidding by entering a waiting state, and at the end, it snipes and wins.
This could be a way to hide your real intentions from your opponents.

4.2 Dutch Auction

When the market price of the auctioned item is a common valuation among
bidders (e.g., an auction for personal computers), a bidder who wins the auction
is the one with the highest yet possibly overrated valuation. This is called the
winner’s curse. In Dutch auctions, where a bidder selects a cut-off price at which
to claim the item so long as no one else claims it, all participants try to avoid the
winner’s curse by shading down their bids slightly below their valuations (i.e.,
bidding less than what they think the object is worth) [27].

In Dutch auctions, no relevant information is disclosed in the course of the
auction, only at the end when it is too late, which makes designing strategies a
futile task. This is not the case with multi-item Dutch auctions where bidders
watch the transaction prices, the number of remaining items (if available), the
remaining time (if available), and decide whether to bid, wait for the price to
drop, or quit. We designed a multi-item Dutch auction as follows: (1) identical
items are put on sale and the unit price is made public, (2) as time passes, the
seller decreases the unit price to generate interest, and (3) a buyer’s bid is the
quantity to purchase at the current price. The basic behavior of our agents is
not different from that of the English auction. Instead of bidding a price, the
agents bid a quantity. When created, an agent is given the quantity to buy, the
minimum acceptable quantity, and the user’s valuation.

We define a “safe buying” tactic as: “as the price decreases, when it reaches
your valuation, buy the minimum quantity. Keep watching the auction, and
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before it closes, buy the remaining items (possibly at a smaller price that your
valuation).” The effect of this tactic is shown in Figure 10, where Agent (right)
buys 4 items (minimum), and later, buys 3 more items to reach its maximum
quantity of 7.

We define “panic buying” tactic as: “as the price decreases, if you see that
a large number of items are sold, and your valuation is not met, then it might
mean that your valuation is too low. Adjusting your valuation up will permit you
to buy at least the minimum quantity.” In Figure 11, Agent (right) increases its
valuation and buys the minimum 4 items needed. Notice that the risk of missing
the minimum quantity is small, but the risk of the winner’s curse is high.

Finally, Figure 12 shows the effect of a the following “patient buying” tactic:
“if the price drops fast, the buying rate is low, and you reach your valuation,
then lower your valuation.” This tactic might save the buyer from the winner’s
curse as it helps get the items at a lower price. There is however a risk that
someone else buys all the items before the agent makes its move.

Fig. 12. Multi-item Dutch — patient buying.

Fig. 13. Coordination — two English auctions.

4.3 Coordination

Using the same setting as before, we made several agents participate in separate
auctions at the same time, and used the rule-based approach to manage their
coordination. Here are some results.
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Fig. 14. Coordination — English and Dutch auctions.

Fig. 15. Coordination — Agent3 quits, Agents 1 and 2 also quit.

Fig. 16. Coordination — Agents 1 and 2 lose, Agent 3 quits.

Suppose we want two complementary items A and B, and we engage Agent1
in an English auction for A, and Agent2 in another English auction for B. The
two agents negotiate separately, but they coordinate their actions using rules.
Figure 13 highlights the following coordination scheme: “if Agent1 (left) detects
a jump bid (i.e., the opponent is serious about winning, therefore Agent1 may
lose its auction) then Agent1 must quit. In this case, Agent2 (right) must also
quit to avoid exposure.”

Now, suppose we want item A or item B, and we launch Agent1 in an English
auction for A, and Agent2 in a Dutch auction for B. Figure 14 shows the effect
of the following two coordination rules: “if the going price in the Dutch auction
(right) is less than the current bid in the English auction (left), and our valuation
is higher than the going price, we buy in the Dutch auction”, “if the going price
in the Dutch auction is less than the current bid in the English Auction, we quit
the English auction.”
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For the following tests, three agents Agent1, Agent2, and Agent3 participate
at the same time in separate (and independent) English auctions for items B, C
and A respectively. The goal is to win “(B or C) and A”, that is “B and A” or
“C and A”. Figure 15 shows Agent1 and Agent2 (left) bidding in parallel, and
only one is leading at the same time while bids are always made in the cheapest
auction. The figure also shows Agent3 (right) quitting (its reserve price is met),
causing Agent1 and Agent2 (left) to quit. In Figure 16, both Agent1 and Agent2
(left) lose (their reserve price is met). At the same time, Agent3 (right) quits.
Figure 17 shows Agent3 (right) snipe and win, and Agent1 and Agent2 (left)
continue until Agent2 wins. In Figure 18, Agent3 (right) engages in a sniping
war and loses to another sniper. Agent1 and Agent2 (left) have no choice but to
quit.

Fig. 17. Coordination — Agent 3 snipes and wins, Agents 1 and 2 keep going.

Fig. 18. Coordination — Agent 3 snipes and loses, Agents 1 and 2 quit.

5 Conclusion

The aim of the paper was to demonstrate that we could capture a wide range of
bidding strategies and bid coordination schemes, using a rule-based approach,
while supporting a wide spectrum of negotiation types. The well-known advan-
tages of rule-based systems are the modularity and the uniformity (knowledge is
represented using the same format). The possible inefficiency of rules and their
eventual slow processing can be overcome by compiling the rules. Graphical tools
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can also be used to browse the rule base in order to verify its coherence. Bid
strategies usually involve fairly complex optimization algorithms and forecast-
ing that could not be expressed directly as rules. We propose to make use of
optimization algorithms and forecasting as procedural attachments in the action
part of the rules.

Basic behavior of agents, various bidding tactics and coordination schemes
across multiple auctions were implemented using our representation. They were
tested in agent tournaments within simulated markets. So far, the results are
encouraging and other possibilities are yet to be explored. As further points of
interest we see the following. (1) The flexibility of this representation should be
tested, and the limits of its expressiveness should be sought. (2) It is no secret
that rules are a bit restricted in their ability to be adapted automatically, as
agents are usually expected to adapt over time to improve their performance. It
should therefore be investigated whether our approach can lend itself to machine
learning techniques [14,20]. (3) We have been considering negotiations where the
only negotiable attribute is the price, but in the case of a plane ticket, for in-
stance, the attributes could be the price, the date of the flight, the airports
(departure and destination), etc. Coordination across several multi-attribute ne-
gotiations should therefore be studied since it generates more complexity.
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1 Introduction

As electronic commerce continues to permeate every aspect of our society, a
significant segment of the population is being marginalized due to issues of
accessibility. This is commonly referred to as the “Digital Divide” [4]. Social
policy initiatives are attempting to increase accessibility through infrastructure
enhancements and increased public points of presence. While this is helpful,
it does little to address accessibility issues for persons who are functionally il-
literate or cognitively impaired. Computerized systems will remain inaccessi-
ble to this population until the complexity of interacting with these systems is
significantly reduced. The Knowledge-Acquiring Layered Infrastructure (KALI)
project at Dalhousie University is attempting to reduce interaction complexity
for this population through domain-specific personalization techniques that cus-
tomize end-user interactions with computerized systems based on the abilities,
preferences, and needs of individual end-users.

A paradigm shift from the client-server model to the peer-to-peer model of
interaction would allow the end-user to maintain and control sensitive personal-
ization information on their own computing devices. Interactions with the system
could then be personalized in the context of the end-user’s information, rather
than exporting this information to remote servers for processing.

In the KALI project, a process-oriented peer-to-peer environment is used to
manage end-user interactions in a domain-specific personalized fashion, where
domains are defined as broad areas of interest (e.g., medical, grocery, entertain-
ment) [3]. It appears that the process paradigm may facilitate some aspects of
peer-to-peer application development [2]. However, due to the absence of global
state from the process paradigm, it is not well-suited to traditional centralized
approaches to distributed transaction management. This has forced us to take
a new approach to the management of distributed transactions that adheres to
the constraints of the process paradigm and does not require global state. This
extended abstract describes our approach to managing distributed information
in a process-oriented peer-to-peer environment without relying on a centralized
transaction manager.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 182–192, 2002.
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2 Background

Extensive domain-specific personalization information must be maintained in
the system to effectively personalize interactions for functionally illiterate or
cognitively impaired end-users. End-users will not allow the required personal
data to be collected unless the information remains under their own control due
to security and privacy concerns. Instead of releasing end-user personalization
information, personalization of domain-specific interactions must therefore be
performed at the end-user computing device.

Allowing the end-user system to act as a peer in the environment is difficult to
achieve in a scalable manner due to the centralized or client-server architecture of
most existing systems. A paradigm shift to the peer-to-peer model of computing
is needed so that each participant in an interaction can act as a client and a
server as the need arises.

It is difficult to construct fully distributed, scalable, peer-to-peer applica-
tions using traditional procedural and object-oriented languages and software de-
velopment environments. These languages and development environments have
evolved in the context of centralized and client-server computing. Single sys-
tems can be as large as millions of lines of code, with complex interdependencies
among modules supported through constructs such as inheritance, templating,
and type overloading. It is difficult to distribute the complexity of the resulting
systems across many peers, due to the size of the resulting code base.

In contrast, the process paradigm as described in [8] appears well-suited to
the development of peer-to-peer applications [2]. There is no concept of global
state or global time in a process-oriented system, as all data and functionality are
local to their owning process. This lack of shared state leads to process indepen-
dence and allows for a peer relationship among processes, where each process can
take on the role of client or server as need be. Thus, the process paradigm may
be well suited to the development of scalable peer-to-peer electronic commerce
applications [2].

In the process paradigm, software is constructed from processes with typed
interfaces (also known as input and output ports). Each process encapsulates
data and functionality, and processes can only be accessed through their typed
interfaces. Thus, the input ports of a process entirely determine its interface.
Processes communicate through message channels that connect the output port
of one process to a type-compatible input port of another process. Processes
exchange messages via typed input and output ports. A process does not, and
indeed cannot, know about the implementation details of other processes.

As stated previously, we propose a shift from the existing client-server in-
frastructure to the peer-to-peer paradigm in order to maintain personalization
information under the end-user’s control. In the peer-to-peer paradigm, peer-to-
peer interactions occur at all levels, including the application, operating system,
and communications levels. Peer-to-peer computing is still in its infancy, how-
ever, and has mostly been applied only at the communications level. We perceive
that changing to a peer-to-peer paradigm will involve changes in many facets of
computing, as depicted in Figure 1.
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Typical electronic commerce interactions involve the execution of distributed
transactions on electronic commerce servers in a client-server framework. In tra-
ditional distributed database transaction management implementations, global
state is used to enforce the ACID properties (atomicity, consistency, isolation,
and durability) on transactions. Distributed transactions that adhere to the
ACID properties are guaranteed to be serializable, which ensures that they move
the database forward from one consistent state to another consistent state. End-
user interaction in the distributed transaction is limited to a request for the
execution of a transaction and a response dictating the success or failure of the
entire transaction based on the two phase commit protocol [5].

In the process paradigm, the use of the two phase commit protocol or other
centralized concurrency management approaches would violate the independence
characteristics of participating processes. In order to allow process independence
and still support end-user ownership and control of end-user personalization
information, we therefore anticipate the need for a process-oriented peer-to-peer
distributed transaction management scheme that does not use global state [1].
In our approach, the end-user system is no longer a simple client. Using the fact
that the end-user’s system is a peer in the environment, we involve the end-user’s
processes in the management of distributed tasks. Further, we eliminate the need
for a transaction manager by pre-allocating resources to eliminate conflicts and
by executing the steps of a distributed transaction in a serial order instead of in
parallel. The following section details this new approach.
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3 Process-Relationship Approach

Due to the lack of global state in the process paradigm, we need a new ap-
proach to distributed data management that preserves distributed data con-
sistency in the absence of a centralized transaction manager. Our approach,
called the process-relationship approach, preserves distributed data consistency
through the use of a distributed protocol involving three components: process
relationship agreements (PRAs), micro-transactions, and tokens.

Prior to accessing remote services, a process must establish a PRA with each
peer that will provide these services. The PRAs are business contractual agree-
ments between peers for services; they can have either a long or short duration
and are typically used for more than one interaction between the peers. Once a
PRA is in place between two peers, micro-transactions can be executed under
the auspices of the PRA. A micro-transaction is a distributed transaction that
involves exactly two peers. Execution of a single micro-transaction effectively
moves the distributed database forward from one consistent state to another
consistent state. No centralized concurrency control mechanism is required be-
cause there are only two processes involved in the micro-transaction. Tokens are
typed messages that are transmitted between peers. Different types of token are
used during negotiation of PRAs, activation of micro-transactions, and signaling
among peers.

The data structure for a PRA contains a static header section and a dynamic
body section (see Figure 2). The header details the terms of the agreement and
remains static for the lifetime of the contract. The body of the PRA is made
up of containers, which consist of meta data, security and privacy restrictions,
and data. Containers can be inserted, modified, or removed during the life of the
contract. Two processes can be inconsistent with respect to one another at the
business transaction level while a PRA is held between them, but must return
to mutually consistent state before a PRA can be terminated. The PRA acts
as a guarantee to both parties that their perceptions of one another’s state will
match before the PRA is terminated.

Tokens are used to set up and terminate PRAs and to facilitate all inter-
process communication related to the management of distributed tasks. The
structure of a token is shown in Figure 3. Tokens are used for the establishment
of a PRA following a modified version of the contract-net protocol [7]. The
task-announcement, bid, announced-award, and acceptance/refusal messages in
the contract-net protocol map to the request, offer, contract, and response token
types in the process-relationship approach, respectively. The protocol is extended
with expiration criteria on the offers, allowing a contract token to be rejected if
it is received after the corresponding offer token has expired. The exchange of
tokens that occurs between two processes to set up a PRA is shown in Figure 4.
Note that a request token does not commit a process to the acceptance of an offer,
while an offer token commits a process to honoring a contract token meeting the
terms of the offer.

In the process paradigm, all data access is local. The containers within a
PRA provide a mechanism for storage of one process’s data in a way that allows
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Fig. 2. Internal structure of a Process Relationship Agreement.

another process to access it. The owning process issues an activate token that
allows the remote process to access specific parts of a container within a PRA.
The results of this activation can be returned to the owning process in a response
token. The final token type, signal, is used to query the status of an ongoing
micro-transaction or to cancel a micro-transaction.

To efficiently support business transactions using the process-relationship ap-
proach, resources are pre-allocated before micro-transactions that lead to con-
sumption of resources are initiated. As an example, a business transaction that
involves the transfer of funds from an end-user’s bank to a vendor will be broken
into the following steps:

1. User process requests goods from vendor process
2. Vendor process requests funds from user process
3. User process requests pre-allocation of funds from bank process
4. Bank process responds to (3) with pre-allocation for user process
5. User process responds to (2) with payment info for vendor process
6. Vendor process requests pre-allocated funds from bank process
7. Bank process responds to (6) with transfer of pre-allocated funds to vendor

process
8. Vendor process responds to (1) with goods for user process

If other concurrently running business transaction also require funds to be
transferred from the end-user’s account, the acts of withdrawing funds do not
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conflict because the funds are pre-allocated in all cases. The only conflict that
remains is in the pre-allocation of funds, but this step is under the end-user’s
control. Thus, the end-user will not initiate the part of a business transaction
that is outside of their control until they have guaranteed that it will not conflict
with other concurrently executing business transactions.

Execution of a single micro-transaction involving two peers brings the state
shared by these two peers forward from one consistent state to another consis-
tent state. Each micro-transaction represents a consistent change in the overall
distributed state of the system.

A micro-transaction can fail to complete if one of the two peers involved in
the micro-transaction fails, or if the communications link between them fails.
If the requesting peer fails, the peer executing the micro-transaction is free to
commit and store the response message for later delivery (once the requesting
peer has recovered). If the peer executing the micro-transaction fails, the local
recovery mechanisms will ensure that the local state is preserved. For each micro-
transaction that was in progress when a failure occurred, only the two peers
involved in the micro-transaction are involved in the recovery. The only timing
constraint that comes into recovery concerns the expiry of the PRA under which
a micro-transaction is executing before a failed peer recovers.

It is possible that a PRA could expire or be cancelled before the business
terms of the PRA have been met. While the distributed state of information
will not be inconsistent from a database perspective, it could be inconsistent
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with respect to the expectations of the parties that entered into the PRA. The
PRA together with the micro-transaction logs executed under the PRA can
help to determine if the obligations under the PRA have been fulfilled, and to
determine any further required action. Treatment of the business effects of PRAs
is independent of the underlying distributed information management approach
taken, and is outside the scope of this paper.

4 Comparison of 2PC and PR Approaches

Figures 5 and 6 contrast our approach with the two phase commit approach using
a travel reservation example. The precedence graphs included at the bottom
of the figures highlight opportunities for concurrent execution in each of the
approaches. The dotted lines connecting the termination of one step in the time
line to the initiation of another step also indicate the precedence constraints.

The synchronization point in the process-relationship approach (Figure 5) is
at the application level. While this synchronization point might be desirable for
the end-user (so that hotel and car rentals are not booked without a plane ticket,
for example), enforcement of this synchronization is not required to remain in a
globally consistent state from a distributed database perspective. The synchro-
nization point is important for the execution of appropriate business transaction,
but does not impact upon the consistency of the distributed database. The entire
distributed task is made up of 24 micro-transaction, each of which brings the
global state forward from one consistent state to another consistent state.
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All of the steps that make up the task are compensatable [6], since critical
resources are pre-allocated and can therefore be de-allocated if the need arises.
In the event that the end-user cancels the task, the steps that have already
completed are compensated in the reverse order of their completion. Thus there
is never a need to perform a rollback. Since the individual steps that make up
the task do not conflict with respect to data accesses, there is no locking or
blocking in the process-relationship approach. Furthermore, each step involves
only one or two peers, eliminating the need for a global coordinator.
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The end-user process manages the initiation of micro-transactions that in-
volve the end-user, allowing for a flexible response to problems. For example, if
the car rental reservation fails to complete, the end-user can choose to initiate a
car rental from another dealership and, if successful, continue processing the task
with the new car rental in place of the old one. Thus, the progress accomplished
on the airline and hotel reservations need not be lost.

In contrast, the two synchronization points in two phase commit approach
(see Figure 6) are required by the two phase commit protocol to guarantee
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globally consistent state is achieved, and the entire reservation task is a single
distributed transaction that either commits or aborts. Furthermore, the end-
user is a client in a client-server relationship, and the entire reservation process
is executed as a single distributed transaction that either entirely commits or
entirely aborts. Resources at each site are locked from the time that they are
acquired until the transaction completes, potentially causing other concurrently
executing transactions to block. If a problem arises during the execution of the
distributed transaction, the entire transaction must be aborted or rolled-back,
losing any progress made on the parts of the transaction that didn’t encounter
difficulties.

5 Conclusions

We have introduced a new approach to management of distributed informa-
tion for a process-oriented peer-to-peer environment. This approach, called the
process-relationship approach, adheres to the constraints of the process paradigm
without compromising distributed database consistency. The key to the approach
lies in placing the responsibility for dealing with resource conflicts on the owner
of the resource in question. Forcing a process to pre-allocate resources to be
consumed by a peer before initiating steps that cause the peer to request the
resource effectively serializes the execution of business transactions. Each step
in the business transaction is initiated by a token and executed as a micro-
transaction.

Serialization of steps in a business transaction can lead to situations where,
from a business transaction perspective, the distributed state is inconsistent.
This situation is dealt with through the provision of process relationship agree-
ments, which act as guarantees that domain-specific business transaction con-
straints will eventually be satisfied before the agreement terminates.

The process-relationship approach provides a mechanism for preserving data
consistency and executing business transactions in a process-oriented peer-to-
peer environment. Using this approach, it should be possible to store extensive
personalization information under the end-user’s control without divulging pri-
vate information to other parties. Further research is required to investigate the
generality, scalability, and performance characteristics of this approach.
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Abstract. An object-oriented 3-D sound scene description scheme is
proposed. The scheme establishes a way to compose and encode time-
varying spatial sound scenes using audio and acoustical objects. This
scheme can be used in applications where efficient coding of interac-
tive 3-D sound scenes is needed (e.g. interactive virtual displays and
videoconferencing). It can also be used in non-interactive application
such as cinema and 3-D music. The scheme offers clear advantages over
multi-channel 3-D sound formats regarding scalability and interactivity
with the sound-scene because each object has its own set of parameters
and can be modified by the end-user at the decoding stage. The object-
oriented approach also allows the creation of macro-object descriptors
that allow fast and efficient coding of 3-D sound scenes using references
to macro-object libraries. The scheme has been implemented in a XML
schema and can be used to define 3-D sound scenes in XML format in a
standard way.

1 Introduction

Multimedia displays often suffer from a lack of realism in the audio representa-
tion. Usually, the audio component is only a pale representation of the three-
dimensional sound fields that surround us everyday. By using three-dimensional
sound, important cues and realism can be added to the multimedia or virtual
reality presentation [1].

We propose an XML [2] based scheme which can be used to create, encode
and transmit user-modifiable 3-D sound scenes over the World Wide Web. The
scheme can be used in various ways:

– Full description of sound scenes (temporal and spatial information), this
suits 3-D music, cinema and broadcasting applications.

– Partial description of sound scenes (structural and hierarchical information
only), the objects parameters such as position of objects being set by the end-
user. This suits more interactive applications such as virtual-reality, video-
conferencing and video games.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 193–203, 2002.
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The scheme presented here adopts an object-oriented architecture in order to
reflect the fact that natural 3D sound scenes are normally formed by the interac-
tion between physical objects such as: sound sources, reflecting and obstructing
objects, reverberant spaces and a medium. To describe scene thoroughly, the
scheme encompasses all these objects plus the description of temporal events
and the change of object parameters over time (e.g. displacement). The scheme
also defines the hierarchical relationships between the sound objects. This is to
address the fact that complex sound objects are usually made of several individ-
ual sound objects (for example, a car has a reflective body and emits multiple
sound: exhaust, engine noise, tyre friction, horn etc.). Groups of objects are
called macro-objects and they are explained in part 2.3.

XML has been chosen to implement our scheme since it is a well-established
description language and goes well with the object-oriented approach of the
scheme. The scheme was implemented in a XML [2] schema and consequently,
any represented 3-D sound scene will be an XML file built upon this schema.

Compared to traditional multi-channel 3-D sound formats such as 5.1 [3], the
scheme proposed here offers a flexible solution to composing and transmitting
virtual 3-D sound scenes over the World Wide Web. Indeed, the object-oriented
approach allows real-time access and modification of sound objects and scene
parameters. Scenes can also be composed algorithmically, making the encoding
of sound scenes very efficient.

This document will first present the composition of 3-D sound scenes and
their implementation and applications in the World Wide Web.

2 Composition of 3-D Sound Scenes

The scheme describe sound scenes using four kinds of descriptors:
– Elementary Objects
– Structural and hierarchical (Environments and macro-objects)
– Temporal (Choreography)
– Control (Scene commands)

2.1 Elementary Objects Descriptors

The elementary objects are the basic components of the 3-D sound scene scheme.
They are the representation of physical objects in real 3-D sound scenes. The
schemes encompasses four types of elementary objects:
Sound Source: A sound signal input in the virtual acoustic space.
Reflective/Obstructing surface: A virtual surface that reflects, absorb and

obstructs the sound field.
Medium: Defines propagation speed and frequency dependant attenuation of

the signal during its propagation.
Listener: Defines the position and orientation of the listener in the virtual

environment.
Room: Defines acoustical properties of the room (reverberation time, etc.)
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Each of these elementary objects can have a set of parameters and a suggested
set is listed in Table 1 below.

Table 1. Parameters of the elementary objects.

OBJECTS ATTRIBUTES
Sound Source Position, Orientation, Directivity, Spatial size

(active) and shape, resource address (URL or filename)
Obstructing/Reflective Position, Orientation, Geometry,

(passive) Reflecting and absorbing coefficients
Medium Attenuation coefficient and speed of sound

(function of Temperature and Humidity)
Listener Position, Orientation
Room Reverberation time

2.2 Environment Descriptors

Environments are a grouping mechanism that list all objects being present in the
same acoustical space. Only the objects of the same environment will interact
with one another. This allows applying different acoustical effects to the objects
and thus using different acoustical effects in the same scene.

2.3 Macro-Objects

In analogy to concrete physical objects, 3-D Sound Objects are also organised
into a hierarchy. For instance, a moving car has also its children objects such as
tyres and exhaust moving at the same speed. Hence, mechanical relationships
between physical objects also exist in the sound domain.

For the purpose of encoding sound scenes it is thus interesting to express the
relationships between the elementary objects. Therefore, if one wants to move
an object, all its child objects will move automatically, this simplifies greatly the
description of temporal events and parameter changes.

In the scheme, macro-objects can be created at initialization time and during
run time (if relationships between objects need to be modified while the scene
is playing).

Macro-objects offer another important advantage: the possibility to create
libraries of macro-objects (Section 2.3).

Example of Macro-object. Figure 2 illustrates the concept of macro-objects.
In this example, a choir is defined by a macro-object. It is, in turn, composed of
several lower-level singer macro-objects. A singer object is the linkage of a sound
source with particular directivity (mouth) and a reflecting/absorbing surface
representing the singer’s body.
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Other examples of macro-objects are: a Jazz band, an automobile, a speaker,
a crowd etc.

There are several possible ways of creating and utilising macro-objects:

– Grouping of several elementary and/or macro-objects
– Repetition (cloning) of the same object with a position change (e.g. a swim-

ming pool atmosphere can be encoded very efficiently by using one “splash”
sound repeated many times over a surface).

– Repetition of an object after some transformation. (e.g. a group of choristers
can be created from the same singer-object repeated several times and a pitch
transformation applied).

Hence, complex 3-D audio scenes can be encoded efficiently using high-level
object descriptions.

Fig. 1. Example of macro-object describing a choir.

Macro-Objects Libraries. The library contains a high number of macro-
objects and is shared between the encoder and decoder both to compose and
interpret the scene (Figure 2). Hence, because the macro-object’s description
can be found in the library it is not necessary to transmit all the child objects
parameters but only few parameters of the macro-object, thus, if the library is
extensive, this reduces significantly the amount of information transmitted and
simplifies the description of scenes.

If the description of the macro-object cannot be found in the decoder library,
the decoder can fetch the description from the encoder and add it to its local
library.

An XML schema has also been developed [14] to create macro-objects. There-
fore a micro-object library is a collection of XML files representing macro-
objects.



Using XML Schemas to Create and Encode Interactive 3-D Audio Scenes 197

Fig. 2. Common Library of macro-objects used by the scene encoder and decoder.

2.4 Command Descriptors

These are special commands issued to the decoder. These commands are issued to
control the decoding and rendering of the scene (e.g. scene refresh rate, Doppler
effect on or off etc.)

2.5 Temporal Descriptors

Description of temporal events and parameters are used to describe the temporal
behaviour of the scene. The temporal descriptors are placed in a score, in analogy
to music composition. The score defines chronological events when objects are
appearing, disappearing, moving and when object parameters are changing. Any
data of the sound scene (sound objects parameters, macro-objects, commands)
can be changed and modified by the score. Figure 3 depicts a sound object with
changing azimuth and elevation values.

Scene Score Format. The score contains two parts:

– An initialisation part: is used to set attributes and parameters of the scene
before the scene being rendered, this is also used to set acoustic environments
and macro-objects seen in Sections 2.2 and 2.3.

– A performance part: contains the parameters changes such as object dis-
placement, etc.

The Initialisation and Performance scores have formats as depicted in Fig-
ure 4.

The fields of the score are explained below:

Command: The action to be taken on the object (operation)
Object: The object(s) which the action is applied upon (operand)
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Fig. 3. Example of score description of a moving sound object.

Fig. 4. Fields of the Initialisation and Performance score.

Parameter: A field containing additional parameters used by the command
(e.g. destination position of the object for a move command), there can be
an unlimited number of parameters.

Start Time: Time at which the action should be taken (therefore does not exist
in the initialisation score).

Duration: Duration of the command being applied.

Therefore each action and temporal event is represented by one line of score.
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Example of Command in the Score:

0 5 Move To Object 3 5 3 -2

This line of score describes the displacement of Object 3 from its current posi-
tion to coordinates (5,3,-2) in 5 seconds starting at 0 second.

New commands can be added to the scheme, as long it is recognised by the
decoder. Therefore, if system upgrade is performed in the future, there is no
need to modify the XML schema and previously XML encoded scenes.

2.6 Example of Scene Composition

Figure 5 illustrates the configuration of an audio scene. This scene contains two
acoustic environments. The first environment contains two sound sources, two
reflective surfaces, a medium, a room and a macro-object describing a speaker.
Hence the sound sources will be reverberated and reflected by the objects present
in the same environment.

The second environment contains only one sound source, and no reverbera-
tion or acoustical effects will take place since the source is alone in its environ-
ment. The total 3-D scene will be formed by the mix of the two environments
and will be controlled by the score, the Commands and the listener objects.

Fig. 5. Example of configuration of an overall 3-D sound scene containing two acoustic
environments, several objects and macro-objects.
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3 Implementation and Applications of the Scheme

The 3-D sound scene description scheme can be used in many applications such
as cinema 3-D Sound, videoconferencing, virtual reality, interactive web-pages
etc..

3.1 Example of Implementation in Web-Browsers

The scheme can be used in many situations; Figure 6 shows an example of use
of the scheme in a system delivering interactive 3-D Sound along with a Web
page. The 3-D sound scene decoding system can be implemented into one Java
applet [4] that parses the XML data, downloads the necessary resources (such as
sound signals) and carries out the signal processing tasks in order to spatialise
the sound. The Java applet can also provide an interface to the user to allow
him/her to modify the scene in real-time. This interface can have varied forms
and is designed depending on the application and on the level of interactivity
wanted (for example: in a video-game type of application, the scenes parameters
will be modified by the user actions, whereas for a broadcasting application, the
scene parameters need not be modified).

Fig. 6. Example of utilisation of the 3-D sound scene scheme with Java applets and
Web-browsers.

The present example shows how the system can be implemented in Java ap-
plets and web-browser, but it can alternatively be implemented in a browser
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plug-in, in a standalone program, or as a dynamic library shared by other pro-
grams.

3.2 The Scene Management and Update Unit

The Scene management and update unit performs several tasks:

– Through the DOM Interface [5], it reads the scene description.
– It drives the 3-D DSP engine according to the scene description and event

score.
– It updates the scene and objects parameters.
– It collects commands from the user, and outputs results.
– It makes decisions. For example, it can decide which object should be in-

cluded in the scene depending on the object’s priority level and the resources
available at the decoder.

– It takes actions according to events happening in the scenes (e.g. collision of
objects).

– It performs the acquisition of online and local resources such as sound signals
and macro-object definitions.

3.3 The 3-D Digital Signal Processing Engine

The 3-D engine, controlled by the scene management unit, carries out the DSP
tasks in order to spatialise the sound signals and recreate the acoustical “feeling”
of the virtual environment.

Each sound source is processed depending on its own parameters and on
the parameters of the acoustic objects present in the environment (medium and
reflecting surfaces objects). The process applied to the sound source also depends
on the scene commands (Section 2.4) and scene score (Section 2.5).

Other factors such as available processing power can also be taken into ac-
count (i.e. to allow scalability).

After individual processing, the processed objects are summed together to
form the total 3-D sound scene (Figure 7).

Types of Processing Applied to the Sound Signals. The sound signals
are usually “dry” (non-reverberated) and monaural. In order to spatialise the
sound signals, they are to be transformed by different signal processing tasks:

Spectral Filtering: to simulate medium attenuation and signal attenuation
when bouncing against absorbing surfaces occurs.

Image or ray-tracing algorithm: to compute the early reflection response of
the room (specular reflections) [6].

Reverberation: to simulate the diffuse (late) reverberation of the room [7].
Delay: to account for delay due to distance of objects.
Pitch shifting: to simulate Doppler effect with moving objects.
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Fig. 7. Overview of the signal processing configuration

Spatialisation: to place the sound objects in particular spatial positions. De-
pending on the reproduction system, the processes involved are: binaural [8]
(for headphones), transaural [9] (for two speakers) and multi-speaker pan-
ning such as Ambisonics [10] or VBAP [11].

3.4 Creation of Scenes

Depending on the application, 3-D sound scenes can be created automatically
(e.g. from a 3-D visual content), semi-automatically or manually. Figure 8 shows
how sound scenes can be created manually with scene composer software. The
scene author composes the scene through an explicit graphical interface. In turn,
the DOM writer generates the XML file according to the 3-D sound scene XML
schema. Therefore, the scene author can be completely oblivious to XML.

Fig. 8. Scene composer software generating the XML-coded 3-D sound scene.
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4 Conclusion

An object-oriented scheme for describing time-varying spatial sound scenes has
been proposed. The scheme has been implemented in a XML schema and can be
used in many applications where 3-D sound is required (cinema and radio broad-
casting, interactive Web pages and displays, virtual reality, videoconferencing,
human-machine interfaces, etc.)

The object-oriented chosen to develop the scheme allows real-time control
of the 3-D sound scene and scalability. The object-oriented approach also en-
ables the creation of macro-objects that can be stored into libraries and used in
scene descriptions; reducing the amount of transmitted data and simplifying the
encoding of sound scenes.

There is ongoing effort at the University of Wollongong to integrate the 3-D
sound scheme into Virtual Reality languages such as Web3D [12] and multimedia
coders such as MPEG-4 [13].

The scheme as well as some examples of XML encoded 3-D sound scenes can
be downloaded from [14].
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Abstract. Because of rapid expansion of computing power and the sup-
ply of high speed network technology, we want a realistic service like Vir-
tual Reality on the Internet. At present, the majority of the services of
virtual reality on the Internet use VRML(Virtual Reality Markup Lan-
guage). But existing integration of VRML with a Database do not supply
functions which integrate with other programming languages. And it is
also complicated to reconstruct Virtual object whenever it changes. Also
the VRML do not have the function of using other data formats in con-
junction with VRML.
In this paper, we design and implement an authoring tool based on
VRML and XML(Extensible Markup Language) that can the creation
and modification of VRML and XML object on a high-level(that is to say,
users of this authoring tool need not usage of DBMS). Existing VRML
and XML authoring tools do not have the function of connection to the
database so they must use Embedded SQL or Server Side Include where
developers must insert database code into VRML and XML code. That
is, existing Virtual Object(VRML and XML Object) authoring tools
isn’t convenient to user of the authoring tool. In this paper we propose
an authoring tool that integrates Virtual Object and database so that a
3D e-Catalog based on Virtual Object connection to DB can be made.
Therefore developers are offered the ability to manipulate Virtual Object
on a high-level.

1 Introduction

Recently the scale of e-commerce has tremendously increased which in turn
has increased the interests in e-Catalogs that offer information about products.
Also reality-like 3D environments based on high-computing power and high-
speed networking technology like virtual museums or virtual shopping malls are
served on the Web. These are mostly developed with VRML(Virtual Reality
� This work was supported from 2001 industrial-educational cooperation of small &

medium business administration.
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Makeup Language) [1] which is a representative 3D representation language.
Cosmo World [2], Internet Space Builder [3], Spazz3D [4], etc. are commonly
used authoring tools. In current methods while creating a Virtual Object object
connected to a database, Virtual Object authoring tools has some problems —
users of this authoring tool must modify source code.

In this paper the 3D e-Catalog authoring tool proposed solves this prob-
lem. Also in this implementation, a Virtual Object translator is implemented
to dynamically control Virtual Objects and a Virtual Object code extractor is
implemented to make various Virtual Objects translated through the Virtual
Object translator to an e-Catalog Virtual Object file. Therefore this tool offers
high-level Virtual Object manipulation to developers.

This paper is organized as follows : problems of existing Virtual Object au-
thoring tools connection to database and the proposed solution is described in
Section 2. The design and architecture of this tool is described in Section 3.
The implementation of the tool is described with an example in Section 4. The
evaluation of methods is described in Section 5. Conclusion and future work are
presented in Section 5.

2 Existing Virtual Object Authoring Tools

Existing Virtual Object authoring tools are focused on making Virtual Objects
and do not supply functions to integrate other programming languages to itself.
Accordingly, they cannot automatically make a connection between Virtual Ob-
ject and database so they must use Embedded SQL or Server Side Include that
must insert database code into Virtual Object code.

But these methods have the following problems. First, there is only a passive
method for the database control because SQL statements are inserted into Vir-
tual Object code. Therefore it is difficult to dynamically control Virtual Objects
because Virtual Object code must be modified in order to do SQL programming.
Second, it is possible that someone decompiles a java class to find out the user
name and password, used for connection to the database. This is because the
all methods of Embedded SQL and Server Side Include are established in a java
class.

This paper provides the following solutions for these problems. First, Data In-
put Application implemented in this paper provides an easy connection method
to the database without developers modifying the Virtual Object code. Second,
the problem of security is solved as the SQL statements are run on the server us-
ing EAI and Client/Server Model when Virtual Objects connect to the database.
A Virtual Object translator is implemented so that Virtual Object files can be
made into Virtual Objects that can be controlled by the authoring tool. So a
Virtual Object code extractor is implemented so that various Virtual Objects
can be made into one Virtual Object e-Catalog file.

According to these solutions, the authoring tool implemented in this paper
can be used to make a 3D e-Catalog for e-Commerce on the Web.
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3 The Design and Architecture

3.1 The System Outline

The 3D e-Catalog authoring tool based on Virtual Object presented in this paper
is composed of a database storing product information and product Virtual
Objects, a development applet for creating a 3D e-Catalog, a customer applet
for showing the 3D e-Catalog to customers and a server with SQL statements for
communication between applets and the database. Figure 1 shows the system
overview. The database and server communicate via JDBC for data transfer.
The applets and server communicate via RMI. The problem of security and easy
connection method to the database without developers’ modifying the Virtual
Object code is solved as the SQL statements are run on the server using EAI
and Client/Server Model when Virtual Objects connect to the database.

Fig. 1. The System Overview

3.2 Data Input Application

In order to create an e-Catalog, the database must have product information,
product Virtual Objects and information that is referenced between product in-
formation and product Virtual Object files. Data Input Application has functions
that get Virtual Object files and product information entered by user, and in-
sert them into the database with the product identity entered by the user, which
distinguishes it from others. This product identity becomes a primary key in the
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product information database and the product Virtual Objects database. After
the front of the product identity is appended with Virtual Object comments it
is inserted into the Virtual Object file header and stored on database.

3.3 The Development Applet

The development applet is the most important part of the authoring tool pro-
posed in this paper. It has functions that manipulate various Virtual Objects
that are taken from the database and make into one Virtual Object file that is
used as the e-Catalog.

Fig. 2. Flowchart for the execution of Authoring Tool Applet

The structure of the Development Applet. The development applet con-
sists of four parts. : A function for Product information and product Virtual
Object file retrieval from the database, a Virtual Object translator that makes a
Virtual Object from a Virtual Object file to be manipulated, a user interface to
manipulate Virtual Objects and a Virtual Object code extractor to make various
Virtual Objects into one Virtual Object file.
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Fig. 3. Flowchart for the execution of XML Data

When the development applet is executed, it sends a request to the server
to retrieve the product categories and product names in each product category.
The server gets these data from the database and it sends them to the devel-
opment applet, then the development applet shows these data to the developer.
If the developer chooses one of the products, the development applet sends the
product identity of the product chosen to the server and requests its informa-
tion and its Virtual Object file. The server gets the product information and the
Virtual Object file that corresponds to the product identity received from the
database. Afterwards it sends them to the development applet. Next, upon re-
ceiving these data the development applet shows the product information to the
developer and transfers the Virtual Object file to the Virtual Object translator in
order to make the Virtual Object file into a Virtual Object. The Virtual Object
translator translates the Virtual Object file into Java class, called a Classnode,
corresponding to each Virtual Object node in the Virtual Object file. Then as
these Java classes are loaded into memory it makes a Virtual Object from the
Virtual Object file.

The developer can manipulate these Virtual Objects. If the developer wants
to create an e-Catalog, he/she enters catalog name and selects save. The Virtual
Object code extractor calls a method in Classnode to extract the code loaded in
memory and then merges the extracted code into one Virtual Object file. It is
then sent to the server to be stored on the database.
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Virtual Object translator. The Virtual Object translator is included in both
the development applet and the customer applet. First, in order to use Virtual
Object file in Java, it creates a Virtual Object instance and It parses the Vir-
tual Object file into tokens. Then it distinguishes whether the token is a node
statement or a product identity. If the token is a node statement, the Virtual
Object translator creates a Classnode instance and calls a translating function
corresponding to the node type. Then the function fills up variables with values
from the parsed nodes. If the token is a product identity, the Virtual Object
translator inserts the product identity into the product ID variable in a Virtual
Object instance. The Virtual Object translated is inserted into the Virtual Ob-
ject scene then it can be moved or deleted. This is presented in the flowchart in
Figure 2.

Fig. 4. The Flowchart of the Virtual Object translating
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Virtual Object code extractor. The Virtual Object code extractor makes
Virtual Object codes from Virtual Objects loaded in memory. In order to create
an e-Catalog, the developer selects save on the user interface. Then the Virtual
Object code extractor gets all the Virtual Objects through typecasting as Ob-
jectInfo class type, which is the parent class of Virtual Object and then it calls
extractor method declared as an abstract method of Java. Therefore each ex-
tractor method of Virtual Object gets its field names and values from Classnode
in Virtual Object instance and prints them as a String object. Finally it merges
the extracted code into one Virtual Object file.

4 Implementation

This tool is implemented under Windows 2000 Advanced Server, JDK 1.3.0, Or-
acle 8i database and Blaxxun 4.4 VRML browser. We show the implementation
of tool through an example. First, we get a Virtual Object file and enter prod-
uct information and a product identity. Results are shown in Figure 3. Then we
select save to insert them into the database.

And we execute rmiregistry of Java then run the server. Second, we run the
development applet on the Web. We choose a product on the item list and select
load to get a product and then it can be manipulated. Results are shown in
Figure 4.

Afterwards we retrieve products through this way and manipulate them,
then we enter a catalog name and select save to create an e-Catalog. Afterwards
we run customer applet on the Web. Next we choose a catalog name that we
made on the development applet in the catalog selection box. Then we choose a
product. Results are shown as the product information in the information text
field in Figure 5.

5 Evaluation

This chapter is compared a mechanism for interoperating with database of the
existing Virtual object and the suggested method in this paper. The next table
is that.

Table 1. Comparison of the two method

Items This Method Embedded SQL ServerRedirect SQL

Database Interconn Application Script Script
-ection Level
Interoperating with Interoperating with the Script Script
the other application java application language language
Support of the other Possible Text only Text only
data format
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Fig. 5. Entering product information in Data Input Application

The existing method must be updated directly at the source level in the
virtual object reconstruction but this method can be controlled at the high
level. In the conclusion, we are measured execution time of upper methods. The
values of result are average of the execution time at the query of 100 time. This
result is Table 2.

Table 2. Execution Time

Items This Method Embedded SQL ServerRedirect SQL

Database 160ms 182ms 183ms
Interconnection
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Fig. 6. Manipulating products in the development applet

The difference of the execution time presented to the upper result is a few
but the system is bigger, the effects will be better.

6 Conclusion and Future Work

There are many authoring tools that can create multimedia-contents using Vir-
tual Object, but these authoring tools cannot be convenient to user of the au-
thoring tool. That is, existing Virtual Object authoring tools isn’t convenient
to user of the authoring tool. In this paper we propose an authoring tool that
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Fig. 7. Choosing a product on the customer applet

integrates Virtual Object and database so that a 3D e-Catalog based on Vir-
tual Object connection to DB can be made. Therefore developers are offered the
ability to manipulate Virtual Object on a high-level.

In this design for the upper advantage we separated Virtual Object control
logic and database control logic as we implemented the development applet us-
ing EAI and the Client/Server Model. With this we have solved problems in
the method used when connecting to the database in existing Virtual Object
authoring tools. The Virtual Object translator implemented dynamically con-
trols Virtual Objects and the Virtual Object code extractor implemented makes
various Virtual Objects translated on Virtual Object translator to an e-Catalog
Virtual Object file - One of the authoring tools in this paper applied with the
e-Catalog Virtual Object file for request of electronic-commerce now.

In further studies, we will investigate converting product information into
XML format to support ebXML, standard of e-Catalog and to change the ap-
pearance of products for JAVA 3D to handle products on the Web.
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Abstract. The major objective for the development of OIL was to de-
velop an international standard for web-based representation of ontolog-
ical information. This papers reports some lessons learnt in this process.

1 Introduction

“The Semantic Web is very exciting, and now just starting off in the same
grassroots mode as the Web did 10 years ago. . . In 10 years it will in turn

have revolutionized the way we do business, collaborate and learn.”
Tim Berners-Lee, CNET.com interview, 2001-12-12

The World Wide Web (WWW) has drastically changed the availability of elec-
tronically accessible information. The WWW currently contains some 3 billion
static documents, which are accessed by over 300 million users internationally. At
the same time, this enormous amount of data has made it increasingly difficult
to find, access, present, and maintain the information required by a wide variety
of users. This is because information content is presented primarily in natural
language. Thus, a wide gap has emerged between the information available for
tools aimed at addressing the problems above and the information maintained
in human-readable form.

In response to this problem, many new research initiatives and commer-
cial enterprises have been set up to enrich available information with machine-
processable semantics. Such support is essential for “bringing the web to its full
potential”. Tim Berners-Lee, Director of the World Wide Web Consortium, re-
ferred to the future of the current WWW as the “semantic web” – an extended
web of machine-readable information and automated services that extend far
beyond current capabilities [2,15]. The explicit representation of the semantics
underlying data, programs, pages, and other web resources, will enable a knowl-
edgebased web that provides a qualitatively new level of service. Automated
services will improve in their capacity to assist humans in achieving their goals
by “understanding” more of the content on the web, and thus providing more
accurate filtering, categorization, and searches of information sources. This pro-
cess will ultimately lead to an extremely knowledgeable system that features

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 215–227, 2002.
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various specialized reasoning services. These services will support us in nearly
all aspects of our daily life – making access to information as pervasive, and
necessary, as access to electricity is today.

Ontoknowledge1 [10,14]) is an European IST project that develop such se-
mantic web technology. Aim is the support of knowledge management for weakly
structured, large, heterogeneous, and distributed information sources. The com-
petitiveness of many companies depends heavily on how they exploit their cor-
porate knowledge and memory. Most information in modern electronic media is
mixed media and rather weakly structured. This is not only true of the Inter-
net but also of large company intranets. Finding and maintaining information is
a tricky problem in weakly structured representation media. Increasingly, com-
panies have realized that their intranets are valuable repositories of corporate
knowledge. But as volumes of information continue to increase rapidly, the task
of turning them into useful knowledge has become a major problem. Therefore,
Ontoknowledge builds an ontology-based tool environment to speed up knowl-
edge management, dealing with large numbers of heterogeneous, distributed, and
semi-structured documents typically found in large company intranets and the
World Wide Web. The project’s target results are: (1) a toolset for semantic in-
formation processing and user access; (2) OIL, an ontology-based inference layer
on top of the World Wide Web; (3) an associated methodology and validation
by industrial case studies.

Effective and efficient work with ontologies must be supported by advanced
tools that allow users to put this technology to its fullest use. In particular,
we need an advanced ontology language to express and represent ontologies.
The major objective for the development of this ontology language was not to
create yet another knowledge representation language that will be used internally
in a small project. We rather decided to aim for an international standard.
Clearly this would help to disseminate our project results and it would improve
the overall visibility of Ontoknowledge. This paper is about how this approach
worked out.

The content of the paper is organized as follows. In Section 2, we describe the
initial results of our effort, the language OIL. Section 3 describes the intermediate
result which was called DAML+OIL, and Section 4 provides a look at ongoing
standardization effort at the W3C2, the recommendation committee of the World
Wide Web. Section 5 reports about the internal use of OIL, i.e., the use of OIL
in Ontoknowledge. Finally, Section 6 provides an outlook on additional areas
that will be soon covered by standardization effort related to the semantic web.

2 Initial Results: OIL

We produced a detailed survey that summarized the state of the art on Ontology
languages, that summarized the state of the art on related web standards, and

1 http://www.ontoknowledge.org/
2 http://www.w3c.org/
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that came up with a proposal for an Ontology Web Language based on four
principles [9]:3

OIL, a modeling language based on frames: The central modeling
primitives of predicate logic are predicates. Frame-based and object-oriented
approaches take a different point of view. Their central modeling primitives are
classes (i.e., frames) with certain properties called attributes. These attributes
do not have a global scope but are only applicable to the classes they are defined
for (they are typed) and the “same” attribute (i.e., the same attribute name)
may be associated with different range and value restrictions when defined for
different classes. A frame provide a certain context for modeling one aspect of
a domain. Many other additional refinements of these modeling constructs have
been developed and have led to the incredible success of this modeling paradigm.
Many frame-based systems and languages have been developed and, renamed
as object-orientation they have conquered the software engineering community.
Therefore, OIL incorporates the essential modeling primitives of frame-based
systems into its language.

OIL, a language where everybody can ask for its formal semantics
based on experience in Description Logics (DL): DLs describe knowledge
in terms of concepts and role restrictions that are used to automatically derive
classification taxonomies. The main effort of research in knowledge representa-
tion is in providing theories and systems for expressing structured knowledge
and for accessing and reasoning with it in a principled way. In spite of the
discouraging theoretical complexity of their results, there are now efficient im-
plementations for DL languages, see for example DLP and the FaCT system [17].
OIL inherits from Description Logic its formal semantics and the efficient rea-
soning support developed for these languages. In OIL, subsumption is decidable
and with FaCT we can provide an efficient reasoner for this.

OIL, a language with a web compatible syntax based on XML and
RDF: Modeling primitives and their semantics are one aspect of an Ontology
language. Second, we have to decide about its syntax. Given the current domi-
nance and importance of the WWW, a syntax of an ontology exchange language
must be formulated using existing web standards for information representation.
First, OIL has a well-defined syntax in XML based on a DTD and a XML schema
definition. Second, OIL is defined as an extension of the Resource Description
Framework RDF and RDFS.4

OIL, a solution for people who need a bike and people who like
a Mercedes: It is unlikely that a single ontology language can fulfill all the
needs of the large range of users and applications of the Semantic Web. We have
therefore organized OIL as a series of ever increasing layers of sub languages.
Each additional layer adds functionality and complexity to the previous layer.
This is done such that agents (humans or machines) who can only process a
lower layer can still partially understand ontologies that are expressed in any of
the higher layers. The layered architecture of OIL has three main advantages:

3 A fifth principle was to come up with a good name.
4 http://www.w3c.org/RDF/
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First, an application is not forced to work with a language that offers significant
more expressiveness and complexity that it actually needs. Second, application
that can only process a lower level of complexity are still able to catch same
of the aspects of an ontology. Third, an application that is aware of a higher
level of complexity can still also understand ontologies expressed in a simpler
ontology language. A first and very important application of this principle is
the relation between OIL and RDF Schema. As shown in the Figure 1, Core
OIL coincides largely with RDF Schema (with the exception of the reification
features of RDF Schema). This means that even simple RDF Schema agents are
able to process the OIL ontologies, and pick up as much of their meaning as
possible with their limited capabilities. Standard OIL is a language intended
to capture the necessary mainstream modelling primitives that both provide ad-
equate expressive power and are well understood thereby allowing the semantics
to be precisely specified and complete inference to be viable. Instance OIL
includes a thorough individual integration. Heavy OIL may include additional
representational (and reasoning) capabilities.

Fig. 1. The Onion model of OIL.

Accompanied with the right spirit and coming up in the right moment we
could quickly acquire a large group of people that joined our vision and helped
us in building up a widely visible proposal for an Ontology Web Language. Most
of these results, cooperation partners, and events are mentioned in [12]. A highly
visible web site was installed at http://www.ontoknowledge.org/oil to collect
OIL resources. A large number of publications on OIL have been produced from
which we just mention some of them: [5,6,8,11,19,20]. Meanwhile, many Ontology
tools developed inside and outside the Ontoknowledge project support OIL.
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Figure 2 provides a very simple example of an OIL ontology. It only illustrates
the most basic constructs of OIL. This defines a number of classes and organizes
them in a classhierarchy (e.g. HPProduct is a subclass of Product). Various
properties (“slots”) are defined, together with the classes to which they apply
(e.g. a Price is a property of any Product, but a PrintingResolution can only
be stated for a Printer (an indirect subclass of Product). For certain classes,
these properties have restricted values (e.g. the Price of any HPLaserJet1100se
is restricted to be $479). In OIL, classes can also be combined using logical
expressions, for example: an HPPrinter is both an HPProduct and a Printer
(and consequently inherits the properties from both these classes).

class-def Product
slot-def Price

domain Product
slot-def ManufacturedBy

domain Product
class-def
PrintingAndDigitalImagingProduct

subclass-of Product
class-def HPProduct

subclass-of Product
slot-constraint ManufacturedBy

has-value "Hewlett Packard"
class-def Printer

subclass-of
PrintingAndDigitalImagingProduct

slot-def PrinterTechnology
domain Printer

slot-def Printing Speed
domain Printer

slot-def PrintingResolution
domain Printer

class-def PrinterForPersonalUse
subclass-of Printer

class-def HPPrinter
subclass-of HPProduct and Printer

class-def LaserJetPrinter
subclass-of Printer
slot-constraint PrintingTechnology

has-value "Laser Jet"
class-def HPLaserJetPrinter

subclass-of LaserJetPrinter
and HPProduct

class-def HPLaserJet1100Series
subclass-of HPLaserJetPrinter

and PrinterForPersonalUse
slot-constraint PrintingSpeed

has-value "8 ppm"
slot-constraint PrintingResolution

has-value "600 dpi"
class-def HPLaserJet1100se

subclass-of HPLaserJet1100Series
slot-constraint Price

has-value "$479"
class-def HPLaserJet1100xi

subclass-of HPLaserJet1100Series
slot-constraint Price

has-value "$399"

Fig. 2. A simple OIL Ontology.

3 Intermediate Results: DAML+OIL

When a small European project touches the orbit of a large US project cluster
like DAML5 it is time for co-operation. DAML is a significantly funded project
that puts 80 Million Dollar to develop semantic web technology. Many of the core
5 http.//www.daml.org/



220 D. Fensel

members of OIL joined the DAML-ONT working group and in weekly telephone
conferences a new language called DAML+OIL was born. A new body the Joint
EU/US ad hoc Agent Markup Language Committee6 was installed and has now
been running for more than a year. In this process, we had to throw our OIL
principles number 1, 4, and 5 over board, however, we came up with a truly inter-
national standard backed up by the US defence department. Most DAML+OIL
results can be found at http://www.daml.org/2000/12/daml+oil-index.htm
and http://www.daml.org/2001/03/reference.html. Basically, DAML+OIL
is a (rather expressive) description logic with web syntax. Neither does it provide
layered sub languages with different complexity nor language primitives that are
defined around a modeling paradigm.

4 Ongoing Final Results: OWL

Meanwhile the W3C7, the recommendation committee of the World Wide Web,
has set up a Semantic Web Activity8 and as part of it a Web-Ontology (WebOnt)
Working Group9. Working in this group requires weekly phone conferences, reg-
ular face-to-face meetings and dealing with high email traffic10. Final results are
expected for September 2002 and it is just too early to predict them. Working
since late 2001 this working group deals with issues such as:

– What is the right name for the Ontology Web Language (OWL)?11

– What are the significant use cases that justify the definition of certain lan-
guage primitives?

– What is the right layering approach for the Semantic Web (see Figure 3).
Should OWL be based on RDF and does it matter that their model theories
entail different conclusions?

OIL was defined as an extension of RDF-Schema which means that every RDF-
Schema ontology is a valid ontology in the new language (i.e., an OIL processor
will also understand RDF Schema). However, the other direction is also avail-
able: defining an OIL extension as closely as possible to RDF Schema allows
maximal reuse of existing RDF Schema-based applications and tools. However,
since the ontology language usually contains new aspects (and therefore new vo-
cabulary, which an RDF Schema processor does not know), 100% compatibility
is not possible. Let us examine an example. The following OIL expression defines
herbivore as a class, which is a subclass of animal and disjunct to all carnivores.

6 http://lists.w3.org/Archives/Public/www-rdf-logic/2000Nov/0093.html
7 http://www.w3c.org/
8 http://www.w3.org/2001/sw/Activity
9 http://www.w3.org/2001/sw/WebOnt/

10 http://lists.w3.org/Archives/Public/www-webont-wg/
11 http://www.cs.vu.nl/˜frankh/spool/names.html
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Fig. 3. The layer language model for the semantic web.

<rdfs:Class rdf:ID="herbivore">
<rdf:type
rdf:resource="http://www.ontoknowledge.org/oil/RDFS-schema/
#DefinedClass"/>

<rdfs:subClassOf rdf:resource="#animal"/>
<rdfs:subClassOf>
<oil:NOT>
<oil:hasOperand rdf:resource="#carnivore"/>

</oil:NOT>
</rdfs:subClassOf>

</rdfs:Class>

An application limited to pure RDFS is still able to capture some aspects of this
definition.

<rdfs:Class rdf:ID="herbivore">
<rdfs:subClassOf rdf:resource="#animal"/>
<rdfs:subClassOf>
...
</rdfs:subClassOf>

</rdfs:Class>
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It sees that herbivore is a subclass of animal and a subclass of a second class,
which it cannot understand properly. This seems to be a useful way to preserve
complicated semantics for simpler applications.

Recently, a interesting feature of this approach become visible. In general
one would assume that an OIL/OWL agent can draw more conclusions than an
RDFS aware agent. This I call the model theoretic interpretation of the semantic
web language tower. However, based on the RDF model theory [16] this turned
out to be not true. Because RDF “sees” the syntactical definition of an ontology
it can draw conclusions that OWL, which is situated at a logical level, cannot.
That is, not every model for an OWL ontology is also a model for the underlying
RDF representation.12 This is caused by the fact, that RDF treats a statement
like a disjoint b as a syntactical expression that it represents as a relation
between a and b in its model theory whereas OWL defines in its model theory
that the concepts a and b are disjoint. Therefore, defining the model theory
of OWL as an extension of the model theory of RDF and representing OWL
constructs syntactically in RDF leads to paradoxical situations, i.e., ill-defined
model theories for OWL. Currently, there are two positions on this problem:

Semantical enrichment: The model theory of OWL is defined in extension
of the model theory of the underlying language RDF. This requires that
many syntactical constructs of OWL are not defined in RDF but in XML,
for example. This prevents paradoxical situations but breaks with the idea
of syntactical enrichments of the various layers.

Syntactical Enrichment: One can see entailment defined in RDF as a means
to reason about the syntax of a language or Ontology (with RDF reasoning
you can make a distinction whether a disjoint statement is defined explic-
itly or whether it is a logical conclusion of other logical statements) and
entailment defined in OWL as a means to reason about the semantics of an
Ontology. Therefore, RDF should not viewed as a basic Ontology language
but as a syntactical mechanism to define Ontology Languages in it. From the
standpoint of an Ontology language, RDF has many strange features. On the
other hand, they may make sense if you want to use RDF as a mechanism
to define Ontology languages in it.

The latter approach is quite interesting because it refers to the problem on
how to represent and infer modeling information in a logical framework. Lets
take a simple example. A statement like

a ∧ b (1)

should be treated completely equal to a statement

b ∧ a (2)

at a logical level. However, at a modeling level you may want to know whether a
person wrote (1) or (2) because it may reflect the fact that b is more “important”
to him. A more real-life example is whether a person define
12 http://lists.w3.org/Archives/Public/www-webont-wg/2001Dec/0116.html



Language Standardization for the Semantic Web 223

– a relation r as an attribute of a class r or
– as a global property r with c as its domain.

Logically they are the same but from a modeling point of view they are quite
different. By having two types of entailments we can capture this without running
into any problems. With syntactical RDF reasoning we can ask for different
syntactical styles of an Ontology and with semantic OWL reasoning we infer
logical consequences of an Ontology. This view point would also allow us to deal
with different modeling paradigms people are asking for. We could just define
a frame syntax for OWL in RDF [1] making sure that it behaves the same as
the non-frame version at the logical level but behaves different at the syntactical
level, i.e., in the frame version you could ask whether something is explicitly
defined as an attribute or as a property. In a nutshell, it is a very interesting
feature having a reasoning level that reasons “non”-logically but syntactically
over an OWL Ontology. It is the layer that allows us to capture, infer, and query
modeling information. Therefore, this type of information no longer needs to be
messed up with the logical layer, where indeed you do not want to care about
the different syntax of logically equivalent statements.

In any case, figuring out the proper principles for building up the semantic
web language tower requires more work and recalls earlier approaches in knowl-
edge representation [3,4] and knowledge modeling [23].

5 Why Not Eat Your Own Dogs’ Food

Compared with the external use and adaptation of OIL, the internal use of OIL
within Ontoknowledge in case studies as well as in the developed tools13 is rather
disappointing. Ontoknowledge is strongly driven by several case studies such as
finding relevant passages in a very large document about the International Ac-
counting Standard (IAS) on the extranet (over 1000 pages); a skills management
application that uses manually constructed ontologies about skills, job functions,
and education; exchanging knowledge in a virtual organization; and providing
knowledge management support for a call centre.14 None of the case studies re-
ally employ OIL. They all refer to RDF Schema or a subset of it which we called
Core OIL to mask our “failure”. What are the reasons for this:

– Some case studies began even before the first version of OIL was available.
– OIL lacks any tutorial support, any customized tool support, and any real

practical experience. From a user point of view this makes it nearly unusable
for the moment.

13 The developed tools include (1) RDFferret which combines full text searching with
RDF querying; (2) OntoShare enables the storage of best practice information in
an ontology; (3) Spectacle organizes the presentation of information; (4) OntoEdit
makes it possible to inspect, browse, codify and modify ontologies; (5) Sesame is
a system that allows persistent storage of RDF data and schema information and
subsequent online querying of that information; and information extraction and on-
tology generation is performed by means of the CORPORUM toolset.

14 http://www.ontoknowledge.org/del.shtml
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– OIL or OWL are ongoing standardization efforts including high change rates.
No user nor tool developer can trust the current language version as being
final and not just an intermediate step. Using OIL is of high risk, both for
uses in case studies as well as for tool developers.

The lack of actual use of OIL may also be an indication for three different
problems related to OIL:

OIL is too little expressive. Many things cannot be expressed in it but could
be easily expressed in a rule-based language like F-logic [18] oriented on
reasoning over instances. The initial approaches to the semantic web were
oriented around this paradigm [22,7].

OIL is too expressive. OIL is logic based and OIL is description logic based.
Many people find it difficult or not worth while to express themselves within
logic. For example, non of the standard ontologies in electronic commerce
or widely used ontologies such as Wordnet15 make use of any axiomatic
statements. Mostly they are simple taxonomies enriched by attributes in the
best case. Description logic adds a specific feature: Concept hierarchies do
not need to be defined explicitly by can be defined implicitly by complex
definitions of classes and properties. Many people may find it easier to di-
rectly define is-a relationships instead of enforcing them by complex and
well-thought axiomatic definition of classes and properties.

Ontologies should not be based on formal logic. People with a database
background wonder in general whether axioms, i.e., complex logical state-
ments should be part of an ontology. They tend to be application specific and
very difficult to exchange and reuse in a different context. Spoken frankly,
most of our experience conform with this statement. Still we may hope to
make the world a better place in the future enabling more than just the
exchange of concept taxonomies and some attributes.

In any case, it is too early to take a final conclusion from our exercise. We hope
that we will get more insights from the use cases collected by the Web-Ontology
(WebOnt) Working Group16. Also the SIG on Ontology Language Standards17

of Ontoweb18 is supposed to bring further insights here.

6 Outlook

It is much too early to give an answer to this question. Anyway, this mixture of
model theory on the one side and sociology on the other side is quite interesting
and unique.19 Many new interesting issues are completely uncovered by the work
described here:
15 http://www.cogsci.princeton.edu/ wn/
16 http://www.w3.org/2001/sw/WebOnt/
17 http://www.cs.man.ac.uk/ horrocks/OntoWeb/SIG/
18 http://www.ontoweb.org/
19 Not really when reading [21].
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The lack of rules: We already mentioned the fact that early approaches
for the semantic web were based on rule-based approaches. Also their is a clear
consensus that the current Ontology Web Language needs an extension in this
direction. The Rule Markup Language Initiative20 may help to make a step into
this direction.

The language tower of the semantic web: Giving a real semantics to
the semantic web language tower as sketched by Tim Berners-Lee in Figure 3
requires much more work. Currently many layering ideas oriented to syntactical
and semantical extensions compete which each other.21 Working out the proper
relationship will be much more challenging than just developing one layer for it.

Web Services: The easy information access based on the success of the web
has made it increasingly difficult to find, present, and maintain the information
required by a wide variety of users. In response to this problem, many new re-
search initiatives and commercial enterprises have been set up to enrich available
information with machine-understandable semantics. This semantic web will
provide intelligent access to heterogeneous, distributed information, enabling
software products to mediate between user needs and the information sources
available. Web Services tackle with an orthogonal limitation of the current
web. It is mainly a collection of information but does not yet provide support
in processing this information, i.e., in using the computer as a computational
device.

Fig. 4. The development process of the web.

Recent efforts around UDDI22, WSDL23, and SOAP24 try to lift the web to a
new level of service. Software programs can be accessed and executed via the web.
However, all these service descriptions are based on semi-formal natural language
20 http://www.dfki.uni-kl.de/ruleml/
21 see http://lists.w3.org/Archives/Public/www-webont-wg/
22 http://www.uddi.org/
23 http://www.wsdl.org/
24 http://www.soap.org/
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descriptions. Therefore, the human programmer need be kept in the loop and
scalability as well as economy of web services are limited. Bringing them to their
full potential requires their combination with semantic web technology. It will
provide mechanization in service identification, configuration, comparison, and
combination. Semantic Web enabled Web Services have the potential to
change our life in a much higher degree as the current web already did (Figure 4).
We are currently in the process of extending UPML [13] to a full-fledged Web
Service Modeling Language (WSML).

Acknowledgement. Too many people were involved in working out OIL to
mention all of them. Therefore, I just would like to mention Ian Horrocks and
Frank van Harmelen. In any case, James Hendler devotes many thanks for initi-
ating the field and strongly promoting it with the DAML project cluster.
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Abstract. In this paper we present Noema, a new intensional hyper-text
metalanguage based on both intensional HTML and XML. The design
of Noema aims at the improvement of the expressiveness of intensional
HTML and introduces principles such as intensional XML-like entities,
versioning / hypertext unification and implicitly created dimensions. The
bigger expressive power of Noema doesn’t mean that one has to program
hypertext, as is the case with ISE/IML, so Noema is proposed as a better
solution to the problems encountered in intensional HTML.

1 Introduction

In 1997, the Intensional Programming community was first introduced to the
concept of treating the Web as a series of possible worlds, and to web pages
as instances of a demand driven data flow stream. Since that time, there have
been three core versions of intensional markup for bringing user-determined ver-
sioning to web site use: IHTML-1[10], IHTML-2[1], and currently ISE/IML [7].
While the first two versions of the markup language to support versioning were
similar, the third was a significant departure. The first two attempted to use a
markup approach that would only add a few HTML-like tags to HTML, making
versioning accessible to the majority of non-programmer Web page authors.

As the limits of this approach became apparent through various test sites,
a more robust programming-like solution was sought. The result was ISE/IML.
This approach, while robust, lost for non-programmers the immediate acces-
sibility to build their own page effects, forcing them to rely on prefabricated
intensional macros instead.

As the authors of these systems have stated [1],[3], neither the IHTML
nor ISE/IML approach is optimal for bringing flexible version control to non-
programmer web authors. In this paper, therefore, we present Noema as meta-
language, middle ground approach to the problems posed by both IHTML and
ISE/IML. In the following sections, we briefly overview IHTML and ISE to situ-
ate the problem space. From here, we introduce Noema and demonstrate how we
can use this as a markup interface for versioning primitives which will let authors
have more direct, but interpretable control of the versioning functionality.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 228–239, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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2 Overview of IHTML and ISE/IML

Intensional HTML (IHTML) was a first step implementation towards propos-
ing the Web as an intensional set of possible worlds. That is, each site could
be treated in the manner of Plaice and Wadge’s Intensional Programming [5].
That is, sites, like software, could be represented as versionable components,
rendered on the fly to satisfy a user’s request for a particular version. Three of
the key benefits of creating demand-driven pages are (a) the reduction of du-
plication/cloning if maintaining multiple versions/localizations of a particular
site; (b) the possibility for a wide range of version combinations potentially not
anticipated by a site designer, and (c) the concept of “best match” for any given
version request.

The first implementation of an intensionalized web, IHTML, took the form
of an extended HTML markup. IHTML markup was relatively straightforward
for an author to create and for another human to interpret. For instance

<a href="page.html"
version=lang:french%canadian>

french version </a>

meant render this particular page with all attributes on the language dimension
set to French Canadian- where those components are available. Where French
Canadian is not available, default to French.

Simple statements like the above made IHTML immediately appealing. There
was however a high cost for creating the version components and labeling them.
The markup itself, for things no more complex than simple case statements for
offering possible versions of a page became cumbersome.

For instance, the intensional concept would make it possible to create a “slide
show” as a series of possible versions of a page. The markup costs are high,
however, as the following sample demonstrates:

<ISELECT>
<ICASE version="slide:1">
<IMG src="sld1.jpg"><P>
<A vmod="slide:2">Next</A>

</ICASE>
<ICASE version="slide:2">
<IMG src="sld2.jpg"><P>
<A vmod="slide:3">Next</A>

</ICASE>
...

<ICASE> I’M DONE AT LAST!!
</ICASE>

</ISELECT>

A programmer would be frustrated if s/he was forced to write in a language
that can not take advantage of the fact that all 250 cases above are instances of
the same generic template, namely
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<ICASE version="slide:X">
<IMG src="sldX.jpg"><P>
<A vmod="slide:(X+1)">Next</A>

</ICASE>

In other words, it was difficult for IHTML to handle simple functionality. To
address this problem, a new approach was taken with the development of ISE and
IML. ISE is an intensionalized version of the Perl language. As such it is custom-
designed to handle any of the functional requirements missing from IHTML. IML
was developed as a kind of front end for ISE. It would provide a set of predefined
macros (in TROFF) for page authors to use to embed intentional functionality
into a page. For instance, Nelson’s drop text could easily be embodied as an ISE
function through a macro call:

.bdrop - 1 Info about fish

The fish will be spawning here in three weeks
[whatever HTML markup the author wishes]

.edrop

The result of this call would be

> Info about Fish

where the > is a link. Click the > and the page reveals the material under the
header, re-orienting the page to the header (-1) of this point (info about fish).

When the author finishes the markup, they run a process to convert the file
into ISE. They create a link to the .ise file, such as "fish.ise", and a server-side
process renders the ise into the appropriate HTML for a given version request of
that file. Any link requests from the page are sent to the server as ise parameter
requests causing a new html page to be sent to the client that represents the
new version request. Like the original IHTML, ise pages are always represented
to a browser as HTML, so they are accessible from any browser. The browser is
only limited by the javascript/html or whatever effects the author adds to the
page. IHTML and ISE are otherwise platform agnostic.

With macro calls like this available to an author, clearly the weight of hav-
ing to write Perl (or javascript or for that matter reams of IHTML) is highly
diminished, allowing the author to concentrate on their design rather than on
programming effects. On the down side, the IML approach does lose some of
IHTML’s more intuitive clarity and also requires someone proficient in both
TROFF and ISE’s specialties to create new macros.

Indeed, several papers on IML have lamented the “ugliness” of IML [9],[4]
and have expressed a desire to convert it into a more XML-like form for better
integration into the markup of the page - recovering some of what was lost from
IHTML.
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The challenge, therefore, is to find a middle ground between the full-fledged
programming functionality of ISE and the benefits of more markup-like integra-
tion of IHTML. The solution should allow the author to create customized con-
structs (missing from IHTML) without escaping from the authoring language (as
IML requires by backing up through TROFF to ISE). Such a solution is achiev-
able by consideration of what is to be gained by adding functionality at the
markup level. In the following paper, we present one possible solution: Noema.
Noema is a hypertext metalanguage that generalizes IHTML in describing inten-
sional hypertext. The three main ideas underlying Noema are: the unification of
hypertext and versions, the use of versionable XML-like entities (and the version
changes in pieces of a hypertext file) and the implicit dimensions as a substi-
tute for state. We describe each of these concepts below and conclude with a
discussion of future work.

3 Introduction of Noema

As demonstrated above, a concern with IHTML is the absence of markup reuse
and of textual manipulation of versions. The missing features are not as general
as programming functionality, nor do we need the imperative paradigm with
states and the like to implement them. However they are very broad to be im-
plemented by defining new constructs, because our ultimate goal is generation
of specific markup from generic markup (that is, certain text manipulation fa-
cilities)1.

In this section, we propose a different approach to the problem. The goal for
our design is to create a meta-language (not necessary an HTML, or IHTML
superset), that is going to encompass the enhanced handling of versions we
require:

– Manipulation of versions as hypertext
– Text reuse in a parameterizable fashion
– Some notion of state
– As friendly to the author as possible; markup rather than imperative

In the following sections, we present the design of Noema, such a meta-language.
It is important to note here that this isn’t a complete presentation of the lan-
guage. Many design details have been deliberately left out. The focus here is on
the ideas that underlie the design and Noema syntax is meant to help demon-
strate these ideas in a more concrete way. The ideas under discussion are:

– Use of hypertext to denote versions: We will exploit the tree-like structure
of hypertext to express the tree-like structure of versions. In this way, we
may use both interchangeably and this results in a nice uniformity when it
comes to parameter passing.

1 Arithmetic may be regarded as text manipulation too
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– Versioned entities: Entities are an XML concept missing from HTML and
IHTML. With entities one names a piece of hypertext to be used several
times in the document. What we are going to define is versioned entities. This
makes Noema be to IHTML what XML is to HTML. Versioned entities can
be seen also as parameterizable entities, because we can invoke any version
of an entity we want. Versioning is enough to pass parameters, so we will
not use any novel machinery for that.

– Implicit versions as a substitute for state: An invocation of an entity generally
implies that we are going to use a specific dimension in our version space
as “state”. We make the existence of this dimension implicit and this choice
makes the language strictly more expressive.

Noema is a metalanguage that describes hypertext. A Noema file prescribes
various version-dependent hypertexts. We therefore need two levels in our lan-
guage: that of meta-hypertext, and that of literal hypertext. Our conventions
will be the following:

– A Noema file consists of a declaration section and a meta-hypertext section
(divided by %%).

– When writing meta-hypertext we may include literal hypertext within braces
({}).

– When writing literal hypertext we may include a meta-hypertext expression
preceded by & and succeeded by ; (like XML entities)

– Special characters such as & and {} within literal hypertext, are preceded by
& if they are to be taken literally

3.1 Versions Themselves Are Hypertext

Version space in IML/ISE is currently very advanced, if compared to the first
tries in [5]. The current version space (see [7]) supports nesting, as the following
abstract syntax shows (V is the non-terminal for version, s is just any string):

V → ε | s : V | V + V

(also assume that s will be equal to the version s : ε).
This syntax is readily expressible with markup, under the following transla-

tion scheme ([V ] is the markup that corresponds to version V ):

[ε] = <!--EMPTY MARKUP-->

[s : V ] = <s>[V ]</s>

V1 + V2 = [V1][V2]

Versions are a limited form of hypertext because not all hypertext can count
as versions under this translation scheme. For example<A><B/></A> represents
version A:B. But <A><B/></A><A><C/></A> doesn’t count as a version, because
the A dimension appears twice.
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This scheme offers a uniformity, with certain advantages. For example, later
we introduce parameter passing to an entity via versioning. Because versions
and hypertext are considered the same, we can thus pass pieces of hypertext as
parameters. We can also version versions and so on.

Since we express versions as hypertext, our meta-language should have some
operators that handle versioning. To that end we also borrow the semantics of
most of the original IHTML constructs:

– cv is a nullary operator, that returns the current version
– vmod is a binary operator. a vmod b means version a modified by modifier

b (modifiers are also expressed as hypertext). We may also use it as a unary
operator, where vmod b means cv vmod b. Version modification is exactly
the same as in IHTML

– ++ stands for version algebra + and : stands for version algebra :
– (/) is the vanilla version (or the empty hypertext)
– ’ followed by an identifier denotes that version name, e.g. ’A:’B stands for

hypertext <A><B/></A>2

Note that the + operator of version algebra is not exactly the same as hypertext
concatenation, since for example it is idempotent3. Operator , denotes pure
hypertext concatenation.

3.2 Limited Scope Version Modifiers

We introduce the @ binary operator whose purpose is to modify the current
version within its scope. If a and b are meta-hypertext expressions, then a@b
denotes a at version b. For example,

{someHypertext}@(vmod someModifier)

changes the current version by someModifier so that someHypertext is evalu-
ated in the changed version. Similarly,

{someHypertext}@(someVersion)

sets the version of someHypertext into someVersion altogether. The difference
of @ and vmod and version attributes of IHTML is that in Noema we may
change the version of an arbitrary piece of hypertext, instead of just one link.

3.3 Versioned Entities

The main problem is to make text re-usable. Here’s where the entity idea comes:
we name a piece of text, so that we can reproduce the text by using only its
name. This exactly what XML entities are doing [2]. But we want more than
that: as we’ve already seen in our examples, the text to be re-used is not exactly
2 Note that we use the XML abbreviation <X/> for <X></X>
3 In general, any version is hypertext, but not any hypertext is version
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the same, but rather it depends on parameters. Adding simple XML entities
to IHTML won’t solve the problem. Instead, we need to make parameterized
entities possible. Instead of new machinery for parameters, we prefer to use
something already existing: versions. Not only does this avoid the formal clutter
by not introducing new constructs that are not needed, it also has the well known
advantages of versionning, such as the use of version refinement etc.

Noema introduces entities and entity references (in the XML sense) that have
versions. For that matter, we use the entity meta-construct in Noema, for the
creation of entities in the declaration part of a file:

entity name of entity{noema code}
where in noema code we have a Noema file again (declarations / meta-

hypertext etc.).
What is contained in this construct defines exactly what markup is going to

be generated when the entity is referenced. The markup depends on a version, so
by referencing the right version of the entity4, we get the exact markup we want.
Entity declarations may be nested, but then the inner one is regarded as “local”
to the entity definition and is not available out of it. Recursion is allowed. To
reference the entity within meta-hypertext we just use its name.

3.4 Other Primitives

Except from what we’ve shown so far, Noema also supports as meta-hypertext
numeric values (that stand for their corresponding decimal representation) and
all usual mathematical operations, and it also supports the logical operations
and, or and not. These operate on “boolean” hypertext, that is, meta-hypertext
that either equals to ’TRUE or to (/). There are comparison operators, that
return such boolean hypertext:

– Hypertext comparisons: = and !=
– Numerical comparisons: >= etc. (numerical equality and inequality coincide

with their hypertext counterparts)
– Version comparisons: version equality ˜ is weaker than hypertext equality.

The appropriate notions of version inequality !˜ and version refinement [˜
and other derived operators such as [, ]5 and ]̃ are also supported

The conditional hypertext takes a boolean meta-hypertext expression and two
other meta-hypertext expressions. Its semantics is obvious. For example:

if cv [˜ ’language:’french
then {bonjour}
else {good morning}

To get the hypertext within a tag we use get as a binary operator. a get b
gets the value of version b within hypertext a, for example
4 We can do that using the @ operator
5 Strict refinements



Noema: A Metalanguage for Scripting Versionable Hypertexts 235

(’language:’french) get ’language

evaluates to ’french. Or, similarly,

{
<GREETING>Hi!</GREETING>

} get ’GREETING

evaluates to Hi!. get will work on cv when used as a unary operator. strip is
a unary operator that strips off the outermost tag in its parameter.

Operator linkto creates a link to a Noema file described by its parameter.
We usually write a filename in braces for literacy (but the filename could also be
an arbitrary meta-hypertext expression!) and we define a specific version of the
file using the @ operator. link is a parameterless version of the operator, that
refers to the same file it appears in.

A further abbreviation: Suppose we want to create an entity a equal to the
hypertext that lies under dimension d6. We normally include in the declaration
part:

entity a { %% get d }

We may abbreviate this declaration to:

par a d;

3.5 The Drop Markup Example

The drop text effect could be implemented in Noema (figure 1)

entity drop {
par mode ’MODE;
par content ’CONTENT;
par abstract ’ABSTRACT;
par meta ’META;

%%
if mode = ’EXPANDED
then (link @ meta:’HIDDEN):{[-]} , content
else (link @ meta:’ABSTRACT):{[+]} , abstract

}

Fig. 1. The drop-markup in Noema

The few nested par’s just give convenient names to the parameters of the
entity. The value of dimension ’MODE can be either ’EXPANDED or ’HIDDEN.
’CONTENT and ’ABSTRACT contain the two versions and META describes the ver-
sion of the document to be modified, if the user clicks on the link [+] or [-].
So a “client” of the drop entity would do something like:
6 Thus i.e. we name “formal” parameters within an entity declaration
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drop @ vmod
( ’CONTENT:{Blah blah}
++ ’ABSTRACT:{Blah}
++ ’META:’MODE
)

This code says that the state of the drop markup depends on the version dimen-
sion ’MODE.

3.6 Implicit Dimensions as State

The code we created is still unsatisfactory, since we need to write all this infor-
mation about the ’META dimension (on which depends whether the markup is
“hidden” or “expanded”). It would be nicer if the inclusion of a drop markup
control within the document implicitly created such a dimension, already known
to the control, which is then able to adjust itself. That among others would
spare us the clutter of creating the ’META dimension ourselves in the previous
example.

To achieve this we introduce the implicit dimension concept. Each reference
to an entity in the document implicitly creates a new version dimension which
can be used to change the status of the document. We access this dimension
within the entity definition by i(x) where x will be the entity name. A command
this(x) re-invokes entity x using the same implicit dimension. The drop markup
example is now as seen in figure 2.

The point of this example is, apart from showing the actual Noema code,
to demonstrate that it is very easy to write a Noema entity definition. When
defining an entity, unlike in IML, the user has at his or her disposal the full
power of the language7. The language is only one and it is the same for both
definitions and invokations of entities. The definition syntax is also considerably
less cluttered than the IML counterpart. It is therefore believed that the Noema
framework is better in many ways than the IML front-end. It remains to be
proved that it is actually so.

Now the client is:

drop @
( ’CONTENT:{Blah blah}
++ ’ABSTRACT:{Blah}
++ ’INITIAL:’HIDDEN
)

Note that the number of implicit dimensions added is not fixed. This is
because the number of actual entities invoked is not fixed in a Noema document:
it is a variable that depends on the version, as shown in the code below:

entity multiply {
par num ’NUM;

7 In IML, we either don’t have ISE at our disposal, or we have to resort to programming
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entity drop {
par initialmode ’INITIAL;
par content ’CONTENT;
par abstract ’ABSTRACT;

%%
if get i(drop) = ’EXPANDED
then (link @ vmod i(drop):’HIDDEN):{[-]} , content
else if get i(drop) = ’HIDDEN

then (link @ vmod i(drop):’EXPANDED):{[+]} , abstract
else this @ vmod i(drop):initialmode

}

Fig. 2. The drop-markup with implicit dimensions

par markup ’MARKUP;
%%
if num = 0
then (/)
else markup ,

multiply @ vmod ’NUM:(num - 1)
}

This construct is given a markup m and a number n and its output is n consec-
utive copies of m. n may depend on version, so there is no way for the author to
determine how many entities s/he has in the document if it contains a multiply.

3.7 The Slide Example

Figure 3 is how we do the slide example in Noema utilizing everything intro-
duced so far8. We notice that it takes a very short and easy definition to create
something impossible in IHTML and very hard in ISE. The difference from ISE
lies at the functional-like approach of Noema which makes the definition of the
construct more natural and compact. This is also true for the previous examples.

4 Conclusion

Noema as presented focuses on and achieves improvement which the IML com-
munity has sought for versioning hypertext:

– First, Noema is an authoring language as opposed to a programming lan-
guage. It is not all-capable, so it cannot perform tasks unrelated to web
authoring and potentially harmful. It is not as involved and complicated
as a full-fledged programming language. However, its functionality has not

8 This example specifies a series of slides found in jpeg files, where the name of the
file for slide X is “prefixX.jpg”, where prefix is a parameter to the slide entity
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entity slide {
par prefix ’PREFIX;

%%
{
<IMG src = "&prefix , get i(slide);.jpg" /><P/>

} ,
(link @ vmod i(slide):(get i(slide) + 1)):{ Next }

}

Fig. 3. The slideshow in Noema

been compromised. Text reuse, parameterization, recursion and states are
supported.

– Versions and hypertext are considered the same in Noema. The flexibility
gained by this syntax unification is very important. A version may con-
tain hypertext in it (we saw that in the drop markup example where the
<CONTENT> and the <ABSTRACT> versions are full-fledged hypertext) and
parts of hypertext may be used (or compactly written) as versions. Versions
can themselves be versioned.

– Noema allows for parts of the versioned document to have different versions.
It also allows XML-like entities. The combination of these features offers
everything needed for fully parameterized hypertext

– Noema can be viewed as a language that prescribes how a hypertext docu-
ment is going to be, independent of the target language, that could be for
example XML.

– Another idea introduced in this paper, somewhat orthogonal to the previous
ones, is the concept of implicit dimensions. We saw that the effect of this is
that entities within a document are given state. Since the number of entities
invoked in a Noema document depends on the version, the version space is
not definable in authoring time.

– Noema can be a substitute for TROFF macros. Its syntax is more readable
than TROFF. In the Noema framework, there is but one language. In IML,
if one needs more than what is already implemented, they might need to
resort to a second language, ISE.

The next step should be the creation of a formal specification for the language
and an efficient implementation. From the language design point of view there
is more work to be done to study the strengths and weaknesses of the language
and to discover new ways of using it or new properties of interest and areas of
improvement. As far as applications of Noema are concerned, it seems that it has
potential to be used as a versioning tool for XML, for example XML components
of software systems, taking versioning back to its roots, where it was designed
for software component versioning.
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Abstract. The Information Ecology project at DSTC is constructing
a Social Portal. This article explains what we mean by a Social Portal,
what user needs we believe we are serving by building one, what research
goals we think we are serving and how we intend to go about it.
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1 Introduction

The Information Ecology project at DSTC is an interdisciplinary programme
investigating how to improve the interconnectedness of the online experience.
One of our goals is to enable software to better exploit the broad context (both
within the computing environment and beyond it) of the execution of a user
command. We intend to investigate ways in which software can appear more
integrated with its environment by exploiting context more effectively.

Several kinds of context are initially appealing and this paper describes initial
work in studying one kind: the patterns in people’s social interaction with each
other. The complexity of studying human interaction is great enough to have
spawned several entire academic disciplines[1], so we have attempted to narrow
our scope. We are interested specifically in what can be done with information
about the people with whom our user communicates electronically.

Our initial approach is to gather that information by providing an application
which supports communication with a list of contacts and use that as a way to
capture information. Based on this data we want to answer several research
questions that are outlined in Section 8. For this to be useful as a research tool,
we need an application which people will use for a significant proportion of their
communication, therefore:

– it should serve a known need
– it should be more effective than existing solutions
– it should be primarily web-based to minimise the barriers to adoption.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 240–252, 2002.
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These criteria led us to the notion of a “social portal”. Section 2 defines
this notion. Section 3 describes how this relates to user needs. Section 4 offers a
critique of existing kinds of portals. Section 5 suggests how socially contributed
information may be included in a portal design resulting in a kind of social portal.
Section 6 contrasts the social portal with web-based shared workspace systems.
Section 7 describes the design of the system and the field tests. Section 8 outlines
the research we want to conduct when we have an appropriate user community.

2 What Is a Social Portal?

Portal sites such as MyYahoo!1 or Lycos2 or MyNetscape3 attempt to pull all
information of interest to the user together in one place. This information is
usually organised as channels of information on some topic. Users can typically
personalise the channels they see in a portal. For example, users can choose to
see channels from newswire services such as Reuters4 alongside stock portfolio
channels, TV listing channels, horoscopes, weather, and so on.

By putting all information of interest in one place, these sites serve the user
by providing a convenient starting place for accessing information of interest and
keeping up to date with that information.

Although portal sites aim to put everything the user is interested in together
in one place, in fact many interesting sources of information are omitted. Portals
may include newswire news, but they rarely put these next to a channel about
your sister’s family news or a channel containing discussion of your company’s
new strategic direction.

We are building the Social Portal to investigate portal-style presentation of
information from social networks. Rather than solely relying on general channels
that may meet the user’s information needs, we are building a system (described
in Section 7) that also uses social context to recommend information.

Individuals can use the system to send messages to social contacts such as
colleagues, friends and family. The receivers of this information can personalise
the portal to see the contributions of their friends alongside traditional portal
channels.

We wish to be clear that we are discussing an evolving, web-based prototype.
The initial version simply focussed on sending channels of messages to social
contacts. It also included a simple interface for personalising your view of received
channels. Later versions will include access to traditional portal information
sources.

1 http://my.yahoo.com
2 http://www.lycos.com
3 http://my.netscape.com
4 http://www.reuters.com
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3 How Do Portals Serve the User?

Portals provide customisable interfaces for displaying multiple channels of infor-
mation items on some topic. Users are given control over which channels they
see and can customise how they see those channels.

Portals often provide a large number of fixed channels for the user to choose
from. The sources of items in these channels range from newswire services such as
Reuters, other portals, automated information feeds such as stock price reports,
individual authors (newspaper column style), or professional editors collecting
information of interest.

Portals attempt to pull all information of interest to the user together in one
place. The popularity of portal sites suggest that having even some of the user’s
information streams in the one place serves the user well. Portals give the user
a convenient starting place for accessing information of interest and provide a
convenient way to keep up to date with that information.

A less obvious advantage of the in one place approach is that such systems
can understand the user better. Recommender systems[2] are portal-like tools
which recommend information to the user based on their understanding of the
user’s information interests. This understanding is built up by observing the in-
formation the user manipulates. If users access all of their information through
the one place, these systems can make better observations and hence more tar-
geted recommendations.

We also believe that the portal presentation style can help users better struc-
ture their information space. Some portals allow channels to be constructed from
multiple information streams. For example, MyYahoo! allows the user to con-
struct a European news channel by selecting information sources on German,
Swiss, Danish, Spanish, French, etc news sources. A social portal would allow
construction of channels with information from existing portal channels and
other people you know. For example, the user could construct a “Corporate
Strategy” channel consisting of information from the corporate news feed, their
organisational unit’s discussion forum and personal emails on the topic.

4 A Critique of Portals

Portal channels serve the whole channel audience. Decisions about what items
are recommended to the channels are made based on a profile of the channel
audience. The channels serve the group rather than the individual. This results
in the recommendations within a channel being high-level, broad information
that does not always target any individual within the channel audience well.

Horizontal portals, also called mass-market or broadcast portals, such as Ya-
hoo! or MyNetscape particularly suffer from this targeting problem. They pro-
vide channels of broad interest to large demographics (such as newswire services).

Vertical portals or community portals address the targeting problem by pro-
viding access to fewer channels on a particular topic or targeted to a particular
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audience. For example, Slashdot5 provides “News for Nerds - Stuff that mat-
ters” and Redherring.com6 is an online companion to Red Herring magazine,
providing information on technology business.

Although vertical portals have more targeted channels, they still rely on a
broad understanding of an audience and so do not always contain exactly the
information and only the information of interest to a user.

Enterprise portals are portals that operate within an organisation. They ad-
dress the targeting problem with channels containing information drawn from
within the organisation. They can provide access to more targeted information
such as corporate calendars, internal memos, and even personal information
sources such as email and personal schedules.

Enterprise portals only contain organisationally accredited information. They
tend to reflect a static view of the organisation. There is rarely support for infor-
mation exchange between individuals or groups that have no official existence.

Fundamentally, the shortcomings of existing portals arise from the portal
having limited knowledge of the individuals that they serve. The only knowl-
edge of the users is from generalisations of the demographics, whether it be an
editor or author’s understanding, or a machine’s statistical understanding of the
audience.

In summary, portal software works well as a presentation paradigm for show-
ing all the information that the user needs in one place. The portals that we have
investigated have limited representation of information sources. An important
source of information that we feel is neglected by current portals is the people
you know.

5 Adding Social Information

Users already receive information of interest via their social relationships. In-
formal observation suggests that this is via email, either personally or on group
mailing lists, via instant messaging systems such as ICQ7 or Yahoo! Messen-
ger8, via discussion fora such as Usenet News or Topica9, and occasionally via
references to web pages containing news, writing, pictures and links to sites the
author thinks are interesting.

Sharing information, particularly digital information like text, digital pic-
tures and web links, is a process particularly amenable to digital media streams
such as these. One main issue for the receiver is that it is difficult to see all of
this information in one place. Although many portals support access to email,
discussion fora and messaging systems, they do not provide a unified view of
these media streams. Traditional portals do not allow users to place new email
messages in a portal channel alongside a Reuters world news channel, alongside
5 http://www.slashdot.org
6 http://www.redherring.com
7 http://www.icq.com
8 http://messenger.yahoo.com/
9 http://www.topica.com
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a channel of ICQ messages from their distributed colleagues, and so on. Instead
the user must move into different sections of the portal to see these different
media streams.

The prototype we are building will eventually let the user see much more
information of interest in one place, including information from social contacts.

6 Portals and Shared Workspaces

A social portal has some similarity to a web-based collaboration system such
as BSCW [3]. Web-based collaboration systems provide users with the ability
to create different workspaces, to invite other users into their workspaces and
eventually to share information of interest such as URLs amongst each other.
They therefore potentially mimic social portals whilst being functionally more
comprehensive. In spite of these similarities social portals differ from such web-
based collaboration systems in two major ways.

First, shared workspaces and social portals are based on different metaphors.
Shared workspaces in general, implement a notion of space. In order to manage
and structure access to shared information and interactions these systems pro-
vide different views on shared resources. Systems based on the commonly used
room metaphor, such as Rooms [4], Moksha [5], TeamRooms [6] or DIVA [7]
allow shared artefacts and activities to be located and performed in distinct
locations within the system. Other systems based on closely related structural
metaphors e.g. folders in GroupDesk [8] or containers in PoliAwac [9] provide
similar functionality.

While this approach is suitable for supporting the different specific needs
of working groups and single users it is rather too complex when it comes to
handling the single task of sharing recommendations in a lightweight and flexible
manner. Social portals however follow a portal metaphor, trying to bind as much
relevant information as possible in one place. While the range of functionality
supporting the cooperation of users within different groups is somewhat limited
in comparison to shared workspace systems, social portals allow users to grasp
relevant information without the need to browse between different workspaces.
A one-place approach seems to be particularly suited to representing ephemeral
information like recommendations or other frequently changing and dynamic
information.

Second, the structured nature of shared workspaces often restricts the cus-
tomization of their user-interfaces. While these systems allow for a wide variety
of adaptations of workspaces on a functional level (access rights, group members,
media types, etc.), the appearance at the user-interface is commonly prescribed.
Portals in comparison genuinely support adaptations of the appearance of the
system. Since all information is gathered basically in one place the selection
which information has to be presented as well as where it has to be presented
becomes crucial.

To sum up, the subdivision of work into shared workspaces imposes additional
navigational effort on the user and often adds restrictions to the customization
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of the user-interface. This additional effort may be well justified in view of the
complex task of supporting cooperation in multi-group environments. In order
to support the sending and receiving of recommendations, social portals seem
to be a leaner approach which allows users to perform this particular task more
flexibly and efficiently.

7 Design Approach

Our design approach is both synthetic and user-centred.
Synthetic, because we designed the initial version of the Social Portal by

immersing ourselves in as many existing web applications as we could. The design
that resulted is a synthesis of functions that we had seen in various systems that
fill a gap that we perceived.

Our approach needs to be user-centred because we are grounding our research
activities in data obtained from real social networks. The system has to capture
a large amount of social network information to provide the necessary data.
Therefore, it needs to be an application that a lot of people will use regularly,
in place of their existing methods of sharing information through their social
networks.

We sought an initial, plausible design based on our own intuitions and worked
toward producing a viable implementation which we could field test.

Following the results of the field test we sought to improve the design by
engaging our user community more closely in the design process by using the
Extreme Programming methodology[10].

This section outlines that initial design, the conduct of the first field test and
our decision to use Extreme Programming.

7.1 Initial Implementation Design

The initial system was based on the common portal metaphor of an online news-
paper. Rather than receiving news items from a wire service like Reuters in this
newspaper, users would receive recommendations of web pages from other users.
Like many online newspapers, the Social Portal organises items into channels,
one channel for each topic contributed by a given user.

The reverse-side of this design is that each user can make up channels about
topics they would typically share and send recommendations to friends or col-
leagues using these channels.

So, the initial version was based on these two basic notions: recommendations
and channels.

Recommendations had a title, a URL (for the thing being recommended), a
description and a sender and date. Users soon worked out that they could omit
the URL and just use recommendations to send a text message as a news item.

Channels are a conduit from their sender to a group of receivers. Each channel
associates a set of recommendations on a common topic (in the opinion of the
sender) with a set of receivers.
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Each receiver had a page consisting of all the channels they had been sent.
They had the means to rearrange the order of the channels in a two-column
layout. Figure 1 shows the page of channels. There are three channels shown:
“Interesting Systems” and “Research Stuff” recommended by the user timbomb,
and “Database” recommended by the user eggplant. The visual design of this
page was heavily influenced by MyYahoo!.

Fig. 1. The Channels Page

In addition to receiving recommendations via the web page, users could
choose to receive asynchronous notifications via email or via an asynchronous
notification system, the Elvin tickertape [11], produced at DSTC.

Before describing the field test, it seems prudent to summarise some of the
things the system did not do. This list is created with the benefits of hindsight,
but their omission may not be obvious.

– The users could not send any recommendations without creating a channel.
– The system had no facilities for communication other than the channels,

so users could not discuss recommendations they had been sent and giving
feedback to the sender was difficult.

– Users could not add themselves or each other to channels they did not own.
– There was no way to discover what channels were being published.
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Although it was obvious to us that these omissions would cause problems,
we felt it was important to settle on a simple design and be led by our users in
judging which omissions were most critical.

7.2 Initial Field Test Conduct

The initial field test was performed within our organisation. In order to involve
users in the design process as early as possible we used an early prototype which
was reasonably stable, but had limited functionality.

Subjects. We designed the system with a “viral” model of promotion. Whenever
a recommendation was sent to someone who was not a registered user, that
person would be sent an email inviting them to register. We extended this virus
metaphor, so that new users had to be invited before they could register.

We were interested in how far the system would spread within a community
if we released to a small sub-group within that community.

We initially targeted a group of 10 users within our own organisation, across
several different groups within the organisation. The group consisted of several
research staff, one administration worker, two marketing staff and a number of
programmers.

Deployment. We installed the system within the organisation’s internal net-
work and placed restrictions within the system to prevent users from sending
recommendations to anyone outside the organisation.

In addition to the basic system functions we added help functions and feed-
back forms for bugs and feature requests. All users were encouraged to report
bugs and communicate requests for new functionality via the system. We choose
electronic feedback in particular since our users were distributed over three dif-
ferent sites within Australia.

The help functions and a communication channel from the developers to
the users (announcements) were represented as channels within the system and
provided to every user.

We conducted no initial user training in order to test whether the system
usage was intuitive.

Data Gathering. We gathered data in three forms:

1. System Logs – The system logs every action the user takes in the system
(users gave consent to this before registering),

2. System Feedback – the feature request Wiki and the bug tracking system
collect some concerns that users felt strongly about,

3. Semi-structured Interviews – we conducted face-to-face and phone in-
terviews with six users after they had been using the system for two weeks
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Results. In this initial field test, we were effectively conducting an acceptance
test: was the system adequate to support the user group’s information sharing
needs? Could it form the basis of a popular system we could use to collect the
data that we need?

Consequently, we mostly used the system logs to examine:

– how often users used the system
– how many registered to use the system.

The results of that examination appeared to be that initially the system
enjoyed a brief burst of popularity, there were a lot of registrations and a large
proportion of the users logging in daily. Interest soon waned and use of the
system became very irregular, with only one or two users logging in each day.

The graph in Figure 2 shows how many users logged on each day during the
trial period in comparison to the total number of registered users. The burst of
initial activity can be seen in comparison to the erratic use of the system towards
the end of the trial period. The small, regular periods of no activity from the
users correspond to weekends.

Fig. 2. A graph of system usage.

We took this to mean that the system essentially failed the acceptance test.
Examination of the system feedback and the design of the interviews were aimed
at discovering why.

Many comments from users concerned usability improvements: more effective
ways to layout and manipulate the channels page, better conceptual structure
for pages, clearer layout and language for less frequently used functions. Some
users requested the ability to send recommendations to ad hoc groups without
defining a channel first.

But the most striking theme in the user feedback was the desire to have more
communication with other users. Users requested features such as:

– the ability to find users and channels that were previously unknown, effec-
tively using the system to extend their social network,
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– the ability to give feedback, via comments and via ratings, to the sender of
a recommendation,

– the ability to send recommendations to channels started by other users,
effectively turning the broadcast-style channel into a discussion forum.

In reflecting on the feedback from this initial field test we decided that the
fundamental design of the first implementation contained serious errors, so we set
to redesigning it. Rather than attempting a complete redesign and redeployment,
we chose to keep the system in service and roll the new design in piecemeal.

Once we believe, based on our feedback, that the users in this initial group
are served adequately by the system we intend to extend our field-testing to new
user communities and continue gathering feedback.

In responding to the feedback from the field test, we decided to adopt the
Extreme Programming methodology (XP) [10], which guarantees the close in-
volvement of users and efficiently focuses on specific user needs.

7.3 Adding Extreme Programming to the Development Process

XP has several implications for the way users are involved in the development
process. XP is characterized by a continuous process of planning, designing,
coding and testing. Users have a customer’s role within that process. They are
an inseparable part of the design activity.

Users continuously trial successive versions of the system while it is under de-
velopment. Based on their experiences with the system, users write “user-stories”
to state problems or wishes, and optionally provide suggestions for solutions. The
planning for the next release of the system is based on these user stories. Users
(in their customer role) and developers meet regularly in order to discuss the
further development of the system. Developers outline the coding time available
until the next release. Customers then negotiate between themselves as to which
features or problems they wish to have integrated or solved within the next sys-
tem release. After the specified user stories have been implemented, customers
take part in a second feedback loop - the system testing. Discussions between
the developers and their customers establish whether the requirements have been
accommodated by the system. In the event of customer dissatisfaction, the task
will be resumed in the next iteration.

XP is a practical approach resembling several participatory design method-
ologies [12] such as rapid prototyping or evolutionary software design [13]. It
attempts to diminish the gap between requirement gathering and modelling by
actively integrating the user into an iterative design process. We have enhanced
the original methodology in several aspects. We introduced a design-customer
role and a new-user customer role to address two common problems that arise
during participatory design processes.

The design-customer suggests modifications that are based on research or
design knowledge. The role was introduced to address the common problem
that users, to some extent, suggest functionality that is “well-known” from other
applications. The design-customer role thus enables the integration of new design
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ideas into the process to give users new options for solving particular problems.
The role can be performed by several actors at the same time and is negotiated
among these actors.

The new-user customer role addresses the problem that users who are in-
volved in the design process, gradually become designers themselves. While this
can be beneficial in some respects, these users then lose their ability to see the
system from the perspective of a new user. The new-user role is performed by an
actor who continuously gathers usage data from new users and feeds the resulting
user stories into the design process. The ongoing involvement of experienced and
new users, as well as the integration of design aspects provides a well-balanced
design environment to suit a broad user base.

We hope that these changes to our development process will improve the
usability of the system and its suitability for the needs of our target user groups.
This in turn helps support our longer-term research goals by providing us with a
sustainable user community who are strongly involved in the system’s evolution.

8 Future Work

The long term goals of the Information Ecology project are to study how broad
context can be used to improve a person’s information experience. The research
and development reported in this paper is aimed at capturing and using social
context to this end.

To gather useful data, the tool must be a popular application that supports
and uses social networks. We intend to improve the popularity of the tool in
two main ways: by increasing tailorability and by including the ability to access
social recommendations made using other tools.

Because portals gather information in the one place, tailorability of informa-
tion presentation becomes a critical user issue from the outset. Our prototype
already provides some presentation tailorability: channels can be moved around
on a page, and the user can choose how they are notified about new information.
We intend to investigate moving presentation tailorability outside the system by
allowing social portal channels to be embedded in any HTML page. This may
be achieved by offering users purpose-built HTML that can be embedded in ex-
isting web pages, or by providing the social portal as a web service using one of
the emerging web service protocols [14].

Current user feedback suggests that many users make social recommenda-
tions using existing systems such as email, SMS, chat tools and so on. Some
users have indicated that they would find the prototype system more useful if
it provided access to these other vectors of social recommendation. We intend
to investigate the integration of social recommendations from these systems into
the prototype. We wish to be clear however that we do not intend to replace
these existing recommendation tools. Rather we wish to improve the popularity
of our tool by providing access to these other types of social recommendation.

Once we believe, based on our user feedback, that we have developed a pop-
ular application that supports social networks we intend to instrument the tool
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to gather data on how, when, and to whom people make recommendations using
the portal. Based on this data we intend to investigate a number of research
questions, including:

– Portals attempt to provide the user with a unified view of all information of
interest in the one place. Is it possible to provide a unified view of socially
recommended information alongside traditional portal channels? What other
sorts of information can be effectively viewed in a portal channel model?

– Can we use the system’s understanding of social networks to improve the
information seen in the portal? That is, can social context be used to improve
recommender systems[2]? Can recommender systems be used to improve
social context or cohesion?

– How do social networks change over time? How do they relate to other
collections of people, such as organisational units or online communities[15].

– Can we support emergent groups in a system that does not explicitly encode
the notion of group? Can we gradually introduce notions of group into the
system, guided by user requirements and our grounded design process?

With these research questions as guides, we intend to introduce two major
pieces of functionality into future versions of the system: integration of tradi-
tional portal information and increased support for groups.

Providing access to traditional portal information sources is essential for ad-
dressing the first of our research questions. We hope it will also improve the
popularity of the system. The web portal community already freely syndicates
a wide variety of portal information using the RDF Site Summary (RSS) for-
mat [16].

Our experience building other CSCW systems [17,3] was that the notion
of group embdedded in those systems often did not reflect the reality of the
groups using the system. For that reason, our prototype deliberately does not
have an embedded notion of group. Instead the prototype allows communication
between individuals who may or may not be in groups. We wish to investigate co-
development of a system with our user community that gradually supports more
and more specific and cohesive notions of group. We hope that our grounded
design process can help achieve this goal.
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Abstract. This paper identifies needs for communities at web shops.
Different types of communities are classified and rated according to their
value for e-commerce sites. Three virtual stores and one external instant
messaging and presence tool are observed regarding their community
support. All these solutions have deficits in means for establishing the
community (partner finding) and starting direct synchronous interac-
tion. The GAMA-Mall system, which is presented in the second part,
aims to fill this gap. It is a prototype that enhances partner finding and
collaboration in a virtual bookstore like Amazon.com.

1 Motivation

This paper proposes an architecture that supports online communities between
customers of a web shop. Although many e-commerce web sites have included
basic community support, such as newsgroups or contact facilitation (using elec-
tronic mail), it is not yet reasonably stated why online communities are impor-
tant in the area of business-to-customer e-commerce.

One possible answer can be drawn from findings of history. Hardach and
Schilling have provided a cultural history on market places [12], which shows
the role of social interaction in commerce. Besides the exchange of goods, people
exchanged ideas and information on these markets. Consultancy and politics
took place at market places as well as scientific and philosophic discussions.

Along with the evolution of financial markets, the industrialization, the stan-
dardization of goods, and the specialization of dealers, it became less important
that the goods were present, to sign a sales contract. In addition, the improved
postal system reduced the need for face-to-face meetings. Thus, the social factor
started to vanish from the markets. Open-air markets became rare and were
replaced by small stores in the villages.

Virtual market places reduce stores mainly to the presentation of goods.
Other customers and salesmen are no more co-located in one store. They don’t
feel the presence of others and social contacts are not established in the store.
Even though many customers prefer the anonymity of virtual shops, there are
also customers who would prefer to meet other people in the virtual store.1

1 Evidence for this group of customers is given in Section 3.2 of this paper.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 253–265, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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We propose to compensate this lack of social contacts and social interaction
by means of virtual online communities. As Preece points out, many “owners of
[e-commerce] sites believe that online communities serve the same function as
the sweet smell of baking cakes does in a pastry shop.” [18]. Actually, this is the
selling point for online communities in the context of electronic commerce: they
should “increase stickiness (customer loyalty), [and] viral marketing (word of
mouth), reduce [the] cost of customer acquisition, and drive higher transaction
levels.” [26]

The paper consists of two major parts: The first part will provide an anal-
ysis of community types and their applicability for electronic commerce. In the
second part, a system architecture is proposed, which goes beyond current e-
commerce solutions and enhances the support for communities with respect to
contact facilitation and synchronous interaction. The resulting system architec-
ture is explored and applied using the virtual bookstore www.Amazon.com as
an example application.

2 Different Types of Communities

Preece [18] defines online communities as a set of “people, who interact socially as
they strive to satisfy their own needs or perform special roles, such as leading or
moderating.” These people share interests or needs, which make up the purpose
of the community. They use group policies such as rules and assumptions to
guide social behavior and computer systems to mediate the interaction.

Taking this definition, an online community is much more than just keeping in
contact by means of e-mail. If e-commerce sites should be turned into community
sites, then they have to assist customers to find common goals or purposes, make
them explicit and feel as a part of a the community. There have to be ways of
interacting with other customers and sensing their presence. In other words,
customers should not feel, as if they were browsing an empty shop [16]. And
finally, there has to be an incentive to return to the community (otherwise,
there is no social binding).

An increasing number of e-commerce companies has realized that virtual
communities can become very binding, if they reach the phase of social involve-
ment (e.g. [24]). According to Chapman [7], frequent interaction among the
community members is very important to reach this stage of social involvement.

There are different classifications of communities. Most classifications distin-
guish at least communities of interest, communities of purpose, and communities
of practice (cf. [6,7,16]).

Members of a community of interest share the same interests in a topic
(and often a common background). Examples are discussion groups on televi-
sion shows or people interested in planets of the solar system. Some authors
(e.g. [6]) also define communities of passion, which are very close to commu-
nities of interest. The difference is that the members are more involved in the
community’s topic up to the point where they become passionate advocates. Ac-
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tually, a community of interest can become a community of passion. An example
is the discussion group on a TV show that became a fan club of the show’s host.

Communities of purpose consist of members who share a common (short
term) goal. For instance customers at a virtual bookstore share the goal of finding
and buying books. They all have to go through the same process (i.e. selecting
the item and checking out) and they can help one another reaching the goal.
Thus, the community of purpose has a functional purpose and it may dissolve
after the goal is reached. In contrast to communities of interest, the members
don’t necessarily share the same interests and therefore, they are not likely to
start activities that exceed the community’s purpose [6].

If the members of a community share a common profession, they are called
communities of practice. Their members reflect on the way, how they perform
their tasks and enhance their ways of work in a community learning process.
Since the community’s topic is the member’s profession, members are normally
highly involved in such communities. Concrete communities of practice are for
instance Smalltalk programmers who meet in a Smalltalk users group to shape
the process of programming. In some cases, it makes sense that the community
is established by the merchants. Given the example of the Smalltalk users group,
the main vendor has been heavily involved from the beginning. The well known
experts are employees of the company and their involvement in the online dis-
cussions is beneficial for both parties (customers and vendor): the customers can
get help from the experts and the vendor can steer the discussion regarding his
business plans (carefully up to a specific degree; too much advertising would put
off the customers).

Marathe [16] adds another type of community: a community of circumstances,
which is defined by common circumstances such as current life situations, e.g.
children reaching the age of puberty. Interaction in these communities is often
personally focused and third parties are not involved in the community. There-
fore, these communities may not easily be influenced, but they can lead to a
strong binding to a seller, if this seller is present in important life stages.

Each of the communities is valuable for customers and vendors in an e-
commerce setting. Especially the community of passion and the community of
practice are of high value for electronic business, since they have a very strong
binding and promise strong customer needs. For a very specialized market it is
very promising to engage in a community of practice. Merchants with a very
broad range of goods (and therefore no common practice) should rather aim
to establish communities of passion or communities of interest (with a product
centered focus).

3 Interaction and Communities in Existing Shops

After the different types of communities were discussed in the last section, they
will now be related to existing e-commerce sites. For that reason, three virtual
stores that support communities are considered. A short discussion on the appli-
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cability of external solutions and a set of requirements for communities at web
shops conclude the first part of this paper.

3.1 Virtual Stores

The virtual bookstore at Amazon.com aims on establishing communities of in-
terest. With each displayed item, the system shows what other users who also
bought this item have also bought. The displayed item serves as a basis for find-
ing peers who share the same interest in the item. The peer’s shopping history is
then used to provide customized advertisements [15]. The only information that
end users gain from the peer shoppers is the recommendation of articles. There
is no information revealing the identities of peer shoppers, what prohibits direct
communication between these shoppers.

The only way to get more involved in the community, is to create reviews.
These reviews are attached to the item and (if the user has provided a profile)
can serve as an access point for tighter communication. The communication has
to take place using external tools, since Amazon.com does not provide communi-
cation channels between the users. The next step in involvement is the creation
of a personal booklist and a personal profile. Users enter a description of their
(virtual) self and comment the books they like. They can also create buddy lists
at their personal page. The pages may contain e-mail addresses and shoppers
can get in contact with this information. However, the problem is that the search
for other (possibly) interesting users is decoupled from the search for products.

To reach a better support for a community of interest (or even a community
of passion), the pages would need means for direct (synchronous) interaction
between participants. These can include communication tools (such as a chat),
collaborative review facilities, or a collaborative browsing engine. There is also
a lack of presence information. All pages seem empty when entering the store.

The second hand bookstore justbooks.com allows users to sell their used
books. Sellers enter information about the book often containing a personal
comment. Customers can then search for the book and read the seller’s recom-
mendation. Both, customer and seller, share a common interest, since the seller
has read the book before. If the addresses of the sellers would be revealed on
the page, they could establish tighter cooperation regarding the topic (such as
consultancy). The problem is that justbooks generates revenues based on the
books that are really sold. If the company would encourage direct communica-
tion between sellers and potential customers, it is very likely that they will trade
the books without paying justbooks any fees. Therefore, there is no intended
way to form a community around specific books or booklists.

Identities of customers and sellers are revealed, when the book is sold. At this
time, they can exchange messages directly. In some cases, the following inter-
action may exceed the intended exchange of delivery instructions: for instance,
users can start discussions on the book’s content or customers may ask the seller
for other interesting books in the same area. Up to now, justbooks forms a com-
munity of purpose. But the two examples show that it has the potential to form
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a community of interest, if the borders regarding personal communication are
removed.2

The virtual clothing shop LandsEnd.com provides tools that allow two or
more customers to browse through the shop together. Therefore, one user opens
the collaborative browsing tool (which is provided on the web page) and starts
a new browsing session. If the second user wants to join the session, he enters
the session key that he got from the first user (exchanged by an external com-
munication system). From then on, all browsing activities that take place in the
browser, from which the collaborative session was launched are coupled. When-
ever one user follows a link, this navigation is also performed in the other user’s
browser. To communicate, the users can use an integrated chat tool.

LandsEnd includes very expressive tools for synchronous collaboration, but
the collaboration requires customers to know one another in advance. Thus it
does not encourage community building: When combined with integrated means
for meeting other customers or forming new groups, this tool could strengthen
a community because of the shared experiences.

3.2 External Solutions

Besides integrated solutions, there are external solutions such as instant mes-
saging tools that help customers to be aware of other users. While traditional
instant messaging tools filter awareness information based on buddy lists (e.g.
AOL Instant Messenger [1] or ICQ [13]), there are instant messaging solutions
that also use the users current position in the web. For instance Odigo [17] is
an instant messaging solution that shows, which other (possibly unknown) users
are at the same page or at the same web server.

The Odigo client was used to conduct a short survey and find out, whether
or not users of the tool would like it to be contacted by visitors of the same
bookshop, they were currently visiting. For this purpose, an Odigo client was
launched and in the browser was pointed to the welcome page of Amazon. Odigo
then noticed other users, who also entered the Amazon server. These users were
contacted with a short introduction saying that this was a survey and asking
them, whether they could participate. 42 (48%) of 86 contacted users agreed to
answer the questions. More than 20% of them were not aware that other users
could see their current position in the web. They used Odigo because it combined
different instant messaging services and didn’t know about the location logging.

One could observe a very wide range of activities: Some users were looking
for movies, some for music, and others shopped for books. The different topics
did not match for any of them. To the question, whether they would talk with
2 At the submission time of this paper, justbooks.com has merged with abe-

books.com [2] and changed its policies: Users are now allowed to communicate di-
rectly, but the new business model charges suppliers of used books at the time when
they add the book to the system. It is very likely that less private customers will
sell their books and one cannot assume that the seller has read the book. Thus, we
think that there will be no community of interest that discusses the offered books.
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customers, who were currently looking at the same books or CDs, 52% agreed
and 38% said that they didn’t want to be contacted.

The problematic issue is the notion of places in Odigo. Although many users
are visiting the Amazon bookstore at each point in time, the probability that
two users look at the same item synchronously is very low (about 1/2250 — the
calculation will be explained in the second part of this paper). On the other hand,
if all online users at Amazon.com would be displayed as possible interaction
partners, this would lead to lists containing thousands of users, which is not
very expressive.

3.3 Requirements

None of the above tools provides full support for communities of interest or com-
munities of practice. Most of them lack in means for establishing the community
(finding peers) and starting direct interaction.

A community e-commerce system should help the customers to get in contact
based on their shared interests. It should also encourage the customers to keep
the contacts alive. The buddy lists of Amazon show, how this can be achieved.
Odigo supports partner finding of unknown users, but as discussed in the previ-
ous section, the selection of relevant users is not well supported.

As pointed out in the section on communities, the community needs social
interaction to reach the stat of high social binding. Examples for social inter-
action are already realized in the system used by LandsEnd.com. Anyhow, the
shared tools need to be integrated with contact facilitation technologies to allow
new groups to form.

4 The GAMA-Mall Approach

To meet the requirements stated in the first part of this paper, we built the
GAMA-Mall3 system, which extends the Amazon.com bookstore. It is currently
in an experimental stage, which allows to assess the technical feasibility of the
system. The system will first be introduced following a usage scenario. After this,
some technical details are examined: the system architecture, and the spatial
structure of the GAMA-Mall, which allows detection of other customers who are
present nearby.

4.1 Scenario

Imagine two users, Till and Bob, who are looking for books in the GAMA-Mall
from their homes. To enter the store, Bob types the desired URL (in this case
www.Amazon.com) in his browser. The system detects that Bob is not yet logged
in to the system. Therefore, he gets redirected to a login page, where he can enter
3 GAMA-Mall stands for a Mall based on the GAMA mechanism, that is Group

Awareness based on Multiple Associations.
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a personal nickname. He then continues browsing the pages of the bookstore, as
if he was using a standard browser.

Till has also logged in to the store and started browsing books on program-
ming. He has a specific interest on enhancing the quality of code and therefore
navigates to books on refactoring. Bob didn’t actually know which book he was
looking for but he is also interested in programming. When he enters the page
on eXtreme Programming, the system indicates that Till is browsing books with
a related topic (cf. Figure 1) by adding user icons in front of the links that lead
to the related book (this visualization was also used in the software develop-
ment environment TUKAN [21]). The more red paint is used to draw the icon,
the closer another user is. Colors range from dark red to green, which can be
expressed as a mapping of the activity’s intensity to the figure’s hue.

Fig. 1. Bob’s view of the bookstore: Little indicators show him the presence of another
user (Till), who is browsing related books. The color of the figures indicates the se-
mantic distance to Till following the link next to the figure. If the figure tends to be
greener, then it connects to Till on a long path. A dark red figure indicates a direct
connection to Till. Two screenshots were combined for space reasons.
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Using the context information that is attached to the figure, Bob can decide if
it is worth following the link to Till. He can also open the collaboration inspector
(not shown), that informs him about Till’s present activities and possible tools
for tighter collaboration. Bob decides that Till’s topic is interesting for him and
starts a chat session, where Till and Bob discuss the value of redesign in software
development. During the discussion, they notice that their interests are close and
decide to continue shopping in a coupled way. Till activates the browser coupling
and from that time, they navigate through the pages together. Whenever Till or
Bob presses a link, the partner’s browser is also redirected to the new page.

4.2 System Architecture

The GAMA-Mall is implemented with the architecture shown in Figure 2. The
central part of it is the proxy server. All requests for pages of the web store from
the client are directed through the proxy. The proxy then retrieves the desired
page from the web and adds two additional parts to it, before delivering it to the
client: The awareness info and an applet, which enables the client’s web browser
to listen for update events.

To calculate the awareness info, the proxy has to have access to the shared
collaborative object space, which is provided by the collaboration server. There-
fore, the proxy is also a COAST client and the collaboration server is a COAST
server (cf. [19] for a description of the COAST infrastructure).

Fig. 2. The architecture used for the GAMA-Mall.
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The same collaboration server is accessed by the clients, if they want to
enter tighter collaboration. Whenever they request a synchronous tool, the proxy
server detects, if the client has already started a COAST client. If this is true,
the proxy just creates a shared application model for the client and the COAST
infrastructure will ensure that the client receives a new synchronous application
model at his machine (cf. [20] for an explanation of shared application models
in COAST).

The second information channel between the proxy and the browser is mod-
eled using the event demon and the event broker. They will be covered by the
next section.

4.3 Automatic Updating Browser Content

Normally, web pages are only received by clients. Whenever a client is interested
in a page, it requests the page from the server and the server answers the page.
This model is called the pull model, since the client has to pull the information
from the server. Updates can only be requested by the client. Thus, if the con-
tent changes, the client will still display outdated information. The client could
request the page frequently (polling), but this will result in a very high network
traffic (cf. [11]).

Another way to transfer information is known as push technology. In this
case, the server transmits new information to all interested (subscribing) clients,
without the necessity of a specific client request before delivery ([8]).

This approach ensures that only new information is broadcast, but it is only
suitable, if the new information is equal for all clients. If the Information differs
(e.g. in the case of personalizes shop pages), this approach would result in a
complex connection handling procedure within the proxy server.

We therefore use a third approach, which combines push and pull technology:
the push-triggered-pull approach ([10]). In this approach, the proxy broadcasts
only update events to the clients and the clients may then decide to request for
the reload of a page, after receiving the update event.

Besides the update event, the proxy can also generate load events. These
events are used to force other clients to move to a new page in the case of
collaborative browsing. Whenever the guiding user requests a new page, the
proxy will notice this and send a load event, which contains the URL of the new
page to the other members of the cooperative browsing group.

4.4 Spatial Representation

When users browse through the virtual bookstore, they get informed, who is
nearby. A simple implementation was provided by the Odigo-System, which dis-
tinguishes three different degrees of nearness: Two users can be on the same
page, they can be on the same site, or they can be at different sites.

The GAMA-Mall has a more complex notion of the space. Each artifact of
the store (books, categories, or authors) is analyzed and related to the artifacts
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Fig. 3. Complexity of connections between artifacts. Sample taken from 1900 artifacts.

that can be reached from the source artifact. The analysis is done incrementally:
Whenever a customer is interested in a page (describing an author, a book, or
a category), the GAMA-Mall-System analyzes the page’s content and searches
links to other artifacts. The links are attached with weights based on the number
of links that lead from the source artifact to the target. If two artifacts are
related by many links, then the distance between these two artifacts is very
small. Using this simple analysis technique leads to good results regarding the
semantic structure. The Author of a book is for instance always very close to
the book that he wrote. He is not so close to the book, if he is just an author,
who is read by the same customers, as the first author.

To get concrete numbers of the graph’s complexity, we parsed 1900 artifacts.
In average, each book links to 18.28, each author to 29.72, and each category
to 34.52 artifacts. The overall average number of edges is 27.5. Figure 3 shows
the distribution curve of artifacts according to their number of relations to other
artifacts.

The number of related artifacts directly influences the calculation of near
artifacts. Two artifacts are near to each other if there is a short path between
these artifacts. The larger the number of relations is, the larger is the number of
nodes found in the surrounding area. If the number of users that are present on
the web site at the same time and the number of artifacts on the site is known,
then the nimbus radius can be calculated according to the desired probability of
meeting another user.

From internet usage statistics, we know that in average 12.000 users are
visiting Amazon at each second (calculated from [14] using the numbers from
March 2001 to February 2002). Press releases from Amazon [3] reveal that the
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shop holds more than 28 Mio. items. If users should meet with a probability of
50%, then the nimbus should contain 1150 artifacts, which leads to a needed
nimbus radius rn of 3.64. Taking in account that there are peak times, where
many users visit the site (and that not all items are visited frequently), the
probability would even be higher when using the calculated nimbus radius.

5 Related Work

Most of the related work was already mentioned in Section 3. As we pointed
out, each of the solutions has drawbacks concerning the process of finding other
online customers and tight synchronous interaction.

Some approaches influenced this work from a technical point of view: The
WBI architecture proposed by Barrett and Maglio [4] uses proxies to augment
web pages according to the user’s needs. The use of proxies for collaborative
browsing was presented by Cabri et al. [5]. The approach also uses applets that
are included by the proxy to couple and synchronize the web browsers. Our
approach differs in the fact that we augment the page’s content with awareness
information to enable contacts. The CoBrow [22] system shows, what other users
are currently browsing the same page or a page in a logical vicinity. This approach
is very close to the GAMA-Mall approach, but again, the augmentation of the
pages is not done in CoBrow and thus there is no real integration of users within
the shop. Finally the CoCoBrowse System [25] aims to make use of existing stan-
dards for presence services [9,23] to track the users’ positions. These standards
ease the spreading of the system since less components are required. On the
other hand, these standards also restrict the possible information. A dynamic
analysis of spatial structures is not yet part of CoCoBrowse. Integrating the
ideas of standard based presence information with the GAMA-Mall-Approach
could be a challenging task for future work.

6 Conclusions

In this paper we analyzed existing real and virtual shopping solutions and
whether they support communities. We focused on communities of interest and
communities of practice, since these communities promise to be most valuable
for communities of customers. The analysis revealed that current community
support in electronic commerce can be extended to reach communities of prac-
tice or communities of interest. The missing parts are contact facilitation and
support for collaborative synchronous interaction.

The GAMA-Mall system aims to fill this gap by providing awareness on
nearby customers based on a spatial arrangement of the shop’s artifacts. Collab-
orative tools are integrated in the GAMA-Mall architecture to enhance better
social involvement. As the statistical findings of the prototype show, the size of
the user’s nimbus (which defines, how far nearby customers are detected) can
be adjusted to match a desired probability of signaling contacts.
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The system is currently in a state that first functional tests can be run.
However, to perform a usability study, the problem of the critical mass has to be
solved. The best way would be, to integrate the system in the real Amazon.com
store. But, since this is running business application, this will not be possible at
the current state. Therefore, we aim on performing small lab studies with users
having comparable tasks to solve, to see, whether or not customers meet in the
store and communication and collaboration takes place.

Regarding related work, it would be an interesting next step to combine the
GAMA-Mall architecture with presence protocol standards. As demonstrated
by the CoCoWare approach, this could ease the distribution of the system and
speed up the process of reaching a critical mass.
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Abstract. As short range wireless networks (such as wireless local area
networks (WLANs) and Bluetooth) become widespread, an infrastruc-
ture is emerging on which we envision advanced value-added services.
Such an infrastructure can provide access to not only services on the
greater Web but also services which are locally relevant and more tai-
lored to the user’s current context (e.g., the user’s location, the function
of a place the user is currently at, other people who are also in the same
network at that time, etc). Such short range wireless networks are con-
venient technology for the creation of location-based e-communities or
LE-communities which are counterparts of real-world location spaces.
Each LE-community provides services to users and users can partici-
pate in many LE-communities. Hence, there would be a proliferation of
services to a user available via numerous LE-communities, and these ser-
vices would continually change as the user moves physically into and out
of the range of the wireless networks (and so, into and out of their cor-
responding LE-communities). In this paper, we study the impact of user
mobility on services provided by LE-communities. Our contribution here
is a model to enable reasoning about which services can be invoked as
the user moves, and present operators for combining the services offered
by different LE-communities inspired by operators for combining logic
programs. Our model is a first step towards a programming model for
applications involving LE-communities.

1 Introduction

While an increasing percentage of the world’s population is getting connected
(almost) anytime anywhere via the mobile cellular network, there has been grow-
ing excitement over short-range wireless networking technologies [5]. Examples
of these technologies include wireless local area networks (WLANs) (e.g., the
IEEE 802.11 LANs with access points having a limited range of roughly a hun-
dred metres) and wireless personal area networks (WPANs) (e.g., Bluetooth1

with a limited range of roughly 10 metres).
1 See http://www.bluetooth.com

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 266–277, 2002.
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802.11 networks are becoming ubiquitous and are starting to appear in homes,
offices and public places such as shopping complexes, airports, hotels, and restau-
rants. Internet Service Providers (ISPs) are also appearing that provide public
access points to allow wireless access for subscribers.2 WLAN services are find-
ing their way into eight Florida shopping centers in the US.3 This reduces the
need for extensive wiring to provide various applications to merchants such as re-
mote store monitoring using wireless cameras and devices that count the number
of customers. The merchants have yet to extend wireless services to customers.
The Bryant Park Hotel in New York lets its staff service guests using information
provided via wirelessly networked devices.4 Starbucks cafe is providing WLAN
services to customers, but so far these services are of a horizontal (general) na-
ture (Web, email, etc).5 The WLAN company MobileStar hopes to implement
8000 WLAN sites in the US by the end of 2003. Europe has already installed
several hundred public WLAN access points.6 Moreover, Bluetooth public ac-
cess points are emerging as well. Ericsson’s Bluetooth Local Infotainment Point
(BLIP) devices provide Bluetooth access points to information for Bluetooth
enabled PDAs and cellphones, and is undergoing public trials in Japan [3].

As these short range wireless networks become widespread, an infrastructure
is emerging on which we envision advanced value-added services. Such an in-
frastructure can provide access to not only services on the greater Web but also
services which are locally relevant and more tailored to the user’s current context
(e.g., the user’s location, the function of a place the user is currently at, other
people who are also in the same network at that time, etc). Such services can
be of varying levels of specialization and might be formed by extracting Web
services relevant to the user’s context. A tourist in a room within a museum
might access (via his/her mobile device) an information service that provides
descriptions about articles in the room as well as access services relevant to the
entire city (being still a tourist, albeit a museum visitor).

Technologies are also being developed that allow moving between network
connections. For example, one could connect to a WLAN while within range
of its access point, then hand-off to a lower speed wireless telecommunications
service once out of range, and then reconnect to another access point in a different
WLAN.7

The above developments form a basis for the idea of electronic communities,
or e-communities for short, that are induced by a location and the (possibly
temporary) geographical collocation of people. The community carries the idea
of richer member participation and interaction. These communities can build
on wireless networking technologies [6]. For example, the e-community of a ho-
tel is supported by a WLAN for hotel guests and hotel management. Specific

2 See http://www.80211-planet.com/news/article/0,4000,1481 859901,00.html
3 See http://www.luent.com/micro/NEWS/PRESS2001/080801a.html
4 See http://www.mobileinfo.com/News 2001/Issue34/Symbol Bryant.htm
5 See http://mcommercetimes.com/Services/155
6 http://www.mobileinfo.com/News 2001/Issue39/Frost WLAN.htm
7 iConverse provides this. See http://www.useit.com/alertbox/20010916.html
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applications are build on top of the WLAN infrastructure, which can be used
to provide services (the service provides a structuring abstraction for applica-
tions), and then these services are structured into e-communities. Note that not
all such WLANs will develop fully into active e-communities - one might stop
at providing services to individual users, without users necessarily interacting
among themselves (e.g., each user can do Web browsing but is unaware of other
people connected to the same WLAN).

Short range wireless networking are convenient technology for the creation of
virtual spaces which are counterparts of real-world location spaces, particularly
for users on the move. An individual in a hotel has not only the hotel as a physical
community but also a corresponding e-community supported by the WLAN,
which we call a location-based e-community or LE-community. The individual
is able to access services or interact with other individuals in the physical (and
virtual) community. A LE-community is thus an e-community that is induced
by (and is a counterpart of) an individual’s surroundings or location. We see
LE-community as, roughly, the highest development in a layered model shown
in Figure 1.

LE-Communities
Services

Applications
limited range wireless infrastructure and networked devices

Fig. 1. Layers of development towards LE-communities.

Note that the individual might still have access to virtual communities on
the Web (which are geographically transcending and location-independent), and
might only be at a location for a short time (and so, have only minimal or rapid
interaction with a LE-community).

An individual can be in many LE-communities at the same time. For exam-
ple, one could be in a cafe in a shopping complex in some town, and so, could
then be in three LE-communities at the same time: the cafe LE-community, the
shopping complex LE-community, and the town LE-community. An individual
can move out of one cafe (and so out of that cafe’s LE-community) into another
cafe (and so into this cafe’s LE-community) while still being in some other LE-
community (-ies). Also, assuming each LE-community provides a set of services
to its members, an individual should therefore be able to access some combi-
nation of the services offered by the LE-communities in which the individual
currently dwells. This combination of services might take a number of different
forms. For example, similar or same services in different LE-communities might
be unioned, the services in an inner LE-community might have precedence over
similar services in an outer LE-community, or only services available in both the
inner and outer LE-communities can be used by the individual.
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It would be useful to be able to reason more precisely about the above sce-
narios (discussed informally above), and to develop a programming model for
applications involving LE-communities.

In this paper, we attempt to develop a formal model of the above scenarios
in terms of a system of transition rules. We first provide a more precise notion of
LE-communities and relationships between LE-communities which captures the
impact of an individual’s movement on his/her participation in LE-communities.
The ideas are partially inspired by the ambient calculus [2]. Then, we present
operators for combining the services offered by different LE-communities in-
spired by operators for combining logic programs developed in [1]. In the fol-
lowing section, we describe notation for LE-communities, and membership in
LE-communities. Then, in §3, we present operators for combining services of
LE-communities. In §4, we discuss the interplay of the user’s movement with
compositions of services. We conclude in §5 with future work.

2 LE-Communities

This section presents notation to represent the LE-communities (which we ab-
breviate to LEC) an individual (which we simply call the user (of some mobile
device and of services of LECs)) can be a member of (and participate in).

Let L be a finite set of LECs (or the set of symbols representing the LECs).
We shall often use letters A, B, C,...∈ L to denote LECs. At any time, a
user can be in several LECs at the same time. Given a finite set of users U ,
we also define users’ configuration denoted by Σ that is a function that maps
each user to a set of LECs (representing the LECs that the user is in) (i.e.,
Σ ⊆ {(u, Σ(u)) | u ∈ U , Σ(u) ⊆ L}).

A user u’s exit or entry operations affect Σ. We can model these operations
as functions that map from one users’ configuration to another:

1. exit a LEC:

Σ
u exit A−−−−−→ Σ′

where Σ′ = Σ \ {(u, Σ(u))} ∪ {(u, Σ(u) \ {A})}. Σ′ differs from Σ if A ∈
Σ(u). If A �∈Σ(u), then the exit A operation effectively does nothing.

2. enter a LEC:

Σ
u enter A−−−−−−→ Σ′

where Σ′ = Σ \ {(u, Σ(u))} ∪ {(u, Σ(u) ∪ {A})}. Σ′ differs from Σ if A �∈
Σ(u). If A ∈ Σ(u), then the enter A operation effectively does nothing.

These two operations can be performed by the user in two ways: explicitly –
when the user explicitly chooses to exit or enter a LEC via some interface (e.g.,
an option to enter a LEC is presented to the user on his/her mobile device
when the user comes within range of the LEC’s WLAN), or implicitly – when
the user physically moves in or out of the range of a LEC (e.g., when the user
moves out of the range of a WLAN). The physical movements of the user and
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the exit/entry selections of the user over time effectively yield a sequence of
operations that establishes a sequence of configurations starting from an initial
users’ configuration. Similarly, another user can also establish such a sequence.
How these sequences combine depends on the timing of the operations. So, given
a set of users, at a given point in time, there is a users’ configuration Σ that is
a snapshot of the users in LECs - the set of users in one of the LECs A is then
{u|A ∈ Σ(u)}.

3 Operators for Composing Services of LE-Communities

So far, we have taken an opaque picture of LECs. We now consider each LEC
A as having a finite set of services ΩA, where services can be invoked by a user.
More complex definitions of services can be employed, but to provide a concrete
example, we can simply view a service as a method (e.g., a method in a pro-
gramming language such as Java or a CORBA component, or a Web service [4],
and ΩA is then implemented as an object or a component), and a request to in-
voke a service as a method call. We shall assume there is a mechanism to match
service invocation requests to services (in our example, it is the mechanism that
matches a method call with a method definition). The discussion that follows
is independent of the specifics of the matching mechanism and we only assume
that this matching mechanism is a (boolean) function match that takes a ser-
vice request r (in some universe of requests) and a service s (in some universe
of service descriptions) and returns either true or false.

At a given point in time, a user u is often in several LECs but not all the
services of all these LECs are equally available to the user, due to constraints
imposed by the LECs, intermediaries between LEC services and users (analogous
to application service providers which package and manage applications for users
and act as intermediaries between users and application originators, we might
have LEC service providers that manage LEC services for users), or the users
themselves. Hence, we contend that it is not sufficient, in general, to say that
the services available to the user are all the services in Σ(u), but more precisely,
the services available to the user is some composition of the services in Σ(u).

We define operators that compose the services offered by LECs in terms of
rules that describe what it means for a service to match against a composition.
The rules makes precise several intuitions about how a user requests services
from a combination of LECs.

Given a composition of services C and a request r to invoke a service, we write
C � r,Θ to mean r successfully matches against C, returning a set of matching
services to invoke (which we call the invocation set, denoted by Θ). For some
LEC A, the statement ΩA � r,Θ means that r matches some service s in ΩA,
and Θ contains that service - if there are several matching services, Θ contains
only one of them (and there might be a mechanism to select which one but we
do not prescribe that here):

ΩA � r,Θ iff Θ = {s}, where s ∈ ΩA such that match(r, s) = true
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If r does not match any service in ΩA, then the statement ΩA � r does not
hold, denoted by ΩA ��r. Note that the relation � focuses only on the matching,
and not on the results of service invocation: r might have been invoked and some
computation triggered, but the invocation might not return desired results. We
do not define or deal with results of service invocations but only whether a
request is matched.

We provide rules below that effectively define the relation � between com-
positions and requests. The rules are of the form:

premises

conclusion

which means conclusion holds whenever premises hold.
Compositions are expressions formed using the operators described below.

These operators form expressions C whose syntax is given in EBNF as follows:

C ::= ΩL

∣
∣ C ∪ C

∣
∣ C ∩ C

∣
∣ C|ΩL

∣
∣ C � ΩL

where L ::= A
∣
∣ B

∣
∣ C

∣
∣ . . . (∈ L).

The meaning of the operators are as follows:
– union (denoted by “∪” - relying on context to differentiate from set-theoretic

union): Given compositions C and D, we have

C � r,Θ

(C ∪ D) � r,Θ

D � r,Θ′

(C ∪ D) � r,Θ′

The above rules state that a service r matches against the composition C∪D
if either r matches against C or against D (and it does not matter which).
To a user, such a union means services in both compositions are available.
There is non-determinism inherent with these rules and either the invocation
set Θ or Θ′ is used.

– intersection (denoted by “∩”): The rule is

C � r, Θ and D � r,Θ′

(C ∩ D) � r, (Θ ∪ Θ′)

The rule means that some services Θ in C must have matched with r and
some services Θ′ in D must have matched with r. Note that, if C is ΩA and
D is ΩB this implies a relationship between A and B, that they each have
a service that matches the given request. In other words, intersection relies
on “something in common” between the LECs in order to work. To a user,
a request to an intersection is a means of testing the similarity between the
LECs as well as seeking responses from different communities on the same
request (e.g. to check agreement between results of similar services). Note
that the set-theoretic union of the invocation sets are used Θ ∪ Θ′, that is,
services from both C and D will be invoked.

– restriction (denoted by “|”): This operator expresses how the services of one
LEC can suppress that of others:

C � r, Θ and ΩA ��r

(C | ΩA) � r,Θ
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Recall that ΩA ��r holds if and only if we cannot find a matching service for
r in ΩA. So, only requests that that do not match any service of A can be
matched with restriction. It is in this sense that the services in A restricts
the services in C. This models the case of how some of the services in one
LEC is rendered ineffective when the user enters another LEC. This could
model a filtering effect of LEC membership, and also provides a basis for
defining overriding below.

– overriding (denoted by “�”):

(C | ΩA) � r,Θ

(C � ΩA) � r,Θ

ΩA � r,Θ′

(C � ΩA) � r,Θ′

In fact, by definition of “∪” above,

C � ΩA = (C | ΩA) ∪ ΩA

The rules state that either a service of A is used or a service of C which is
not available in A is used. So, if r matches a service of C and also a service of
A, then the service of A will be invoked. This means that the services of A
overrides that of C. This operator can be used to model how the services of
a more current (or structurally, an inner LEC) takes precedence over those
of an earlier (or outer) LEC. For example, the services offered by a cafe in
a shopping complex might override similar services offered by the shopping
complex.

So, given a request and a composition such as ((ΩA ∪ ΩB) ∩ ΩC) � r, the above
rules effectively computes an invocation set.

4 The Impact of User Mobility on Services

We next explore the interplay between a user’s movement and compositions of
services, and also briefly explore several implementation issues.

4.1 Composition Schemes

At any point in time, a user u might have configuration Σ(u), and the user can
only make use of services in the LECs that it is a member of, i.e. the LECs in
Σ(u). A request r of the user will therefore be made against a composition of
LECs in Σ(u). For example, if Σ(u) = {A, B, C}, and these LECs are composed
in the manner (ΩA ∪ ΩB) ∩ ΩC , then processing r will evaluate the statement
((ΩA ∪ ΩB) ∩ ΩC) � r. There is a question of how this composition is formed at
any given point in time, and this question is answered via a composition scheme.

A composition scheme is needed as Σ(u) changes each time a user exits or
enters a LEC, and the composition to be used might depend on the request. Two
possible composition schemes are:
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1. The composition to form is specified by the user when r is issued. This means
that r can be issued against any user-specified composition C as long as the
LECs mentioned in C are in Σ(u).

2. Given Σ(u) at a point in time, there can be a fixed manner (a system default
meta-composition rule that is user or system-specified) in which a composi-
tion is formed. For instance, regardless of what is in Σ(u) at a given point
in time, a default rule could be that, all requests are processed against the
union of all LECs in Σ(u), i.e. (

⋃

X∈Σ(u) ΩX) � r.
Incremental rules that map from one composition to another are possible,
that specify how a given LEC should be composed with the existing compo-
sition C, whenever an entry or exit operation occurs. For example, such an
incremental entry rule might take the form:

C
u enter A−−−−−−→ C ⊕ ΩA

where ⊕ is one of the above operators. A commonly used composition scheme
might be the case where ⊕ is �, so that from a history of entries, we obtain
expressions of the form ΩA � ΩB � ΩC which always gives the inner (later)
LEC precedence over outer (earlier) LECs.
Also, for exit, we can define the following incremental exit rule:

C
u exit A−−−−−→ C′

where C′ is an expression formed from C by deleting all occurrences of ΩA

from C. For example, ((ΩA ∪ ΩB) ∩ (ΩC | ΩA)) becomes ΩB ∩ ΩC .

The first scheme provides the greatest flexibility and control to the user, but
may be cumbersome for someone on the move. The second scheme is easier for
the user, since there is a well-defined default behaviour, and a well-defined effect
of the user’s movement on the composition.

Two types of user requests can be defined, one which is persistent (also often
called continual queries) and so is automatically invoked after each exit and
entry operation, and ones which are once-off, i.e. invoked once against a specified
composition and not automatically reinvoked after a change in the user’s LECs.

4.2 An Example Scenario

To illustrate our model, we consider a scenario of a user who is touring a town
T, staying in hotel H, and attending a conference at site C in H. The person is
also a member of a company X, is currently sitting in a cafe A in a shopping
complex S, away from the site C. The LECs are T , H, C, X, A, and S. Let us
assume the following current composition of services for the user:

ΩX ∪ ((ΩT � ΩS) � ΩA)

This expression states that the services of A would override those of S, and those
of S would, in turn, override the similar services of T , but the services of X are
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always available. For example, consider a request for music services (e.g., MP3
selection and download) which would take the form:

(ΩX ∪ ((ΩT � ΩS) � ΩA)) � music

The rules given in §3 can be used to select the music service to invoke.
Now, consider the following movements of the user:

exit A
exit S
enter H
enter C
Note that we only consider here how the user’s movement relates to A, S, H, and
C - the user might enter or exit different LECs between the shopping complex
and the hotel. The movements above effectively creates a simple “program”
which impacts on the services available to the user. Using the incremental exit
rule from the previous section, the new composition after exit A is then:

ΩX ∪ (ΩT � ΩS)

And after exit S, it is

ΩX ∪ ΩT

Thereafter, using the following incremental entry rule:

ΩX ∪ C
u enter A−−−−−−→ ΩX ∪ (C � ΩA)

the operation enter H gives:

ΩX ∪ (ΩT � ΩH)

and enter C gives:

ΩX ∪ ((ΩT � ΩH) � ΩC)

What we have achieved via this modelling is that we know more precisely
what (combination of) services are available to a user while in some configura-
tion. Given a composition scheme, such modelling can also be used to predict
the impact of user’s movements on services without actual movements. We can
also reason about persistent requests. Consider a persistent request for music
services (e.g., MP3 selection and download) issued in the initial composition,
which would take the form:

(ΩX ∪ ((ΩT � ΩS) � ΩA)) � music

Subsequent movements would have the music request evaluated against different
compositions:

(after exit A) (ΩX ∪ (ΩT � ΩS)) � music

(after exit S) (ΩX ∪ ΩT ) � music

(after enter H) (ΩX ∪ (ΩT � ΩH)) � music

(after enter C) (ΩX ∪ ((ΩT � ΩH) � ΩC)) � music
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We could then see which music services in which LEC would be invoked by the
music request using the transition rules in §3.

So far, we have not yet distinguished push and pull services. The requests
described in previous sections might be requests for push services such as wireless
advertising. For wireless advertising, the overriding operator provides a means
of restricting advertisements to those more locally relevant. For example, when
a user walks along a street lined with BLIP points, the user might remain in a
greater LEC but enters and exits the LECs of BLIP points as he or she walks
(and could simultaneously be in the LECs of several BLIPs at the same time).
The user would then be using the advertising services of different BLIPs while
moving.

As an example of the use of ∩, the user might also want to test and compare
similar services from different LECs (e.g., to check agreement), say to check
tourist services from the town and the conference site, and if authorized, can
issue requests against a composition such as:

ΩT ∩ ΩC

4.3 Implementation Issues

For scenarios such as the above, we envision the following implementation. In a
LEC service provider model, we can allow the LEC service provider to keep track
of which LECs a user is in as well as the current composition. Alternatively, the
mobile device might keep track of a user’s LECs and the current composition.
The detection of user entry and exit can be done by the networking technology
as soon as a user moves into or out of range and this information is provided
to the mobile device or LEC service provider. When the user issues a service
request via his or her mobile device, the request might be handled entirely on
the mobile device if service code has been transferred into the user’s device or
the request can be transferred over the wireless network via access points to
servers implementing LEC services.

The user can make use of Web or WAP (depending on the device at hand)
forms to issue requests. Appropriate LEC pages can be pushed to the user when
he or she enters a LEC. A LEC can have a Web site (hosting a virtual community
about the LEC) accessible from anywhere where users in their own time, can
register his/her devices and preferences with the LEC, before the user actually
visits the LEC.

A question to address is how to decide what combination of services is avail-
able for a request of a given user at a given time. We can discuss this question
in the context of three parties that we think should have a say in this decision:
the user, a LEC, and the LEC service provider. A LEC would have its own
preference about how its services should be used (e.g., that its services should
override that of any others while the user is in that LEC). A user would have its
own preferences (e.g., to receive advertising from all its LECs rather than just
from some). A LEC service provider (with agreement from LECs) might like to
offer its own mix of services to the user at any given point in time (e.g., a LEC
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service provider might have an agreement with a LEC that its services should
not be overriden while the user is in the LEC). Conflicts among the parties on
such preferences could arise.

One solution to this question is to give the user full control. There would
be a pre-programmed default composition scheme which the user creates (or
chooses from a selection offered by a LEC service provider). In addition, the
(more diligent) user, who must then learn the operators and acquire knowledge
about what services are available, can specify a different composition for each
request. Another solution is to employ real-time negotiation for services on entry
into a LEC. We will continue to explore other possibilities. We are also currently
looking into a prototype implementation of our model based on Palm devices
and Bluetooth connectivity.

5 Conclusions and Future Work

In this paper, we envision the computational infrastructure of LE-communities
and that there would be a proliferation of services to the user available via nu-
merous LE-communities, and these services would continually change for a user
on the move. We have given a more precise notion of the impact of user mobil-
ity on compositions of services provided by LE-communities, enabling reasoning
about which services will be selected and invoked (in response to requests) as
the user moves. We believe our work also forms a basis for programming the
effect of users’ movements on the availability of services to users via devising
composition schemes. There seems to be little work in this area, but we mention
ambient calculus [2] which models the notion of ambients (boundaries) that has
partially inspired this work. Our work, however, differs from the ambient cal-
culus in that we aim at modelling service compositions, and how user mobility
impacts on such compositions.

There remains many avenues for interesting further work:

– We have equated LEC entry and exit to a user moving into or out of range
of the network, but in practice, options should be available for the user to
(virtually) exit a LEC even while within range and to remain (perhaps in a
passive mode) in a LEC even if out of range.

– Not considered in the model we presented is how services of different LE-
communities can be linked (independently of any requests). An interesting
avenue of investigation is how the presence of several LE-communities (or
their services thereof) can lead to emergent services, that is, to new services
(that were not possible previously) arising when the user is in particular
LE-communities (and so, has a critical mass of services). We can explore
how when a user enters a new LE-community, the additional services added
can be automatically linked with existing services leading to new services.

– A further extension of our work is a consideration of resource consumption for
participating in a LE-community. We aim to model how a user’s resources
(e.g., memory on the mobile device and user attention) can be shared or
distributed among the different LE-communities the user is in.
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– True to the notion of community is group-based services which involve several
users at a time (e.g., games or chatting applications) which we have yet to
properly define in our model. We aim to study the impact of user mobility
on such services, and to explore the question of LE-community rules on a
user leaving or joining such services.

– There is a question of adequacy of operators. As we attempt further applica-
tions of our model, we expect new operators to be added but the operators
we have presented have proven adequate for creating many applications in
the logic programming context [1].

– A composition of sets of services from different LECs (as defined by a com-
position scheme) yields the set of services that are available to the user at
a given point in time. We can complement our work with mechanims for
composing services: we do not define how services are composed but rather
how sets of services from different LECs are composed; once the set A of
available services is defined by our composition, the user might then invoke
a service composition (as defined by some service composition mechanism)
or a transaction that utilizes several services in A. Each type of service might
also be invoked in a composition of LECs of its own rather than having the
same composition of LECs for all services.

Acknowledgements. The author thanks the reviewers for valuable comments
on the paper.
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Abstract. Two major issues for continuous data delivery architectures
on the Internet are scalability and data continuity. Scalability is ad-
dressed by providing multiple redundant stream sources. One solution
to the data continuity problem is adaptive client migration. Adaptive
client migration is the ability of a client to switch from one redundant
stream source to another when it experiences discontinuities in its cur-
rent stream. The switching mechanism allows the service providers to
adapt to changing server loads and varying jitter due to network conges-
tion. This paper presents a client migration protocol that allows a client
to migrate from one data stream to another without introducing discon-
tinuities. We have experimentally validated our migration protocol in a
simulated distributed network environment.

1 Introduction

The increase of bandwidth on the Internet, has led to a reduction of end-to-
end delay in content delivery. More and more Internet applications are taking
advantage of this low end-to-end delay and are delivering live content to tens of
millions of users. An example of live content includes Internet radio, voice chat,
and live video broadcast. Live content refers to continuous data. Continuous
data requires the time sensitive delivery of data from a server to a client; late
data is the same as lost data.

Two important qualities of a continuous content delivery architecture are
scalability and data continuity. Scalability to support thousands or even millions
of connections has been achieved through several network architectures. These
architectures include server farms, proxies, and content distribution networks
[1]. Each of these architectures achieves scalability by replication of the source
content to multiple continuous data servers. A common problem shared by each
of these architectures is their lack of guarantee for data continuity. Network
congestion or overloaded servers may cause undesirable breaks or dropouts in
continuous data streams. Proxies and content distribution networks attempt
to improve data continuity by delivering the content closer to the end user.
However, closer content is still prone to jitter caused by network congestion or
server overload.

J. Plaice et al. (Eds.): DCW 2002, LNCS 2468, pp. 278–290, 2002.
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This paper addresses the data continuity problem of continuous content de-
livery by presenting client migration. Adaptive client migration allows a client
to migrate to another continuous data stream after detecting jitter or disconti-
nuities in the current data stream. Using adaptive client migration a continuous
data delivery architecture is able to adapt to changing server loads and varying
jitter due to network congestion. The motivation for adaptive client migration is
first presented and is followed by the client migration protocol. Finally, validation
experiments demonstrate the feasibility of our client migration protocol.

2 Related Work

The Split and Merge Protocol of Wanjiun Liao and Victor O. K. Li [2] is different
from the client migration protocol presented in this paper. The Split and Merge
Protocol uses multiple readers and one writer to reduce the amount of bandwidth
used in a continuous data network. The client migration protocol is the opposite
and has multiple writers, the surrogates, and a single reader, the client. The Split
and Merge Protocol assumes a high speed, high bandwidth local area network
and does not deal with data discontinuities or jitter.

The paper Distributed Video Streaming Over Internet by Thinh PQ Nguyen
and Avideh Zakhor describes a protocol to deliver a video stream from multiple
senders to a single receiver [3]. The purpose of the protocol is to reduce packet
loss and jitter by interleaving multiple streams. No two senders send the same
media packet. The receiver coordinates each sender using a packet partitioning
algorithm. This approach differs from our approach since we assume each sender
sends the same continuous data stream.

A new architecture for delivering streaming media named Allcast has recently
appeared [4]. Allcast starts with an origin streaming server and then grows as
more clients connect to the network. Each client may be connected to the origin
or another client receiving the stream. When a client leaves the network, Allcast
must move any connected clients to other clients or the central origin. The
problems Allcast addresses are very similar to ours. We cannot compare our
approaches due to lack of published technical details.

3 Content Delivery

The two basic types of content delivery are discrete data delivery and continuous
data delivery. Examples of discrete data include text, image, and music files.
Delivery of discrete data is not time sensitive, but it is important that all the
data delivered from a server will eventually arrive at a client. Continuous data is
time sensitive. It must be delivered to a client at a fixed periodic rate. Late data,
possibly caused by network congestion, is the same as lost data. A low data loss
may be acceptable if the continuous data stream has some form of forward error
correction (FEC). With FEC missing data messages can be interpolated. Reed
Solomon codes [5] are one example of FEC codes.



280 A.J. Howe and M.H.M. Cheng

The three basic elements of content delivery architectures include a server,
client, and coordinator. The server stores content and registers all stored content
with the coordinator. The client uses the coordinator to discover the location
of a server that contains desired content. The server delivers the content to the
client. The discovery and delivery of content is summarized by the following
steps.

1. Client C requests data d from coordinator R.
2. R finds surrogates {S1, S2, S3, ... , Sn} that contain d.
3. R selects Sj such that Sj is the best surrogate to supply d to C.
4. R connects C to Sj .

Steps 1-3 handle data discovery and step 4 handles data delivery. The measure
of best when determining a server for a client may be based on one or more of the
following properties: the geographic location of a server with respect to a client,
the network locale of a server and a client, the number of hops from the client
to a server, the current network resources of a server, the current computing
resources of a server, or the quality of the data channel between a server and the
client. In choosing the best server for a client the primary objective is to optimize
the quality of service (QoS) to the client. An optimized QoS for discrete data
means that the discrete data will arrive sooner at the client. An optimized QoS
for continuous data means reduced jitter and reduced data discontinuities for
the client.

Commercial discrete data delivery architectures that use the above discovery
and delivery steps, with a minor change in step three, include FTP, Napster,
and Morpheus. The minor change in step 3 is that client C picks the best server
Sj for itself from a list of servers provided by the coordinator. The coordinator
for FTP may be a web based search engine, whereas the coordinator for Napster
and Morpheus are nodes dedicated to the sole purpose of data discovery. In each
of these architectures a client may be a server and a server may be a client.

To improve QoS, each of the three discrete data delivery architectures men-
tioned above provides methods for receiving a discrete data item from multiple
servers. With the ability to receive from multiple servers a client can receive half
of a data item from one server and then switch to another server and receive the
last half of the data item. A client would switch from one server to another to
increase the speed of the data item delivery. Mechanisms inside Morpheus are
more advanced and allow pieces of a data item to be simultaneously delivered
from multiple servers, thereby speeding up delivery.

The delivery of data from multiple servers is considerably more interesting
for live continuous data. An improved QoS cannot be achieved by downloading
future data from multiple servers, as was done in Morpheus, since the future
live data does not yet exist. However, the ability of a client to switch between
servers could improve the QoS. When the QoS deteriorates from one server
the client could migrate to another server to obtain a better QoS. In addition
the coordinator could use client migration to balance client load among servers
thereby increasing the chances of a higher QoS in the overall continuous data
delivery architecture.
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Due to varying distances from the client to multiple continuous data servers,
the servers will be at different latencies from each other. In migrating from one
stream to another, client migration must handle these varying latencies without
causing jitter or introducing discontinuities in the data stream. These issues are
the topics of the next section.

4 The Client Migration Protocol

The delivery of continuous data requires the periodic timely delivery of data
messages from a producer to a consumer. The consumer consumes these data
messages at the same periodic rate as they are produced. Late data is the same
as lost data. The timely delivery of continuous data messages is difficult on the
Internet due to unpredictable congestion. Congestion introduces jitter and delay,
that as a result, causes lost data. One method for dejittering a data stream is to
use a buffer. On initial connection to the producer, a buffer is partially filled with
data messages prior to their being consumed. Therefore when a data message
arrives late there are some data messages in the buffer available for consumption.
However, consecutive late data messages will cause the buffer to empty and lead
to a buffer underrun. If a buffer is too small, a burst of data messages may cause
the buffer to overflow.

4.1 A Buffer Model

We model a buffer with a sliding window. The window encapsulates a range
of M data message cells labelled B0 to BM−1. The window has a read head
labelled r and a write head labelled w. The values of the read head and the
write head specify their relative location within the window. Assuming the data
stream is ordered and reliable, a time counter t is maintained to specify the
location of the beginning of the window within the data stream. Figure 1 shows
the window at time t = 100 and at time t = 104. In general, at time t = k,
B0 = k, ..., Bi = (k + i) for all i < w, and Bk+j = empty for all j where
w ≤ j < M .

The counter t is incremented after every read operation and the window is
slid to the right by 1. When the window slides to the right and w > 0, w is
implicitly decremented by 1 to remain at the same absolute position within the
data stream. This change in t and w can be seen after a data message is read
in Figure 2. When w is between 0 and (M − 1) an incoming data message is
written to Bw and w is incremented by 1. This change in w can be seen after a
data message is written in Figure 2. A window is underrun if r = w = 0 when
reading. A window is overrun if w = M when writing. Underruns and overruns
of the window cause discontinuities in the data stream.

Figure 3 shows the use of sliding windows for each network element of a
continuous content delivery network. An origin delivers data to two surrogates
and then each surrogate delivers data to a client. The origins and surrogates
have a window size of two and the clients have a window size of six. The data
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Fig. 1. The sliding window at time t = 100 and at time t = 104
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Fig. 2. The actions of a read operation and a write operation on a sliding window

messages that are in transit between the elements in Figure 3 illustrate network
latency. Surrogates may have different network latencies in their data paths to
the origin. This latency difference can be seen by the different values of time t for
the surrogates S1 and S2. Surrogate S1 has a higher value of time t than surrogate
S2 meaning that S1 has less latency to the origin O. Latency differences are
further propagated to the clients. Client C1’s value of time t is greater than client
C2’s value of t. The role of the coordinator is for initiation of client migration.
Similar terminology of coordinator, origin, surrogate, and client is defined in [1].

4.2 Client Migration

The migration from the existing surrogate stream to a new surrogate stream
requires the splicing of the two streams to form a continuous stream. As discussed
previously surrogates may have different time t values due to network latencies.
The stream splicing algorithm must take latency differences into account and



Client Migration in a Continuous Data Network 283

C1

S1 S2

O
origin

surrogate

client

101 102 103 104 105 106100

wr

105 104

105

101 102 103 104100

wr

100 101 102 103

wr

101 102100

103
wr

C2

client

100 101
102

wr

surrogate

t=106

t=103

t=100t=101

t=104

Fig. 3. Data channel communication in a continuous data network

splice the two streams to preserve the monotonically increasing order of the
sequence numbers without introducing discontinuity. In order for a migration to
succeed the following three steps must take place:

1. an acceptance test - whether a new data stream is acceptable;
2. the splice point check - where to splice the new data stream; and
3. a continuity test - when the old data stream is finally spliced with the new

data stream.

The acceptance test determines if a new data stream fits within the bounds
of the client’s current window. A client is limited to the surrogates that it is
able to migrate to by the following properties: the client’s window size M , the
client’s value of time t, and the new surrogate’s value of time t.

Figure 4 shows a client and five surrogates that have different values of t. The
client C is currently receiving data from surrogate S1 and has a t value of 103.
Examination of the figure shows that C may only migrate to surrogates S2 and
S3. The time t values of surrogate S2 and S3 fit within the bounds of C’s window.
Migration to surrogates S4 and S5 is impossible since the t values of each of these
surrogates are out of the bounds of the client’s window. In general the migration
of client with time t = k to a new surrogate with time t = x is only acceptable
if (x − k) is between 0 and M − 1. The t value of a surrogate is determined by
the sequence number of the first data message from the new surrogate’s stream.
If the stream is accepted, the splice point becomes s = (x − k).

After a successful acceptance test, a decision must be made on where to
begin saving the new data stream in the window. This is referred to as the splice
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Fig. 4. Surrogates and a client at various positions in a data stream

point check. The value of the splice point specifies its relative position within the
window. Using the splice point s = (x−k), discussed in the previous paragraph,
there are two cases for the relation between s and the client’s write head w:

1. s ≤ w - the splice point s is at or earlier than the write head w; and
2. s > w - the splice point s is later than the write head w.

Both of these cases are illustrated in Figure 5 by showing the placement of the
splice points for client C’s migration to S2 and S3 of Figure 4. Both S2’s and
S3’s windows have advanced within the data stream since each surrogate has
sent an initial data message. The initial data message is written to cell Bs.

Once the splice point is chosen a final test for data stream continuity must
be performed. A client’s data stream becomes continuous when w ≥ s; this is
known as a successful splice. For the first splice point case where s ≤ w the data
stream is automatically continuous, the messages in the window from B(s+1) to
Bw are discarded, and the write head w is reset to s + 1. For the second splice
point case where s > w there is a gap between Bw and Bs meaning that the
data stream in the window is not continuous. A write head for the new stream
labelled w′ is situated at Bs+1. The stream is not continuous until enough data
messages arrive from the current surrogate so that w = s. When the stream
finally becomes continuous the write head w is reset to w′.

The client migration protocol consists of messaging and stream splicing. The
messaging required to perform the migration occurs on the control channels of
the following network elements: the client, the coordinator, the client’s existing
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Fig. 5. Client C’s migration to the valid surrogates S2 and S3

surrogate, and the new surrogate to be hosting a data stream to the client.
Stream splicing, as discussed previously, is concerned with the splicing of the
existing surrogate’s data stream and the new surrogate’s data stream that are
both delivered on the data channel. The control channel and the data channel
are orthogonal; i.e. the messages of either channel are independent from each
other.

Figure 6 shows a message sequence chart for the client migration protocol.
Both control and data channel communication are shown. In this figure the co-
ordinator R initiates the migration of the client C from its existing surrogate S1
to the new surrogate S2. The new surrogate S2 is the best alternative surrogate
for C. Seven messages are required for a complete migration when initiated by
the coordinator. When a surrogate or client initiates migration an eighth request
message is required to be sent to the coordinator. In this figure S2 had an initial
sequence number later than S1 and required d6 to make the buffer continuous.

4.3 Fault Analysis

Client migration is necessary to transfer a client from a surrogate of poor QoS
to a surrogate with better QoS. An existing surrogate with poor QoS may cause
control or data message faults during migration. Control or data message faults
may cause discontinuities in the increasing monotonic order of the messages
within the window. Up to this point it has been assumed that the data stream
was continuous and had the property such that the datum to the right of dx

was always dx+1, where the subscript represented the sequence number. For this
section the requirement is that the sequence numbers in the stream be continuous
and in strictly increasing order.

The continuous requirement of the buffer means that the data stream inside
the window must contain no gaps. Gaps may occur when the existing stream
faults during the splicing of a later sequence numbered data stream to the ex-
isting stream. A gap can be removed by discarding the cells that make up the
gap. Figure 7 shows the removal of the gap after an existing stream fault. After
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the removal of the gap, the write head w is reset to w′ and the new data stream
continues to fill the buffer.
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Fig. 7. The removal of a gap after a failed migration to a later stream

Strictly increasing means that the data message to the left of dx is always
dx+y where y ≥ 1. Figure 8 shows a window with sequenced messages in strictly
increasing order. Notice how message 5 has been lost and that message 6 has been
written in the cell where message 5 should have been. It is up to the consumer of
the window’s data messages to handle the discontinuities in sequence numbers
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through the use of error correction or other means. The consumer will adjust its
get frequency on the buffer according to missing sequenced messages.

101 102

wr

103 104100 106 107

B0 B1 B2 B3 B4 B5

t=104

Fig. 8. Non-monotonically increasing sequence numbers of the data stream

The strictly increasing property means that Br will not be equal to time
value t. Providing that w > 0 the value t is found by using the sequence number
of the datum in Bw−1. The value of t is then Bw−1 − (w − 1) = Bw−1 − w + 1.
If w = 0 then the value of t is the last consumed sequence number incremented
by 1. The t value in Figure 8 is not the same as the sequence number in cell
Br. This value of t always ensures that the splice point always inserts the new
stream such that the strictly increasing order is preserved. For example if the
first data item of the new stream has a sequence number 6, for the window
in Figure 8, using a t value of 3 from t = Br would place it at cell B3. This
would cause violation of the strictly increasing property of the stream since 6
already exists at B2. However if t is calculated in reference to Bw−1 the datum
with sequence number 6 would be placed in cell B2. A splice point will always
preserve the strictly increasing order since the t value calculated in reference to
Bw−1 assumes a monotonically decreasing stream going left from Bw.

Control message faults include lost control messages, duplicate surrogate mi-
gration requests, or logout from either the existing or new surrogates during
migration. Timers on each of the network elements involved in migration pro-
vide detection for lost control messages.

Data message faults include messages that are late or lost. Consecutive lost
messages may be due to the failure of the stream or failure of the surrogate
serving the stream. The solution to solving late messages was to use a buffer. Lost
messages have not been a concern up to this point since it has been assumed that
the data channel has been ordered and reliable. For this section the reliability
property of the data channel is removed, leaving an unreliable data channel that
delivers messages in order. If every incoming data message is written to the
next empty cell, provided that space is available, then the window will keep the
required continuous and strictly increasing sequence number order.

Using the method discussed previously for calculating t on a non-monotonic
sequenced stream the acceptance test and the splice point check steps of client
migration remain unchanged. If s ≤ w then the data continuity test will pass and
migration is complete. However, the data continuity test step must be changed
when s > w. When s > w three conditions can be used to test for whether a
data stream is continuous in the presence of lost messages:
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1. test for w = s;
2. test for Bw ≥ Bs; and
3. reset the client’s timer for T × (s − r).

The first test for continuity becomes true when there are no lost messages in the
existing stream during migration. The second test becomes true when there are
lost messages on the existing stream during migration. Similar to the situation
shown in Figure 7 the gap is removed and the write head w is reset to the new
stream’s write head w′. The third test is the maximum time the client can wait
for the existing surrogate to overlap with the new stream. The variable T is the
period of data delivery.

The quality of the new stream is difficult to determine. The coordinator’s
measure of best may not lead to a data stream with a better QoS for the client.
The time taken for the migration to complete may not be enough to determine
the QoS of the new stream. Migration may need to be requested over and over
before a data stream with an acceptable QoS is found.

5 Experimental Validation

Experiments have been created to demonstrate that the client migration protocol
has the following three properties: distributed initiation, idempotency, and re-
siliency. The migration protocol experiments were implemented in the coordina-
tion language COOL [6]. COOL is an object based language that facilitates the
creation of distributed applications. The experiments were executed on Pentium
level computers running a combination of Windows and Linux. The computers
were interconnected in a 10Mbps ethernet network; COOL used UDP/IP for
communication between computers. Experiments were distributed across multi-
ple machines.

Distributed initiation is the ability of any entity, except the origin, to initi-
ate migration. A coordinator may initiate a client to migrate after monitoring
network load. A server may initiate migration if it is overloaded. A client could
detect a deterioration of the quality of its data stream and initiate migration.
Due to the nature of the client migration protocol, multiple requests for migra-
tion may occur simultaneously.

Once it was demonstrated that distributed initiation was possible, an exper-
iment to show an automatic migration was conducted. An automatic migration
would occur when the client experienced jitter on its current stream. To demon-
strate the automatic migration a jitter detection mechanism was added to the
client. The experiment first started by the client receiving continuous data from
one surrogate. A load was initiated at the surrogate to introduce jitter in the data
stream. Immediately the client detected the jitter, requested migration, and was
successfully migrated to another surrogate. Automatic migration showed that
the client migration protocol could be adaptive.

An important property when using an asynchronous message based network
is idempotency. An operation is idempotent if multiple initiations of the same
request result in a single request. It is important that the migration of a client
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from one surrogate to another is idempotent. For example, if a client is currently
migrating, any additional requests to migrate are ignored. Idempotency must
occur at the coordinator and at the client. Idempotency at the coordinator is
necessary to handle multiple migration requests from a surrogate and a client
during the migration of a client. Idempotency at the client is necessary to handle
multiple migration requests from the coordinator during and after a client’s
migration. Multiple requests may come from the coordinator if the coordinator
does not receive a response from the client that a migration had occurred.

The migration protocol is resilient and can handle varying surrogate latencies,
lost control messages, and some data stream faults. The migration protocol can
splice a new data stream that is upstream (later) or downstream (earlier) from
the current data stream. If the new stream is too far upstream or downstream
to fit within the bounds of the client’s buffer the migration protocol will abort
the migration and report to the coordinator. Furthermore, lost control messages
will not cause any network entity to deadlock or lose resources.

The time it takes for one client migration is dependent upon the fixed cost of
the control messages and the variable cost of filling the gap between the existing
data stream and the new data stream. A maximum of eight control channel
messages are required for the initiation of a migration. If there is a gap after the
admission test the cost for the migration to finish is n ∗ c where n = (s − w)
is the size of the gap and c is the computation time of examining the sequence
number of every message from the existing stream to ensure it is not greater
than or equal to the sequence number of the message at the splice point.

6 Conclusion

For many years discrete data delivery architectures have been able to improve
reliability of the retrieval of a data item by allowing the data item to be re-
ceived from multiple sources. A logical step for this feature is to apply it to
continuous data delivery architectures to reduce data discontinuity and improve
QoS. The client migration protocol and experimental validation described in this
paper demonstrated the feasibility of a client to receive continuous data from
multiple redundant sources while maintaining an acceptable QoS. Furthermore
the adaptive property of the migration protocol adds a new level of resiliency
to clients that previously did not exist with current continuous data networks.
Future work for this research includes the integration of the client migration
protocol into a real continuous data application that can be used on the Internet
such as Internet audio.
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Abstract. The last few years, a tendency arose to integrate various
programmable devices through ever expanding computer networks. One
particular domain in which this evolution stood out clearly is home au-
tomation. The EIB1 standard defines a home automation solution that
consists of a network of cooperating components with little computa-
tional power. Bridging the EIB network with a computer network allows
software to interact with these EIB components. However, past attempts
to link EIB components with computer networks fell short in dynamism,
automatism or user friendliness. In this paper we present a distributed
software framework that overcomes these issues, and is capable of auto-
matically generating a software model based on the configuration of the
components on the EIB fieldbus. A framework that can be used in this
perspective is Jini. Its excellent capabilities for dynamic reconfiguration
and its proven deployment in domestic and office environments make it
an appropriate candidate for supporting home automation systems.

1 Introduction

Home automation is well known as a technique to create a more comfortable
living environment for inhabitants of modern buildings and to fine-tune these
conveniences according to their desires. Classic systems usually work just the
other way around: the inhabitants must adapt themselves to their surround-
ing environment because the electric installation was integrated statically when
the building was constructed. Home automation typically controls illumination,
shutters and heating, but also security, power saving and economic use of energy.

Till now, domotic2 installations are typically closed systems in which the com-
ponents only interact with each other using some low-level communication pro-
tocol. Few software environments exist that can communicate with the home au-
tomation components, but none that meets the needs of nowaday’s network and
ubiquitous computing availability. We developed a framework that brings a new
approach to the integration of small embedded devices like domotic components
1 European Installation Bus
2 Domotics or home automation. We use these terms interchangeably in this paper
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into a distributed computing environment. The EIB home automation system is
introduced in the following subsection, followed by our system-requirements and
a description of the interconnection between home automation and software.

1.1 Home Automation

Home automation usually consists of various kinds of small devices which are
interconnected via a fieldbus. The EIB domotic system we use, is a decentralized
system where each component directly addresses its destination components via
a communication protocol that uses multicast messages. These messages allow
a component to control multiple other components with one single telegram3.
Special group addresses are used to address a collection of domotic devices.

Each domotic component consists of two parts: its bus coupling unit and the
end-user hardware component, which is usually referred to as the application
module (AM). This can be a switch, a relay, a thermometer,. . . The bus coupling
unit takes care of the communication on the EIB-bus and is used by the end-user
hardware to interact with the other domotic devices. To perform this interaction,
the BCU has access to addressing tables, stored in its built-in flash4 memory.
These address tables are defined in the first part of the memory and are bound
to the solid specifications of [1]. The remaining part of the flash memory can
freely be used by the application program5 designers to store user-configurable
parameters used to fine-tune the application module. Figure 1(a) shows an ex-
ample of an application module (a two-button switch) and its corresponding bus
coupling unit. The two parts are sometimes build in one piece.

The group addresses in an address table are grouped in a number of sets and
each set is assigned to one communication object, which is a concept that reflects
the various functionalities of the application module in its BCU. objects is able
to send a telegram to a group address and/or to receive telegrams from one or
more group addresses. A simple example might clarify how this works. Figure
1(b) shows a possible configuration with two lights and a switch. A double relay
(a binary output component) with built-in BCU switches the two lights. The
BCU’s application program has two communication objects, one for each relay.
The first communication object (C1) listens to the group addresses 1/2/0 and
1/2/2, the second (C2) listens to 1/2/1 and 1/2/2. When the switch now sends
a telegram to group address 1/2/0 with data value 1, then the relay will switch
the first light on. If the switch sends a telegram to 1/2/2 with value 0, then both
lights will get switched off, because their communication objects both listen to
1/2/2.

The part of the application program that can be implemented freely by the
manufacturers of domotic components typically defines extra parameters that
are used to configure the application module. A relay with a timer for example,
needs to be configured with the time period to leave the light on. Being the main
3 A telegram is a message entity on the EIB fieldbus, like a packet in TCP/IP networks
4 Flash or EEPROM, electrically erasable programmable read only memory
5 The application program is the name for the whole program in the flash memory



Using Jini to Integrate Home Automation in a Distributed Software-System 293

(a) A BCU and AM (b) A button that switches lights.

Fig. 1. Domotic components

access point to the component, both the addressing tables and the free part of
the BCU is readable and reprogrammable via the fieldbus itself, which allows us
to add automatic configuration extraction and reprogrammability features in our
framework. This way, the framework is able to generate a software representation
of the domotic network, based on that memory content. Unfortunately, since
there is no standardisation for the memory location of additional parameters,
the content of the free part is useless without external information about it. Its
management is in consequence not generalizable, which limits the functionality
of a generic software model to the level of configuring communication objects and
their group addresses. We go beyond the generic part by adding object request
broker functionality that loads extensions of the basic framework based on the
signature of the application program in the flash memory.

The content of the flash memory of components is accessible through the EIB
bus by using a software driver6 and a serial interface connecting a PC to the
EIB bus. EIB devices are then addressed by using a unique physical address.

1.2 Software Integration

The framework we present in this paper is able to fully integrate the functional-
ities of a home automation system into a distributed software environment. We
achieved this by proposing the following essential requirements before we began:

– The framework should offer all the functionalities of the components on an
EIB home automation system to software or to users on a computer network
(switching lights, moving shutters, controling the heating,. . . )

– The framework should allow one to reconfigure and reprogram the devices of
an EIB domotic system (allocating new group addresses to a communication
object, adjusting parameters,. . . )

6 We used the driver of JNet Systems[2]
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– The framework must be independent of a particular domotic configuration
(e.g. the configuration in some building).

– The framework must be dynamic. When one changes the home automation
system (e.g. by adding a new component), the framework should take these
changes into account and adjust the software representation to reflect them.

– The framework must work automatically, which means the software repre-
sentation of a concrete EIB configuration is not defined by hand, but auto-
matically generated by the framework instead.

– The framework should work in a distributed environment.
– The framework should offer user friendly interfaces to its users.

Three important solutions have already been worked out to construct a bridge
between EIB home automation and a software environment. The EIB Associ-
ation (EIBA[1]) was the first to develop a tool, the ETS tool, which is mainly
used to program and configure EIB compatible devices. It offers services only
to the computer on which the tool runs. Its successor, the brand new version of
ETS, called iETS, also offers Internet connectivity towards the EIB bus. How-
ever, the main goal of iETS is to allow remote maintenance on EIB networks
via TCP/IP and not to make the functionality of the underlying domotic com-
ponents available to software connected to the computernetwork. The ETS tool
needs a project file of an EIB configuration to adapt the application programs of
its components, which makes it unfit for use in an unknown EIB environment.

The second framework was built by a company called JNet Systems[2]. They
developed the EIBLET model, which is a high-level Java API7 for building agents
that control one or a collection of domotic devices in a building. Since a program-
mer must construct new agents for each new home automation installation, we
can’t call the EIBLET framework neither dynamic nor automatic and definitely
not independent of a concrete domotic configuration.

The last framework is a Java implementation originating in the work of
Wolfgang Kastner and Christopher Krügel[3] about Jini connectivity for EIB
networks. They used Jini8 to offer services in a distributed manner. They also
worked out an agent-based solution in which each agent is a service on the net-
work that handles a set of home automation functionalities. An agent might for
example manipulate the illumination in a room (lightAgent). As you can see,
there is a similarity with the EIBLET solution and it meets our distributed re-
quirement, although there is no API provided to construct agents. Each new
agent needs a fresh implementation, even the Jini part needs to be reimple-
mented each time. In other words, the agents have to be build on demand of the
inhabitants of the building. Again, this solution lacks some degree of dynamism
and automatism.

Unfortunately, none of the existing solutions fully meet our suggested require-
ments. In the following section, section 2, we start with a description about how
Jini works and how it can be used to implement distributed software. We explain

7 Application Programming Interface
8 More details about Jini will be discussed later in this paper.
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how we modelled our framework in section 3, followed by some Jini related work
in which we compare Jini to the Web Operating System[4]. The Web Operating
System also presents a way to build distributed software like Jini, but there are
some conceptual differences which lead to a complete different implementation.
Finally, a conclusion is given in section 5.

(a) The proxy design pattern

�����
�����
�����
�����

Service
proxy
object

Jini client Jini service

(b) Controlling the service

Fig. 2. Using the remote proxy design pattern

2 Jini

2.1 About Jini

Jini[5] is a framework written in Java and launched by Sun Microsystems almost
three years ago. It is designed to build distributed network applications in an
easy way. The services in a Jini community9 announce themselves on the network
dynamically: they come and go as they like.

A central service on each network, the lookup service, keeps an actual view
of its surrounding services by requiring that each Jini service seeks a lookup
service to register itself with. The lookup service is found by means of a multi-
cast discovery protocol on the local network. A leasing mechanism ensures that
there are no invalid references to services. When a lease expires before it gets
renewed, the service is considered to be unavailable and is removed from the
lookup service. The global result is a federation of spontaneously joining and
leaving services.

The registering procedure for services and the lookup procedure for clients is
done via method calls on a remote Java object, which is obtained as the result of
a successful discovery. When a service registers with a lookup service, it gives the
lookup a serialized10 proxy object that has a remote reference to the service. The
9 A Jini community is usually called a federation

10 Serializing means transforming an object into a byte stream
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remote proxy design pattern [6] used here is illustrated in figure 2(a). The clue is
that the service is always referred to as if it were its interface, so the proxy can
play the role of a local representation for the service. The proxy simply redirects
every method call to its service via remote method invocation. Figure 2(b) shows
us the resulting situation: the client has direct access to the services it needs.

A clever query mechanism allows clients to find the services they need via
the lookup service. Three kinds of elements can be combined in the query to
seek a service. The unique identifying number of a particular service is the first
option. This is the easiest way, given that you know the number of the service
you want. The second way is to search based on the interfaces of the services
you are willing to find. The interfaces implemented by Jini services, are very
important because they define the type of the service and the way to interact
with them from within clients. The final alternative is a template-matching query
mechanism in which you use attributes to search with. Attributes are objects
attached to Jini services which describe the service. To perform the query, you
just have to define the query boundaries by instantiating a template-attribute
with the values you want the service to have and use it in the query. The last
two options are powerful query mechanisms, because the polymorph nature of
interfaces and attributes can be utilized to narrow or broaden the search. If
you have an inheritance structure where ColorPrinter and BlackWhitePrinter
inherit from Printer, then both color printers and black and white printers are
found when the interface for a regular printer is used. Queries like ‘find all color
printers that do 600dpi, located at the second floor of our department’ are a walk
in the park for Jini when the services are modelled well.

2.2 Using Jini

It should be easy to meet the distributed requirement in a system by putting the
Jini-engine under the hood of the framework. However, in reality, this doesn’t
seem to be true. The reason is there is no high-level API available for Jini. Hence,
lots of code has to be written all over again each time one wants to create a
Jini service or client. Because this would lead to a large overhead in code and
development time, we wrote a small framework that can easily be reused for each
Jini service. The framework contains one basic class (BasicService), which has to
be extended by each new Jini service. This extending class should implement the
‘protected Object createProxy()’ method, which returns the proxy object when
lookup services ask for it. This returned proxy object should, of course, apply
to the pattern shown in figure 2(a). The interface on top of that figure has yet
to be defined to complete the pattern. It defines the way to interact with the
service and should be provided by the designer of the new service.

All other functionalities (discovery, lookup, leasing,. . . ) are taken care of
by the BasicService and an extendible default implementation is present for
the important Jini related features (e.g. default attributes). The framework also
implements the standard administrative interfaces of Jini, so that administrative
tasks can be performed remotely on the service. A recovery mechanism is built-in
as well. It saves the volatile data of each service automatically to disk every now
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and then. This data can be used at startup to initialize the service. The result
is a small framework that allows us to write a Jini service with very little code.

We created an analogue framework for Jini clients in which only the kind
of service you’re interested in has yet to be defined. When that service is then
found via a lookup service, its proxy is past as a parameter to a method that
should be overloaded within the new client.

3 Modelling Home Automation

Our framework is based on an extendible model, which describes a domotic com-
ponent from its lowlevel basics: its application program. The addressing tables
and the communication objects of the application program are the common de-
nominator for all EIB home automation devices, while their application module
can be arbitrarily complex. More details about the design aspects are given in
de following subsections.

3.1 Layered Structure

The framework has a layered structure that reflects the different levels of abstrac-
tion in the model. Figure 3 nicely displays this structure. Services from one level
use services of other levels. This way, all concepts remain logically separated.
We continue with a description of each level.

Bus Communicator Service. This service is offered on a machine with a
physical connection to an EIB fieldbus and takes care of reading and sending
telegrams on the bus. By adding a remote listener to this service, interested
entities can get notified when a new telegram arrives. It is also possible to read
the memory content out of a component’s flash memory, or to write new data
into it. We used the buscomunicator API of JNet Systems [2] to implement this
bridge.

Busdevice Service. This service is actually the core of the framework. Each
component on the EIB bus will eventually be modelled by this busdevice service,
or by one of its more concrete subclasses. It offers all the functionalities of the
real component. A binary output for example will be able to send an ‘on’ or ‘off’
message to each of its outputs. The possibility to reconfigure the EIB device
(e.g. changing group addresses connected to communication objects, adjusting
parameters) is also provided at the level of this service. Because the default
implementation of this service can’t contain the component specific configuration
details (like its parameters), subclasses that know more about the content of the
manufacturer’s application program will often be used. The busdevice service
utilizes the underlying bus communicator service to interact with the fieldbus.
Section 3.2 reveals more implementation specific details about this service.
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Service Controller. Since the framework needs to start a matching busdevice
service for each component on the EIB bus, there is a need for some controller to
assign this task to. A service controller is used to keep the consistency between
the state of the devices on the fieldbus and the software services. It is able to
scan all physical addresses to check which components are available. When a
component has not yet a service running somewhere on the network, the service
controller can then initialize a new service for it, based on its memory content.
Because of performance reasons, the service checks first whether there is a recent
version of that memory available on persistent storage. All this ensures that the
system can start up services automatically, whitout human intervenience.

Logic Service Logic Service Logic Service

User Programs

Bus Device
Service

Bus Device Bus Device Bus Device
Service Service Service

Controller
Service

Service
Buscommunicator Buscommunicator

Service 

Serial connectionSerial connection

Home Automation System

Fig. 3. The hierarchy of EIB bus services

In addition to this automatic-property, occurs in a dynamic way. A library
with application programs and a classloader are put in action to start the corre-
sponding concrete implementation. When no such implementation is available,
the default busdevice service is used, which offers the functionalities of an EIB
device at the level of its communication objects. The component’s memory con-
tent is read out and interpreted to initialize this Jini service.

Logic Services and User Programs. The layer of logic services presents a
real world representation of some services to create an easier to understand view
for the users of the framework. A binary output for example is actually a relay,
which can switch something on or off, but the device it switches is not known at
the lower levels. A logic service covers this issue. It models the concrete physical
situation behind some of the components. A logic service might, for example,
control all the shutters in a room or building, or the lights in the living room.
The top-level layer on figure 3 consists of user programs, they are end-user
applications that use all or parts of the framework.
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3.2 Implementation Aspects

The BusDevice class has a central position in our busdevice model. provides a
BusDeviceProxy and a default interface, which is already enough to make our
component Jini-enabled. By employing a BusCommunicatorClientFactory, the
busdevice service can generate a client that communicates with a buscommuni-
cator (cfr. the bottom of figure 3). As facade11 for an EIB component service,
it brings all the functionalities of the component (sending data to certain group
addresses, adding listeners to communication objects, programming the compo-
nent,. . . ) to the open world of Jini federations via a general interface, which is
available in the framework for busdevice clients. Each busdevice also automat-
ically adds some GUI-attributes to its federation. Clients can instantiate them
to obtain a nice graphical access point to the administrative tasks on the service
and to the communication objects of the device. All communication objects are
listed in the graphical representation, together with their data value. The data
of a communication object that is allowed to send12, can be changed and sent
on the fieldbus with a simple click on a button. Figure 4 shows a client that
instantiated the GUI-attributes of two services.

The BusDevice conceals an ApplicationProgramController object that han-
dles all application program related features. It has a reference to an Applica-
tionProgramInterpreter object which is able to convert the raw binary represen-
tation of an application program to CommunicationObject objects. These are
then linked to the group addresses (GroupAddress objects) they listen to, or to
which they can send telegrams. Both group addresses and communication ob-
jects are also used as attributes of the Jini service. This way, by using them in
their lookup procedure, clients can easily look for services that send or receive
telegrams to certain group addresses.

Beside a reference to an interpreter, the controller also has a reference to
an ApplicationProgram object. This object is useful to change the application
program in its high-level representation, what makes it easy to let communication
objects send or listen to new group addresses, to adjust parameters,. . . Once
changed, the object can easily be transformed to the raw binary format by the
interpreter again, ready to load into the BCU’s flash memory.

As you might think now, this framework does not cover the functionality
of all domotic components, but only what they all have in common: their pro-
tocol to send telegrams to each other. Although this covers the better part of
the interaction, there is still a need to offer interfaces that are more adjusted
to the underlying application program. Therefore, concrete bus device services
should extend the BusDevice class and let it offer easier to use interfaces that
allow the user to change the component’s parameters, or it can provide easier to
understand methods (e.g. ‘switchRelayOne()’ when the component is a binary
output). To meet this need, and because Jini requires standarized interfaces, we
created a hierarchy of interfaces which classifies the components as it is done
in the libraries for the ETS Tool. also not uncommon to extend the graphical
11 cfr. the Facade design pattern ([6])
12 e.g. a communication object of a sensor like a button or a thermometer
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Fig. 4. GUI attributes

attributes to allow easier user interaction with a component. Mind that these
subclasses of BusDevice should be added to the library that is used by the service
controller (cfr. figure 3), to ensure these classes can be loaded and initialized by
the controller.

3.3 Simulation

If we take a step backwards now, we can look at our framework in an entire
different way. We can use the federation of busdevices as a simulator for our
home automation system. We simply have to disconnect it from the physical bus
and replace our buscommunicator service with a dummy one that simply acts
as a loopback device. In this state, we can apply changes to the system and do
some tests on it by letting the components send telegrams to each other (they get
delivered thanks to the loopback device), without affecting the configuration of
our home automation. Once the new configuration looks fine in the simulation,
we can apply the adjustments to the memory of the real EIB devices.

4 Jini Related Work

Choosing Jini was straightforward for us, because we had all the necesary Java
related know-how and the Jini framework was ready to use. There are, however,
other distributed middleware solutions available. One of them, also using Java as
programming environment, is the Web Operating System[4], or WOS in short.
Although the system is still under development and not completely ready to use,
it is interesting to have a look at it, and compare it with Jini.

The WOS begins with the concept of an operating system that offers re-
sources to its users. Whereas a standard operating system keeps track of all
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resources available on a machine, a distributed operating system can not keep
track on all the available resources any longer, since it runs on machines scat-
tered all over the network. To solve this, some kind of dynamism was built in the
framework, based on a demand driven technique called eduction[7]. The educ-
tion engines are the kernels of the WOS, which reactively answer to the requests
of users or other eductive engines. It is very important to notice that the WOS
is a versioned system. Different versions of WOS services can simultaneously be
available on the network. This is a important conceptual difference with Jini as
it influences the used discovery protocol and the way to interact with services.
The most important consequence is that no interfaces are agreed upon in ad-
vance, which define the cooperation between clients and services in Jini. We will
compare now briefly sections, some features of the Web Operating System with
Jini.

User Request

Eductive
Engine

Eductive
Engine

Warehouse

Warehouse

Warehouse

program

program

program

Data

Data

storage

storage

printer

(a) WOS eductive engines

Lookup service

(b) Jini lookup hierarchies

Fig. 5. WOS versus Jini hierarchies

The discovery protocol. Jini uses a simple multicast protocol for discovering
new services. The WOS, on the other hand, utilizes a more complex two-level
communication protocol: the WOS Request protocol (WOSRP[8]) and the WOS
Protocol (WOSP[8]). The WOSRP is the version independent layer, which looks
up WOS servers and compares its version to the others to find compatible ones.
The WOSRP iteratively broadcasts messages beginning with the nearest net-
works to networks further away to build a view of its environment. Once dis-
covery is completed, the more powerful WOSP protocol is then used between
mutual compatible WOS nodes. Jini on the other hand, only lets each service
register itself with the local lookup in order to get found by its clients.

Lookup. Lookup is the term used for searching services based on certain condi-
tions. The WOS keeps for this purpose references to its services in resource sets,
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which are found via eductive engines. These eductive engines query the resource
sets in their immediate environment. When the eductive engine can’t handle
the request by itself, it forwards the request to other eductive engines, until the
resource finally gets found. Figure 5(a) shows this propagation of requests.

Similar constructions can be seen in Jini federations, although they are not
automized as it is the case with eductive engines. Jini services usually register
only themselves with the local lookup service. This way, each lookup service only
manages the small group of services on his own network. Since lookup services are
also common Jini services, they can register themselves with each other to build
hierarchies of lookup services. Some hierarchies can be seen on figure 5(b). In
such configurations, each lookup service typically maintains one Jini federation.
A user who wants to use some service on another federation can then browse the
hierarchy until he finds it.

Method calls. Both in Jini as in the WOS, Java RMI is used for the interaction
between clients and services. Executing a remote call, nevertheless, is only pos-
sible when the method’s signature is known in advance. Normally this signature
is agreed upon in the service’s interfaces, which is the case with Jini, but not in
the WOS. The WOS separates methods in ‘inputs’ and ‘outputs’. Inputs can be
matched to outputs when the number and the type of their arguments match.
The operation name doesn’t have to match because it is called via an indirect
message, which allows dynamic binding of inputs with outputs.

The people who designed the WOS had to use this kind of approach, because
they think that standardizing interfaces causes too many troubles in a dynamic
and continuously evolving environment. People often disagree when standarizing
these interfaces, which hinders a smooth and fast evolution. That is why the
WOS allows different versions of a service at the same time on the network.

Even the best ideas have drawbacks. Throwing away interfaces between the
two parties (those who design services and those who use them) has major
consequences on the development of software. Interfaces should include their
specification, which forms the basis for contractual programming. It is impossible
to keep the pre- and postconditions[9] of a method call in mind when only its
signature is known. A programmer who does not write pre- and postconditions
will sooner or later make programming errors that are hard to debug, which is
a big disadvantage of a system with a broad version space like the WOS.

5 Conclusion

This paper gave an introduction to the EIB home automation system and the
Jini architecture. The focus went to the integration of EIB components into a
distributed environment with Jini. The result is a dynamic framework that
can reflect the functionalities of the EIB devices automatically in a generated
software model, which paves the road to incorporate domotics in an ubiquitous
computing environment. Users or other software can now easily control and
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reconfigure the devices. This can be done, when desired, through easy to use
graphical interfaces that are integrated in the system.

We learned that the Jini framework is ready to use, but has not yet an easy
high-level API, which would make it more mature. The help of EIB compo-
nent manufacturers would services that are molded to fit with their application
program. This would complete our framework.

Future work might consist in further developing the libraries for the service
controller and in evaluating the WOS for use as alternative for Jini.
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Schümmer, Till 253
Schulthess, Peter 24
Siqueira, José 240
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